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ABSTRACT
Botnets—networks of (typically compromised)
machines—areoften used for nefarious activities
(e.g., spam,click fraud, denial-of-serviceattacks,etc.).
Identifying membersof botnetscould help stemthese
attacks,but passivelydetectingbotnetmembership(i.e.,
without disrupting the operationof the botnet)proves
to be dif�cult. This paper studies the effectiveness
of monitoring lookups to a DNS-basedblackhole list
(DNSBL) to exposebotnetmembership.

We performcounter-intelligencebasedon the insight
that botmastersthemselvesperformDNSBL lookupsto
determinewhethertheir spammingbotsareblacklisted.
Using heuristicsto identify which DNSBL lookupsare
perpetratedby a botmasterperformingsuchreconnais-
sance,we areableto compilea list of likely bots.This
paperstudiesthe prevalenceof DNSBL reconnaissance
observedat a mirror of a well-known blacklist for a 45-
dayperiod,identi�es themeansby whichbotmastersare
performingreconnaissance,andsuggeststhe possibility
of usingcounter-intelligenceto discover likely bots.We
�nd that bots are performingreconnaissanceon behalf
of otherbots.Basedon this �nding, we suggestcounter-
intelligencetechniquesthat may be useful for early bot
detection.

1. Intr oduction
Internet malice has evolved from pranksconceived

and executedby amateurhackers to a global business
involving signi�cant monetarygains for the perpetra-
tors [19]. Examplesinclude:(1) unsolicitedcommercial
email (“spam”), which threatensto renderemailuseless
by immenselydecreasingthesignal-to-noiseratioof traf-
�c [17]; (2) denialof serviceattacks,whichhavebecome
common[12], and (3) click fraud, wherebya groupof
attackerssendbogus“clicks” for online advertisements
thatmimic legitimaterequestpatterns,swindlingadver-
tisersoutof largesumsof money [4].

Botnetsarea root causeof theseproblems[8], since
they allow attackersto distributetasksover thousandsof
hostsdistributedacrosstheInternet.A botnetis network
of compromisedhosts(“bots”) connectedto theInternet
underthe control of a singleentity (“botmaster”,“con-
troller”, or commandandcontrol) [5]. Thelargecumula-
tivebandwidthandrelatively untraceablenatureof spam
from botsmakesbotnetsan attractive choicefor large-

scalespamming.Previous work provides further back-
groundonbotnets[5, 6].

If network operatorsandsystemadministratorscould
reliably determinewhethera hostis a memberof a bot-
net,they couldtakeappropriatestepstowardsmitigating
theattacksthey perpetrate.Althoughpreviouswork has
describedan active detectiontechniqueusing DNS hi-
jacking techniqueand social engineering[6], thereare
few ef�cient methodsto passivelydetectand identify
bots(i.e., withoutdisruptingtheoperationof thebotnet).
Indeed,detectingbotnetsprovesto bevery challenging:
avictim of abotnetattackcantypically only observe the
attackfrom a singlenetwork, from which point the at-
tacktraf�c maycloselyresemblethetraf�c of legitimate
users.Regrettably, thestate-of-the-artin botnetidenti�-
cationis basedon usercomplaints,localizedhoneypots
andintrusiondetectionsystems,or throughthecomplex
correlationof datacollectedthroughdarknets[13].

We propose a set of techniquesto identify bot-
nets using passiveanalysis of DNS-basedblackhole
list (DNSBL) lookup traf�c. Many Internet Service
Providers (ISPs)and enterprisenetworks useDNSBLs
to track IP addressesthat originate spam,so that fu-
ture emails sent from these IP addressescan be re-
jected.For the samereason,botmastersare known to
sell “clean” bots(i.e., not listedin any DNSBL) atapre-
mium.Thispaperaddressesthepossibilityof performing
counter-intelligenceto helpusdiscoveridentitiesof bots,
basedontheinsightthatbotmastersthemselvesmustper-
form “r econnaissance”lookupsto determinetheir bots'
blacklist status.
Thecontributionsof thispaperinclude:

1.Passiveheuristicsfor counter-intelligence.Wede-
velop heuristicsto distinguishDNSBL reconnaissance
queriesfor a botnetfrom legitimateDNSBL traf�c (ei-
ther of�ine or in real-time), to identify likely bots.
Theseheuristicsarebasedon an enumerationof possi-
ble lookup techniquesthat botmastersare likely to use
to performreconnaissance,whichwedetailin Section2.
Unlike previous detectionschemes,our techniquesare
covert anddonotdisruptthebotnet's activity.

2. Study of DNSBL reconnaissancetechniques.We
study the prevalenceof DNSBL reconnaissanceby an-
alyzing logs from a mirror of a well-known blackhole
list for a 45-day period from November17, 2005 to
December31, 2005.Section4 discussesthe prevalence
of the different typesof reconnaissancetechniquesthat
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Figure1: DNSBL-basedSpamMitigation Ar chitecture.

we observed. Much to our surprise,we �nd that bots
areperformingreconnaissanceon behalfof other(pos-
sibly newly infected)bots.Althoughsomebotsperform
a large number of reconnaissancequeries,it appears
thatmuchof thereconnaissanceactivity is spreadacross
many botseachof which issuefew queries,thusmaking
detectionmoredif�cult.

3. Identi�cation of new bots. We analyzeDNSBL
queriesthatarelikely beingperformedby botmastersto
identify “clean” bots.Suchreconnaissanceusuallypre-
cedestheuseof botsin anattack,suggestingthepossi-
bility that this DNSBL counter-intelligencecanbeused
to bolsterresponses.Section3 demonstratesthe possi-
bility of suchearly warning.To validateour detection
scheme,wecorrelatetheIP addressesof theselikely bots
with datacollectedatabotnetsinkhole(sinkholingtech-
niqueexplainedin previouswork [6]) over thesametime
period(this datasethasbeenusedas“ground truth” for
botnetmembershipin previousstudies[6, 17]).

4. DNSBL-based countermeasures. Our heuristics
couldbeusedto detectreconnaissancein real-time.This
ability potentially allows for active countermeasures,
suchasreturningmisleadingresponsesto reconnaissance
lookups,asshown in Figure 1. We revisit this topic in
Section5.

2. Model of ReconnaissanceTechniques
This sectiondescribesour model for DNSBL recon-

naissancetechniques(i.e., thetechniquesthatbotmasters
maybeusingto determinewhetherbotshavebeenblack-
listed).Our goal in developingthesemodelsandheuris-
tics is to distinguishDNSBL queriesissuedby botmas-
tersfrom thoseperformedby legitimatemail servers.1

2.1 Propertiesof ReconnaissanceQueries
Our detectionheuristicsare basedon the construc-

tion of a DNSBL query graph, where an edgein the
graph from node A to node B indicatesthat node A
hasissueda query to a DNSBL to determinewhether
nodeB is listed. After constructingthis graph,we de-
velopdetectionheuristicsbasedon theexpectedspatial
and temporal characteristicsof legitimate lookupsver-
susreconnaissance-basedlookups.Thesecharacteristics

hold primarily in caseswhenmembersof thebotnetare
not performingquerieson behalf of eachother, a case
thatmakesdetectingreconnaissancemoredif�cult, aswe
explain in Section2.2.3. As we describebelow, our de-
tectionheuristicsexploit bothspatialandtemporalprop-
ertiesof theDNSBL querygraph.

Property 1 (Spatial relationships) A legitimate mail
server will perform queries and be the object of
queries.In contrast, hostsperformingreconnaissance-
basedlookupswill onlyperformqueries;they will notbe
queriedbyotherhosts.2

In otherwords, legitimatemail serversare likely to be
queriedby othermail serversthatarereceiving mail from
thatserver. On theotherhand,ahostthatis not itself be-
ing looked up by any othermail servers is, in all like-
lihood, not a mail server. We can usethis observation
to identify hoststhat are likely performing reconnais-
sance:lookupsfrom hoststhathave a high out-degreein
theDNSBL querygraph(i.e., hoststhatareperforming
many lookups)but have a low in-degreearelikely unre-
latedto thedelivery of legitimatemail. To quantify this
effect, we de�ne the lookupratio, � , of somenoden as
follows:

� n =
dn;out

dn;in

wheredout is the numberof distinct IP addressesthat
noden queries,anddin is thenumberof distinct IP ad-
dressesthatissueaqueryfor noden.3 Thismetricis most
effective whenhostsperformingreconnaissancearedis-
joint from hoststhatareactuallyusedto spam,whichap-
pearsto thecasetoday.However, asreconnaissancetech-
niquesbecomeincreasinglymore sophisticated(as we
describein Section2.2.3), this metric may becomeless
useful.Still, we �nd that this metric provesto be quite
usefulin detectingmany instancesof DNSBL-basedre-
connaissance.

Thetemporal arrival patternof queriesat theDNSBL
by hosts performing reconnaissancemay differ from
temporalcharacteristicsof queriesperformedby legit-
imate hosts. We expect this to be the casebecause,
whereaslegitimate DNSBL lookupsare driven by the
arrival of actualemail, reconnaissancequerieswill not
re�ect any realisticarrival patternsof actualemail.

Property 2 (Temporal relationships) A legitimatemail
server's DNSBLlookupsre�ect actual arrival patterns
of real emailmessages: legitimatelookupsare typically
driven automatically when emails arrive at the mail
serverandwill thusarrive at a rate that mirrors thear-
rival ratesof emails.Reconnaissance-basedlookups,on
theotherhand,will notmirror thearrival patternsof le-
gitimateemail.

Wemaybeableto exploit thefactthatemailtraf�c tends
to bediurnal [9] to teaseapartDNSBL lookupsthatare



driven by actualmail arrival from thosethat aredriven
by reconnaissance.Discovering reconnaissanceactivity
usingthismethodis a topic for futurework.

2.2 ReconnaissanceTechniques
In thissection,wedescribethreeclassesof DNSBL re-

connaissancetechniquesthatmaybeperformedby bot-
masters:single-host,or third-party, reconnaissance; self-
reconnaissance; and reconnaissanceusing other bots.
For eachcase,we describethe basic mechanism,the
heuristicsthat we can use to detectreconnaissancein
eachof thesecases,andhow eachtechniquemay com-
plicatedetection.

2.2.1 Third­party Reconnaissance
In third-party reconnaissance, a botmasterperforms

DNSBL lookupsfrom a singlehost for a list of spam-
mingbots;thishostmaybethecommand-and-controlof
thebotnet,or it might besomeotherdedicatedmachine.
In any case,wehypothesizethatthemachineperforming
thelookupsin thesecasesis notlikely to beamail server.
Single-hostreconnaissance,if performedby a machine
otherthana mail server, is easilydetected,becausethe
nodeperformingreconnaissancewill have a high value
of � n .

Once detected,single-hostreconnaissancemay pro-
vide useful information to aid us in revealing botnet
membership.First,oncewe have identi�ed a singlehost
performingsuch lookups, the operatorof the DNSBL
can monitor the lookupsissuedby that host over time
to track the identity of hoststhat are likely bots. If the
identity of this queryinghost is relatively static (i.e., if
its IP addressdoesnot changeover time,or if it changes
slowly enoughso that its movementscanbe tracked in
real-time),theDNSBL operatorcould take active coun-
termeasures,suchasintentionallyreturningincorrectin-
formationaboutbots' statusin theblacklist,apossibility
wediscussin moredetail in Section5.

2.2.2 Self­Reconnaissance
Single-hostreconnaissanceis simple,but it is suscep-

tible to detection.To remainmorestealthy, and to dis-
tribute the workload of performingDNSBL reconnais-
sance,botmastersmaybegin to distribute theselookups
across the botnet itself. A simple (albeit sub-optimal)
waytodistributethesequeriesis tohaveabotperformre-
connaissanceon its own behalf(“self-reconnaissance”);
in other words, eachbot could issuea DNSBL query
to itself (i.e., to determinewhetherit waslisted) before
sendingspamto thevictim.

In this case, identifying a reconnaissance-based
DNSBL queryis fairly straightforward,because,except
in casesof miscon�guration,a legitimatemail server is
unlikely to issueaDNSBL lookupfor itself.Eventhough
this techniquehastheadvantageof distributing the load
of reconnaissanceacrossthebotnet,we did not observe
this techniquebeing usedin practice,likely becausea
self-queryis adeadgiveaway.

2.2.3 Distrib uted Reconnaissance
A morestealthy way to distributetheoperationacross

thebotnetis to haveeachbotperformreconnaissanceon
behalfof otherbotseitherin thesamebotnetor in other
botnets.For instance,notethatProperty1 is unlikely to
hold: in this case,the nodesperformingreconnaissance
will alsobequeriedby othermail serversto which they
sendspam.As a result,thesenodesarelikely to have a
high dn;in , unlike nodesperformingsingle-hostrecon-
naissance.Ultimately, detectingthis type of reconnais-
sanceactivity may requiremining temporalproperties
(e.g., Property2).

Althoughusingthebotnetitself for DNSBL reconnais-
sanceis more discreetthan performingthis reconnais-
sancefrom a singlehost,a network operatorwho posi-
tively identi�es asmallnumberof bots(e.g., startingwith
a smallhit-list of known bots,probablyby usinga hon-
eynet with known infectedmachines).As discussedin
Section4, if this seedlist of botsperformsqueriesfor
otherhosts,it is likely thatthesemachinesarealsobots.

We suspectedthat this modeof reconnaissancewould
be uncommon,possiblybecauseof the complexity in-
volved in implementingand operatingsuch a system
(e.g., keepingtrackof nodesin thelooked-upbotnet,dis-
seminatingthis informationto thequeryingnodesetc.).
Much to our surprise,we did witnessthis behavior; we
presenttheseresultsin Section4.

3. Data and Analysis
Thissectiondescribesourdatacollectionandanalysis.

We �rst describeour DNSBL datasetandits limitations.
Then,we describehow this datasetis usedto construct
theDNSBL querygraphdescribedin Section2.

3.1 Data Collection and Processing
Our study primarily involves two datasetscollected

from the sametime period(November17, 2005to De-
cember31,2005):(1) theDNSBL querylogsto amirror
of a large DNSBL, and(2) the logs of bot connections
to a sinkholefor a Bobaxbotnet[2]. Unlike mostbot-
nets,theBobaxbot is designedsolelyfor spamming[1],
increasingthe likelihoodthat a queryfor known Bobax
hostis theconsequenceof thequeryingmail server hav-
ing receivedspamfrom thathost.

To verify whetherthe schemewe proposeis indeed
ableto discover additionalbots,wecomparedtheIP ad-
dressesin the DNSBL query graphagainst the IP ad-
dressesof spammersin a largespamcorpuscollectedat
aspamhoneypot (thesetupof thishoneypot is described
in ourearlierwork [17]).

3.2 Analysisand Detection
In this section,we describehow the DNSBL query

graph is constructed.De�nitions for the terminology
usedin our algorithm follow: (1) B , the set of IP ad-
dressesthat attemptedto connectto the Bobax sink-
holeduringtheobservationperiod(November17,2005–



CONSTRUCTGRAPH()
createemptydirectedgraphG

/* Parsing*/
for eachDNSBL query:

Identify quer ier andquer ied

/* Pruning*/
if quer ier 2 B or quer ied 2 B then

addquer ier andquer ied to G if they
arenotalreadymembersof G

if thereexistsanedgeE (quer ier ; quer ied) 2 G then
incrementtheweightof E (quer ier ; quer ied)

else
addE (quer ier ; quer ied) to G with weight1

Figure2: Algorithm to construct a DNSBL query graph

December31, 2005);(2) querier , the IP addressof the
hostthat performsa given DNSBL query;(3) queried,
theIP addressof thehostthat is lookedup in a DNSBL
query;and(4) G, the DNSBL querygraphconstructed
asa resultof thealgorithm.

The graphconstructionalgorithmtakesasinput a set
of DNSBL querylogs(we usetcpdumpfor packet cap-
tures)andthesetB andoutputsa directedgraphG. The
algorithm,summarizedin Figure2, consistsof two main
steps:parsing andpruning. As the algorithmsuggests,
we pruneDNSBL queriesto only includeedgeswhich
haveat leastoneend(eitherquerier or queried) present
in the set B . Pruning is performedfor ef�ciency rea-
sons:thefull DNSBL querylogsmostlycontainqueries
from legitimatemail servers.UsingB to prunethecom-
pletequerygraphallowsusto concentrateonasubgraph
whichhasahigherpercentageof reconnaissancelookups
than the unprunedgraph.We recognizethat our analy-
siswill overlookreconnaissanceactivity whereboththe
querier or queried nodesarenotmembersof B . To ad-
dressthis shortcoming,we perform a query graph ex-
trapolation after the algorithm is run. In this step,we
makeasecondpassover theDNSBL querylogsandadd
edgesif at leastoneof theendpointsof theedge(i.e., ei-
therquerier or queried) is alreadypresentin thegraph.
Querygraphextrapolationis repeateduntil nonew edges
areaddedto G.

Wethencompute� n for eachnodein thegraph(Prop-
erty 1), which allows us to identify nodesinvolved in
reconnaissancetechniquesdescribedin Section2. Al-
thoughthe resultsin Section4 suggestthat somebots
have largevaluesof � n , techniquesthatusea largenum-
berbotsto look eachotherup maybeundetectablewith
thismetric.WearedevelopingtechniquesbasedonProp-
erty2 to furtherimprove ourdetection.

4. Preliminary Results
This sectionpresentspreliminary resultsusingProp-

erty 1 to identify DNSBL reconnaissanceactivity on the
observed DNSBL query graph.We emphasizethat the
reconnaissancebeingperformedby botsis distinctlyun-
der theradarasfar astotal DNSBL traf�c is concerned:

Node# ASN of Node Out-degree known
spam-
mers

1 Everyone's Internet(AS 13749) 36,875 12
2 IQuest(AS 7332) 32,159 7
3 UUNet (AS 701) 31,682 5
4 UPCBroadband(AS 6830) 26,502 8
5 E-xpedient(AS 17054) 19,530 4

Table 1: AS numbers of hostswhich have the highestout-degrees.
The last column shows the number of hostsqueried by this node
that areknown spammers(veri�ed using logsfr om our spamsink-
hole).

the prunedtraf�c amountsto lessthan 1% of the total
DNSBL traf�c. In thissection,wepresenttwo surprising
results:First, botnetsarebeingusedto performDNSBL
reconnaissanceon behalfof botsin otherbotnets,which
hasimplicationsfor botnetdetection.Second,thedistri-
bution of thesequeriesacrossbots suggeststhat some
DNSBL reconnaissanceactivities may be detectablein
real-time,whichhasimplicationsfor earlydetectionand
mitigation.

Attempts to validateour hypothesesfrom Section2
resultedin someinterestingdiscoveries, including the
discovery of new bots.We initially expectedthat most
DNSBL lookupswould be third-party lookups,as de-
scribedin Section2.2.1, and that we would be able to
validatethequeriednodesasbeingknown bots.Instead,
we discoveredthe opposite:the nodeswith the highest
valuesof � n in theprunedgraphwereknownbots,while
thequeriednodesin thegraphwere new, previouslyun-
known bots. Further, using data from our spamsink-
hole[17], we foundthatsomeof thesenodeswereWin-
dows machinesand con�rmed spamoriginators.This
�nding suggeststhat, in general,it may be possibleto
startwith a setof known botsandusetheDNSBL graph
to “bootstrap”thediscoveryof new bots.

Table1 shows � ve of the top queriers(i.e., high out-
degree nodes),all of which are known bots from our
Bobaxtrace.Evenmoreinterestingis thefactthata few
IP addressesqueriedby thesenodesactuallysentspamto
ourspamhoneypot.Moreover, nearlyall of IP addresses
that sentspamto our honeypot werenot presentin our
list of known bots.Dueto thefactthatourhoneypotonly
capturesa smallportionof theInternet's spam,thefrac-
tion of total reconnaissancequeriesthatwe cancon�rm
asspammingbots is small. Still, we believe it strongly
suggestsevidenceof a known bot performingDNSBL
reconnaissanceon a distinct (andpossiblynewly com-
promised)botnet.

Figure3 shows the distribution of out-degreesfor all
querying nodespresentin the pruned DNSBL query
graph.Thelong tail alsocon�rms thatbotsalreadyhave
thecapabilityto distribute thesequeries,which is cause
for concern.Our view of DNSBL queries is narrow
(most querying nodesare geographicallyclose to the
DNSBL mirror), sowe expectthatmorevantagepoints
of DNSBL lookupswould revealotherprominent“play-
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Figure 3: CDF of the distrib ution of out-degreesfor querying IP
addresses.

ers”. The fact that theprominentplayersin our analysis
werealsobotssuggeststhatthesenodesmayalsobeob-
viouscandidatesfor themitigationtechniquesdescribed
in Section5.

5. Countermeasures
In Section4, we found that the known bots in our

Bobaxtracewerenot the targetsof lookups,but instead
wereissuinglookupsfor other, possiblynewly compro-
misedbots.This �nding suggestsa possibletechnique
that could be usedfor the discovery of new bots,even
withoutaninitial list of suspects:aninitial setof suspect
IP addressescouldbeconstructedby establishingaspam
trap,whichaccordingto bothpreviouswork [17] andthe
observationsin this paper, appearto belargely bots.Al-
ternatively, a suspectnodecould be detectedsimply by
identifyingnodesin theDNSBL querygraphwith ahigh
valueof � n . Beginning with this initial suspectlist, an
operatormay be ableto concludethat,not only arethe
nodesthat this nodeis queryinglikely bots,but alsothe
nodeitself is likely a bot. If thereareotherhigh-degree
nodesalsoqueryingthesamebots,adetectionalgorithm
might be able to “walk” the DNSBL graph(e.g., from
parentto parent)to discovermultipledistinctbotnets.

We believe thatusingsuchtechniquesto aggressively
monitorbotnet-basedDNSBL reconnaissancemayprove
to beusefulfor mitigatingspam:asnotedin ourprevious
work [17], mostbotssenda very low volumeof spamto
any singledomain;thus,reportingabottoblacklistsafter
thespamis receivedmaynotbeeffective.

With theability to distinguishreconnaissancequeries
from legitimate queries,a DNSBL operatormight be
ableto mitigatespammoreeffectively. Wespeculateone
possibilityasfollows: anoperatorcouldtunethebehav-
ior of theblackholelist server to misleadabotmaster, us-
ing a classof techniqueswecall reconnaissancepoison-
ing. On onehand,theDNSBL couldtrick thebotmaster
into thinking that a particularbot was“clean” (i.e., un-
listed)whenin factit waslisted,whichwould inducethe
botmasterto unwittingly sendspamfrom blacklistedma-

chines.On theotherhand,theDNSBL couldalsoreply
to a reconnaissancequerywith an indicationthata host
waslisted,eventhoughit wasnot listed,therebydiscour-
agingabotmasterfromusingamachinethatwouldlikely
becapableof successfullysendingspam.

Of course,active countermeasuressuchasreconnais-
sancepoisoningdo run the risk of false positives: if
we mistakenly attribute a legitimateDNSBL queryto a
reconnaissance-basedquery, we could misleada legiti-
matemail server into eithermistakenly acceptingspam
thatwould have otherwisebeenrejectedor, moreregret-
tably, rejectinglegitimateemail.Suchtechniquescould
alsobedefeatedif thebotmasterqueriesmultiple black-
list providersthatmaintainindependentlists. Investigat-
ing theextentto which our detectionmetricsaresubject
to falsepositives,as well as the extent to which these
falsepositives interferewith a legitimate mail server's
�ltering techniques,is partof ourongoingwork.

6. RelatedWork
Botnetshavebeenin useasvehiclesof cybercrimefor

quite sometime, but studieson how they spread,and
techniquesto counterthem,arerelatively scarce.Previ-
ous researchhastracedthe history of botnets[18, 21,
22] and commonmodesof botnet operation[5]. This
sectionbrie�y discussespreviousbotnetdetectiontech-
niquesandpreviousresearchonDNSBL traf�c analysis.

Previous work has identi�ed bots by examining the
communicationprotocolsusedby botnets(e.g., for “ral-
lying”), mostnotablyInternetRelayChat(IRC) [7, 23].
Somehave suggestedtheuseof suchprotocolsto iden-
tify and remediatebotnets.For example, researchers
have joined IRC-basedbotnetsandenumeratedvictims
usingIRC commands[8]; othershaveusednetwork traf-
�c to identify IRC zombies[16]. Someresearchershave
identi�ed bot victims by observingthe unwantedtraf�c
they generate,e.g., theRSTstormsor backscattergener-
atedbyDDoSattacksusingforgedsourceaddresses[15].

Studiesshow thatmany botnetsareIRC-based[5, 22],
though other protocolsare being used[14]. Attempts
have beenmadeto detectsuch botnetsusing misuse-
detectionor basic intrusion detectionanalysis[3, 10].
Dagonetal. usedDNSredirectiontomonitorbotnets[6].
In contrast,thedetectiontechniquesdescribedin thispa-
peraremorediscreetbecausethey do not requiredirect
communicationwith any componentof thebotnet.

Junget al. found that 80% of spamsourcesin their
analysiswere listed in at least one of seven popular
blacklists[11], which correlateswell with our indepen-
dentpreviousstudy[17]. To thebestof our knowledge,
thispaperpresentsthe�rst studythatusesdirectanalysis
of DNSBL logsto infer othertypesof network behavior.

7. Conclusion
Thispaperhasdevelopedtechniquesandheuristicsfor

detectingDNSBL reconnaissanceactivity, wherebybot-
mastersperform lookupsagainst the DNSBL to deter-



minewhethertheirspammingbotshavebeenblacklisted.
We �rst developed heuristics for counter-intelligence
basedon several possibleways we �gured reconnais-
sancewasbeingperformed.We thenstudiedthe preva-
lenceof eachof thesereconnaissancetechniques.Much
to our surprise,we foundthatbotswerein factperform-
ing reconnaissanceon IP addressesfor botsin otherbot-
nets.Basedon this �nding, we have outlinedpossibili-
ties for new botnetdetectiontechniquesusinga traver-
sal of the DNSBL querygraph,andwe have suggested
techniquesthatDNSBL operatorsmight useto moreef-
fectively stemthespamoriginatingfrom botnets.Weare
investigatingtheeffectivenessof thesedetectionandmit-
igationtechniquesaspartof ourongoingwork.

Acknowledgments
WethankRandyBush,WenkeLee,andMerrickFurstfor
feedbackonsomeof theideasin thispaper. Thiswork is
supportedin partby NSFgrantCCR-0133629andOf�ce
of Naval ResearchgrantN000140410735.Thecontents
of this work aresolely the responsibilityof the authors
anddonotnecessarilyrepresenttheof�cial viewsof NSF
or theU.S.Navy. Datausedin thispaperwasobtainedas
part of an informationdisclosuregrantedby the Geor-
gia TechResearchCorporation,ref. Recordof Invention
GTRCID 3828.Pleaseconsulttheauthorsregardingits
citationor use.

Notes
1DNSBL queriesissuedby mail serversareoftenperformedby di-

rectly queryingthe DNSBL, rather than relying on a local resolver.
For example,SpamAssassin[20] implementsits own recursive DNS
resolver. Hostsperformingreconnaissancearealsounlikely to query
DNSBLsusinglocal resolvers.Thus,in bothcases,thequeryingIP ad-
dressobservedattheDNSBLcorrectlyre�ectstheend-hostperforming
thequery.

2 This heuristicassumesthatnetworksgenerallyusethesamehost
for both inboundandoutboundmail servers.Althoughthis con�gura-
tion is common,somelargenetworksseparatethehostsresponsiblefor
inboundandoutboundmail servers.In this case,queriesfrom the in-
boundmail servermightbemisinterpretedasareconnaissanceattempt.

3Whendn;in is zero(which is commonlythecase),wecansimply
consider� n to beavery largenumber.
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