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ABSTRACT

Botnets—netwrks of (typically compromised)
machines—areoften used for nefarious actvities
(e.g., spam,click fraud, denial-of-serviceattacks,etc.).
Identifying membersof botnetscould help stemthese
attacksbut passivelydetectingbotnetmembershigi.e.,
without disrupting the operationof the botnet) proves
to be dif cult. This paper studies the effectiveness
of monitoring lookupsto a DNS-basedblackhole list
(DNSBL) to exposebotnetmembership.

We perform counterintelligencebasedon the insight
thatbotmastershemselesperform DNSBL lookupsto
determinewhethertheir spammingbotsare blacklisted.
Using heuristicsto identify which DNSBL lookupsare
perpetratedby a botmasterperformingsuchreconnais-
sancewe areableto compilea list of likely bots. This
paperstudiesthe prevalenceof DNSBL reconnaissance
obseredat a mirror of a well-known blacklistfor a 45-
dayperiod,identi es themeangiy whichbotmasterare
performingreconnaissanc@nd suggestshe possibility
of usingcounterintelligenceto discover likely bots.We

nd that bots are performingreconnaissancen behalf

of otherbots.Basedon this nding, we suggestounter
intelligencetechniqueghat may be usefulfor early bot
detection.

1. Intr oduction

Internet malice has evolved from pranks conceved
and executedby amateurhaclersto a global business
involving signi cant monetarygains for the perpetra-
tors[19]. Examplesnclude:(1) unsolicitedcommercial
email (“spam”), which threatengo renderemail useless
byimmenselydecreasinghesignal-to-noiseatio of traf-

¢ [17]; (2) denialof serviceattackswhich have become
common([12], and (3) click fraud, wherebya group of
attaclerssendbogus“clicks” for online adwertisements
that mimic legitimaterequesipatterns swindling adwer-
tisersout of large sumsof money [4].

Botnetsare a root causeof theseproblems[8], since
they allow attaclersto distribute tasksover thousand®f
hostsdistributedacrosghe Internet.A botnetis network
of compromisedhosts(“bots”) connectedo the Internet
underthe control of a single entity (“botmaster”,“con-
troller”, or commandandcontmol) [5]. Thelargecumula-
tive bandwidthandrelatively untraceabl@atureof spam
from bots makes botnetsan attractve choicefor large-

scalespamming.Previous work provides further back-
groundon botnetg5, 6].

If network operatorsand systemadministratorscould
reliably determinewhethera hostis a memberof a bot-
net,they couldtake appropriatestepstowardsmitigating
the attacksthey perpetrateAlthough previous work has
describedan active detectiontechniqueusing DNS hi-
jacking technigueand social engineering 6], thereare
few efcient methodsto passivelydetectand identify
bots(i.e., withoutdisruptingthe operatiorof the botnet).
Indeed,detectingbotnetsprovesto be very challenging:
avictim of abotnetattackcantypically only obserethe
attackfrom a single network, from which point the at-
tacktrafc maycloselyresembldahetrafc of legitimate
users.Rayrettably the state-of-the-arin botnetidenti -
cationis basedon usercomplaints localizedhoneg/pots
andintrusiondetectionsystemspr throughthe comple
correlationof datacollectedthroughdarknetq13].

We proposea set of techniquesto identify bot-
nets using passive analysis of DNS-basedblackhole
list (DNSBL) lookup trafc. Marny Internet Service
Providers (ISPs)and enterprisenetworks use DNSBLs
to track IP addresseshat originate spam, so that fu-
ture emails sent from theselP addressesan be re-
jected. For the samereason,botmastersare known to
sell“clean” bots(i.e., notlistedin any DNSBL) ata pre-
mium. This paperaddressethe possibilityof performing
counterintelligenceto helpusdiscoveridentitiesof bots,
basedntheinsightthatbotmastesthemselvemustper
form “r econnaissancelookupsto determinetheir bots'
bladlist status
Thecontritutionsof this paperinclude:

1. Passve heuristicsfor counter-intelligence.We de-
velop heuristicsto distinguishDNSBL reconnaissance
queriesfor a botnetfrom legitimate DNSBL trafc (ei-
ther ofine or in real-time), to identify likely bots.
Theseheuristicsare basedon an enumeratiorof possi-
ble lookup techniqueghat botmastersare likely to use
to performreconnaissanc&hich we detailin Section2.
Unlike previous detectionschemespur techniquesare
covertanddo notdisruptthe botnets actiity.

2. Study of DNSBL reconnaissancéechniques.We
study the prevalenceof DNSBL reconnaissancby an-
alyzing logs from a mirror of a well-known blackhole
list for a 45-day period from November17, 2005 to
Decembei3l, 2005. Section4 discusseshe prevalence
of the differenttypesof reconnaissanceechniqueghat
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we obsened. Much to our surprise,we nd that bots

are performingreconnaissancen behalf of other (pos-

sibly newly infected)bots. Although somebotsperform

a large number of reconnaissancegueries,it appears
thatmuchof thereconnaissancactiity is spreacacross
mary botseachof whichissuefew queriesthusmaking

detectionrmoredif cult.

3. Identi cation of new bots. We analyzeDNSBL
gueriesthatarelik ely beingperformedby botmasterso
identify “clean” bots. Suchreconnaissancesually pre-
cedeshe useof botsin an attack,suggestinghe possi-
bility thatthis DNSBL counterintelligencecanbe used
to bolsterresponsesSection3 demonstrateshe possi-
bility of suchearly warning. To validate our detection
schemewe correlatethelP addressesf thesdik ely bots
with datacollectedat a botnetsinkhole(sinkholingtech-
niqueexplainedin previouswork [6]) overthesametime
period (this datasehasbeenusedas“ground truth” for
botnetmembershipn previousstudieq 6, 17]).

4. DNSBL-based countermeasues. Our heuristics
couldbeusedto detectreconnaissandae real-time.This
ability potentially allows for actve countermeasures,
suchasreturningmisleadingesponset reconnaissance
lookups,as shawvn in Figure 1. We revisit this topic in
Sectionb.

2. Model of Reconnaissancdechniques

This sectiondescribesour modelfor DNSBL recon-
naissanceéechniquegi.e., thetechniqueshatbotmasters
maybeusingto determinevhetherbotshave beerblack-
listed). Our goalin developingthesemodelsandheuris-
tics is to distinguishDNSBL queriesissuedby botmas-
tersfrom thoseperformedby legitimatemail seners?

2.1 Propertiesof Reconnaissanc&ueries

Our detectionheuristicsare basedon the construc-
tion of a DNSBL query graph, where an edgein the
graphfrom node A to node B indicatesthat node A
hasissueda queryto a DNSBL to determinewhether
nodeB is listed. After constructingthis graph,we de-
velop detectionheuristicsbasedon the expectedspatial
and tempoal characteristicof legitimate lookupsver-
susreconnaissance-baskxbkups.Thesecharacteristics

hold primarily in casesvhenmemberf the botnetare
not performingquerieson behalf of eachother a case
thatmakesdetectingeconnaissanaaoredif cult, aswe
explainin Section2.2.3 As we describebelow, our de-
tectionheuristicsexploit both spatialandtemporalprop-
ertiesof the DNSBL querygraph.

Property 1 (Spatial relationships) A legitimate mail
server will perform queries and be the object of
queries.In contrast, hostsperformingreconnaissance-
basedookupswill only performqueries;they will notbe
queriedby otherhosts?

In otherwords, legitimate mail senersarelikely to be

queriedby othermail senersthatarereceving mail from

thatsener. Ontheotherhand,ahostthatis notitself be-

ing looked up by ary othermail senersis, in all like-

lihood, not a mail sener. We can usethis obsenration

to identify hoststhat are likely performingreconnais-
sancelookupsfrom hoststhathave a high out-degreein

the DNSBL querygraph(i.e., hoststhat are performing
mary lookups)but have a low in-degreearelikely unre-
latedto the delivery of legitimate mail. To quantify this

effect, we de ne thelookupratio, , of somenoden as
follows:

_ dn;out

n= ——
dn;in

whered,,: is the numberof distinct IP addresseshat
noden queriesandd;, is the numberof distinctIP ad-
dresseshatissueaqueryfor noden.® This metricis most
effective whenhostsperformingreconnaissancaredis-
joint from hoststhatareactuallyusedto spamwhich ap-
peargto thecasetodayHowever, asreconnaissandech-
niguesbecomeincreasinglymore sophisticatedas we
describein Section2.2.3, this metric may becomeless
useful. Still, we nd thatthis metric provesto be quite
usefulin detectingmary instanceof DNSBL-basede-
connaissance.

Thetempoal arrival patternof queriesatthe DNSBL
by hosts performing reconnaissancenay differ from
temporalcharacteristicof queriesperformedby legit-
imate hosts. We expect this to be the casebecause,
whereaslegitimate DNSBL lookups are driven by the
arrival of actualemail, reconnaissancguerieswill not
re ect ary realisticarrival patternsof actualemail.

Property 2 (Temporal relationships) A legitimatemail

servers DNSBLIookupsre ect actual arrival patterns
of real email messges: legitimate lookupsare typically
driven automatically when emails arrive at the mail

serverandwill thusarrive at a rate that mirrors the ar-

rival ratesof emails.Reconnaissance-bas&xbkups,on

theotherhand,will not mirror thearrival patternsof le-

gitimateemail.

We maybeableto exploit thefactthatemailtrafc tends
to bediurnal[9] to teaseapartDNSBL lookupsthatare



driven by actualmail arrival from thosethat are driven
by reconnaissanc®iscovering reconnaissancactivity
usingthis methodis atopic for futurework.

2.2 Reconnaissanc@echniques

In thissectionwe describehreeclasse®f DNSBL re-
connaissanctechniqueghat may be performedby bot-
masterssingle-hostor third-party, reconnaissanceself-
reconnaissangeand reconnaissanceising other bots
For eachcase,we describethe basic mechanismthe
heuristicsthat we can useto detectreconnaissance
eachof thesecasesandhow eachtechniqguemay com-
plicatedetection.

2.2.1 Third-party Reconnaissance

In third-party reconnaissangea botmastemperforms
DNSBL lookupsfrom a single hostfor a list of spam-
ming bots;this hostmaybethe command-and-contraif
thebotnet,or it might be someotherdedicatednachine.
In ary casewe hypothesizehatthemachineperforming
thelookupsin thesecasess notlikely to beamail sener.
Single-hostreconnaissancdf, performedby a machine
otherthana mail sener, is easily detectedbecauseghe
nodeperformingreconnaissanceill have a high value
of .

Once detected single-hostreconnaissancenay pro-
vide useful information to aid us in revealing botnet
membershipFirst, oncewe have identi ed a singlehost
performing such lookups, the operatorof the DNSBL
can monitor the lookupsissuedby that host over time
to track the identity of hoststhat are likely bots. If the
identity of this queryinghostis relatively static (i.e., if
its IP addresgloesnot changeovertime, or if it changes
slowly enoughso thatits movementscanbe tracked in
real-time),the DNSBL operatorcould take active coun-
termeasuresuchasintentionallyreturningincorrectin-
formationaboutbots' statusn the blacklist,a possibility
we discussn moredetailin Section5.

2.2.2 Self-Reconnaissance

Single-hostreconnaissancis simple,but it is suscep-
tible to detection.To remainmore stealtly, andto dis-
tribute the workload of performingDNSBL reconnais-
sance potmastersnay begin to distribute theselookups
acrossthe botnetitself. A simple (albeit sub-optimal)
wayto distributethesequeriedsto have abotperformre-
connaissancen its own behalf(“self-reconnaissance”);
in otherwords, eachbot could issuea DNSBL query
to itself (i.e., to determinewhetherit waslisted) before
sendingspamto thevictim.

In this case, identifying a reconnaissance-based

DNSBL queryis fairly straightforvard, becauseexcept
in casesf miscon guration,a legitimate mail sener is
unlikely toissuea DNSBL lookupfor itself. Eventhough
this techniquehasthe advantageof distributing the load
of reconnaissancacrosshe botnet,we did not obsere
this techniquebeing usedin practice,likely becausea
self-queryis adeadgiveavay.

2.2.3 Distrib uted Reconnaissance

A morestealtly way to distribute the operationacross
thebotnetis to have eachbot performreconnaissanaen
behalfof otherbotseitherin the samebotnetor in other
botnetsFor instancenotethat Propertyl is unlikely to
hold: in this case the nodesperformingreconnaissance
will alsobe queriedby othermail senersto which they
sendspam.As a result,thesenodesarelikely to have a
high dp.in , unlike nodesperformingsingle-hostrecon-
naissanceUltimately, detectingthis type of reconnais-
sanceactivity may require mining temporalproperties
(e.g., Property2).

Althoughusingthebotnetitself for DNSBL reconnais-
sanceis more discreetthan performingthis reconnais-
sancefrom a single host,a network operatorwho posi-
tively identi es asmallnumberof bots(e.g., startingwith
a small hit-list of known bots,probablyby usinga hon-
eynet with known infectedmachines) As discussedn
Section4, if this seedlist of bots performsqueriesfor
otherhostsiit is likely thatthesemachinesarealsobots.

We suspectedhatthis modeof reconnaissanceould
be uncommon,possibly becauseof the compleity in-
volved in implementingand operatingsuch a system
(e.g., keepingtrackof nodesn thelooked-upbotnetdis-
seminatinghis informationto the queryingnodesetc.).
Much to our surprise we did witnessthis behaior; we
presentheseresultsin Section4.

3. Dataand Analysis

Thissectiondescribe®urdatacollectionandanalysis.
We rst describeour DNSBL datasefndits limitations.
Then,we describehow this dataseis usedto construct
the DNSBL querygraphdescribedn Section2.

3.1 Data Collection and Processing

Our study primarily involves two datasetscollected
from the sametime period (Novemberl7, 2005to De-
cember31,2005):(1) the DNSBL querylogsto amirror
of alarge DNSBL, and(2) the logs of bot connections
to a sinkholefor a Bobaxbotnet[2]. Unlike mostbot-
nets,the Bobaxbotis designedsolelyfor spammind 1],
increasingthe likelihoodthata queryfor known Bobax
hostis the consequencef the queryingmail sener hav-
ing receved spamfrom thathost.

To verify whetherthe schemewe proposeis indeed
ableto discover additional bots,we comparedhe IP ad-
dressedn the DNSBL query graphagainstthe IP ad-
dresse®f spammersn alarge spamcorpuscollectedat
aspamhonegy/pot (the setupof this hongypotis described
in our earlierwork [17]).

3.2 Analysisand Detection

In this section,we describehow the DNSBL query
graph is constructed.De nitions for the terminology
usedin our algorithmfollow: (1) B, the setof IP ad-
dresseghat attemptedto connectto the Bobax sink-
holeduringtheobsenrationperiod(Novemberl7,2005—



CONSTRUCTGRAPH()
createemptydirectedgraphG

[* Parsing*/
for eachDNSBL query:
Identify querier andqueried

/* Pruning*/
if querier 2 B orqueried 2 B then
addquerier andqueried to G if they
arenotalreadymemberof G
if thereexistsanedgeE (querier ; queried) 2 G then
incrementheweightof E (quer ier ; queried)
else
addE (querier; queried) to G with weight1

Figure 2: Algorithm to constructa DNSBL query graph

Decembeil1, 2005);(2) querier, the IP addresf the
hostthat performsa given DNSBL query;(3) queried,
theIP addres®of the hostthatis lookedupin a DNSBL
query;and(4) G, the DNSBL querygraphconstructed
asaresultof thealgorithm.

The graphconstructionalgorithmtakesasinput a set
of DNSBL querylogs (we usetcpdumpfor paclket cap-
tures)andthe setB andoutputsadirectedgraphG. The
algorithm,summarizedn Figure2, consistf two main
steps:parsing and pruning As the algorithm suggests,
we prune DNSBL queriesto only include edgeswhich
have atleastoneend(eitherquerier or queried) present
in the setB. Pruningis performedfor ef ciency rea-
sons:thefull DNSBL querylogs mostly containqueries
from legitimatemail seners.UsingB to prunethecom-
pletequerygraphallows usto concentrat®nasubgraph
whichhasahigherpercentagef reconnaissandeokups
thanthe unprunedgraph.We recognizethat our analy-
siswill overlookreconnaissancactivity whereboththe
querier or queried nodesarenotmemberf B. To ad-
dressthis shortcoming,we perform a query graph ex-
trapolation after the algorithm s run. In this step,we
male a secondpassoverthe DNSBL querylogsandadd
edgedf atleastoneof theendpointof theedge(i.e., ei-
therquerier or queried) is alreadypresenin thegraph.
Querygraphextrapolationis repeatedintil nonew edges
areaddedo G.

Wethencompute |, for eachnodein thegraph(Prop-
erty 1), which allows us to identify nodesinvolved in
reconnaissanctechniquesdescribedin Section2. Al-
thoughthe resultsin Section4 suggesthat somebots
havelargevaluesof |, techniqueshatusealargenum-
berbotsto look eachotherup may be undetectablevith
thismetric.We aredevelopingtechniquedasedn Prop-
erty 2 to furtherimprove our detection.

4. Preliminary Results

This sectionpresentsreliminary resultsusing Prop-
erty 1 to identify DNSBL reconnaissancactiity onthe
obsened DNSBL query graph.We emphasizethat the
reconnaissandeeingperformedby botsis distinctly un-
dertheradarasfar astotal DNSBL traf ¢ is concerned:

Node# ASN of Node Out-degree | known
spam-
mers

1 Everyones Internet(AS 13749) 36,875 12
2 IQuest(AS 7332) 32,159 7
3 UUNet(AS 701) 31,682 5
4 UPCBroadbandAS 6830) 26,502 8
5 E-xpedienfAS 17054) 19,530 4

Table 1: AS numbers of hostswhich have the highestout-degrees.
The last column shows the number of hostsqueried by this node
that are known spammers(veri ed usinglogsfrom our spamsink-
hole).

the prunedtrafc amountsto lessthan 1% of the total
DNSBL trafc. In thissectionwe presentwo surprising
results:First, botnetsarebeingusedto performDNSBL

reconnaissanocen behalfof botsin otherbotnetswhich
hasimplicationsfor botnetdetection. Secondthe distri-

bution of thesequeriesacrosshots suggestghat some
DNSBL reconnaissancactiities may be detectablan

real-time,which hasimplicationsfor earlydetectionand
mitigation.

Attemptsto validate our hypothesedrom Section?2
resultedin someinterestingdiscoveries, including the
discovery of new bots. We initially expectedthat most
DNSBL lookupswould be third-party lookups, as de-
scribedin Section2.2.1, andthat we would be able to
validatethe queriednodesasbeingknown bots.Instead,
we discoveredthe opposite:the nodeswith the highest
valuesof , in theprunedgraphwereknownbots,while
the queriednodesin the graphwere new, previouslyun-
known bots Further using data from our spam sink-
hole[17], we foundthatsomeof thesenodeswereWin-
dows machinesand con rmed spam originators. This
nding suggestghat, in general,it may be possibleto
startwith a setof known botsandusethe DNSBL graph
to “bootstrap”the discovery of new bots.

Table 1 shawvs ve of thetop queriers(i.e., high out-
degree nodes),all of which are known bots from our
Bobaxtrace.Evenmoreinterestings thefactthata few
IP addressegueriedby thesenodesactuallysentspamto
our spamhoneypot. Moreover, nearlyall of IP addresses
that sentspamto our hong/pot were not presentin our
list of known bots.Dueto thefactthatourhoneg/potonly
capturesa smallportion of the Internets spam thefrac-
tion of total reconnaissancgueriesthatwe cancon rm
as spammingbotsis small. Still, we believe it strongly
suggestevidenceof a known bot performing DNSBL
reconnaissancen a distinct (and possibly nenvly com-
promised)otnet.

Figure 3 shaws the distribution of out-degreesfor all
guerying nodespresentin the pruned DNSBL query
graph.Thelongtail alsocon rms thatbotsalreadyhave
the capabilityto distribute thesequerieswhich is cause
for concern.Our view of DNSBL queriesis narrov
(most querying nodesare geographicallyclose to the
DNSBL mirror), sowe expectthat morevantagepoints
of DNSBL lookupswould reveal otherprominent‘play-
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Figure 3: CDF of the distrib ution of out-degreesfor querying IP
addresses.

ers”. Thefactthatthe prominentplayersin our analysis
werealsobotssuggestshatthesenodesmayalsobe ob-
vious candidategor the mitigationtechniqueslescribed
in Sectionb.

5. Countermeasures

In Section4, we found that the known bots in our
Bobaxtracewerenot the targetsof lookups,but instead
wereissuinglookupsfor other possiblynewly compro-
misedbots. This nding suggestsa possibletechnique
that could be usedfor the discovery of new bots, even
withoutaninitial list of suspectsaninitial setof suspect
IP addressesouldbe constructedby establishinga spam
trap,which accordingo bothpreviouswork [17] andthe
obsenationsin this paper appearo belargely bots. Al-
ternatively, a suspechodecould be detectedsimply by
identifyingnodesin the DNSBL querygraphwith ahigh
valueof . Beginning with this initial suspectist, an
operatormay be ableto concludethat, not only arethe
nodesthatthis nodeis queryinglikely bots,but alsothe
nodeitself is likely a bot. If thereare otherhigh-degree
nodesalsoqueryingthe samebots,a detectiomalgorithm
might be ableto “walk” the DNSBL graph(e.g., from
parentto parent)to discover multiple distinctbotnets.

We believe thatusingsuchtechniquego aggressiely
monitorbotnet-base®NSBL reconnaissanamayprove
to beusefulfor mitigatingspam:asnotedin our previous
work [17], mostbotssenda very low volumeof spamto
ary singledomain;thus,reportingabotto blacklistsafter
the spamis receved maynot be effective.

With the ability to distinguishreconnaissancgueries
from legitimate queries,a DNSBL operatormight be
ableto mitigatespammoreeffectively. We speculatene
possibility asfollows: anoperatorcouldtunethe beha-
ior of theblackholelist senerto misleadabotmasterus-
ing a classof techniquesve call reconnaissancpoison-
ing. Ononehand,the DNSBL couldtrick the botmaster
into thinking that a particularbot was*“clean” (i.e., un-
listed)whenin factit waslisted,whichwouldinducethe
botmasteto unwittingly sendspamfrom blacklistedma-

chines.On the otherhand,the DNSBL could alsoreply
to areconnaissancguerywith anindicationthata host
waslisted,eventhoughit wasnotlisted,therebydiscour
agingabotmastefrom usingamachinehatwouldlik ely
be capableof successfullysendingspam.

Of course active countermeasuresichasreconnais-
sancepoisoningdo run the risk of false positives: if
we mistalenly attribute a legitimate DNSBL queryto a
reconnaissance-basgdery we could misleada legiti-
matemail sener into eithermistalenly acceptingspam
thatwould have otherwisebeenrejectedor, moreregret-
tably, rejectinglegitimate email. Suchtechniquescould
alsobedefeatedf the botmastequeriesmultiple black-
list providersthatmaintainindependenlists. Investigat-
ing the extentto which our detectionmetricsaresubject
to falsepositives, as well asthe extent to which these
false positives interferewith a legitimate mail sener's

Itering techniquesis partof our ongoingwork.

6. RelatedWork

Botnetshave beenin useasvehiclesof cybercrimefor
quite sometime, but studieson how they spread,and
techniquego counterthem,arerelatively scarce Previ-
ous researchhastracedthe history of botnets[18, 21,
22] and commonmodesof botnetoperation[5]. This
sectionbrie y discusseprevious botnetdetectiontech-
niquesandpreviousresearclon DNSBL trafc analysis.

Previous work hasidenti ed bots by examining the
communicatiorprotocolsusedby botnets(e.g., for “ral-
lying”), mostnotablyInternetRelayChat(IRC) [7, 23].
Somehave suggestedhe useof suchprotocolsto iden-
tify and remediatebotnets. For example, researchers
have joined IRC-basedotnetsand enumeratedictims
usingIRC command$8]; othershave usednetwork traf-
¢ toidentify IRC zombieq 16]. Someresearcherbave
identi ed bot victims by observingthe unwantedtraf c
they generatee.g., the RSTstormsor backscattegener
atedby DDoSattackausingforgedsourceaddressefl5|.

Studiesshawv thatmary botnetsarelRC-based5, 22],
though other protocolsare being used[14]. Attempts
have beenmadeto detectsuch botnetsusing misuse-
detectionor basicintrusion detectionanalysis[3, 10].
Dagonetal. usedDNSredirectiornto monitorbotnetd 6].
In contrastthedetectiontechniqueslescribedn this pa-
peraremorediscreetbecausehey do notrequiredirect
communicatiorwith ary componenbf the botnet.

Junget al. found that 80% of spamsourcesin their
analysiswere listed in at least one of sesen popular
blacklists[11], which correlatesvell with our indepen-
dentprevious study[17]. To the bestof our knowledge,
thispapemresentshe rst studythatusesdirectanalysis
of DNSBL logsto infer othertypesof network behaior.

7. Conclusion

This paperhasdevelopedtechniquesindheuristicsfor
detectingDNSBL reconnaissancactiity, wherebybot-
mastersperform lookups againstthe DNSBL to deter



minewhethertheirspammindotshave beerblacklisted.
We rst developed heuristicsfor counterintelligence
basedon several possibleways we gured reconnais-
sancewas being performed.We then studiedthe preva-
lenceof eachof thesereconnaissancechniquesMuch
to our surprise we foundthatbotswerein factperform-
ing reconnaissancen IP addressefor botsin otherbot-
nets.Basedon this nding, we have outlined possibili-
ties for new botnetdetectiontechniqueausing a traver-
sal of the DNSBL querygraph,andwe have suggested
techniqueshatDNSBL operatorsnight useto moreef-
fectively stemthe spamoriginatingfrom botnetsWe are
investicatingthe effectivenes®f thesedetectiorandmit-
igationtechniquesspartof our ongoingwork.
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Notes

1DNSBL queriesissuedby mail senersareoften performedby di-
rectly queryingthe DNSBL, ratherthan relying on a local resoher.
For example, SpamAssassif20] implementsits own recursve DNS
resoher. Hostsperformingreconnaissancare also unlikely to query
DNSBLsusinglocalresohers.Thus,in bothcasesthequeryinglP ad-
dressobsenedattheDNSBL correctlyre ectstheend-hosperforming
thequery

2 This heuristicassumeshat networks generallyusethe samehost
for bothinboundandoutboundmail seners.Although this con gura-
tion is common somelarge networksseparat¢he hostsresponsibldor
inboundand outboundmail seners.In this case queriesfrom the in-
boundmail sener mightbemisinterpretedsareconnaissancatempt.

SWhendp:in  is zero(which is commonlythe case)we cansimply
consider n to beaverylargenumber
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