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Abstract

In a distributedwebserviceintegration environmentthe se-
lection of web servicesshould be basedon their reputation
and quality-of-servicgQoS).Varioustrust modelsfor webser
vices have beenproposedto evaluate the reputationof web
services/servicgroviders. Current medanismsare basedon
tracing the feedba&s to the past behavios of web services.
However, very few of themconsiderthe robustnessand attack-
resiliencyof thetrustmodels.In this paper wepresentainattadk
resilientdistributedtrust manayementsystemin a webservice
mangementervironment. The proposedattad resilienttrust
modelusestwo vectoss to captuie the behaviorand the trust-
worthinesof a webservice/servicgrovider basedonour anal-
ysison the possibleattadks againstthe trust models. We also
presenta setof experimentghat showthe effectivenes®f our
trustmodelin detectingmaliciousbehaviorof serviceproviders.

1 Intr oduction

Webserviceenablecross-platformandlanguage-neutralc-
cesseso dataandapplicationsover the Internet. By following
standardsuchasSQAP [4], UDDI [19], andWSDL [20], web
servicexandynamicallyinteractwith oneanothermndthuscan
executecomplicatedobusinesgrocessesSuchinteroperability
drivesanincreasingrendto composeomplex andvalue-added
webservicedhy integratingexisting ones.

Two issueshave to be addressedo enableweb servicein-
tegrationamongsseveralautonomousvebserviceapplications
andserviceproviders. First, a scalableweb servicediscovery
medanismis essentiafor customerso selectthewebservices
that cansatisfytheir functionality and quality-of-serviceg(QoS)
requirements.Secondly a reputationmanaementmedanism
is necessaro differentiateserviceprovidersbasedntheirrep-
utationin providing dependablevebservices.

To answerthe rst challenge,a numberof researchworks
[7, 18, 15, 14] usepeerto-peertechniquegasopposedo cen-
tralizedtechniquesjor webservicediscoveryandprocessnan-
agement. The servicede nition of a web serviceusually in-
cludestwo parts. The syntacticpropertiesof the web services
arede nedusinganinterfacede nition languaggWSDL). Ser
vice level agreemen{SLA) speci es the QoS attributeslike
service availability, maximum responsetime and minimum
throughput. The searchmechanism®f peerto-peernetworks
areemployed for searchingwveb servicesthat matchthe func-
tionality and QoS requiremenbf customerd16, 22]. A third
partyis usuallyinvolvedin facilitatingtheenactmenof the SLA
agreementfl3, 10].

Reputatiormanagemerdystemg17] have beenwidely used
in businessand electroniccommercesystemsas an effective

mechanismo managerisksinvolvedwhentwo unknownpeers
transactwith oneanother Complementaryo the servicepro-
cessmanagemenand discorery mechanismsyariousreputa-
tion modelshave beenproposedto addressthe secondissue
in web serviceintegration[22, 8, 7]. Thosereputationmod-
elsevaluatethereputationof awebserviceby tracingthefeed-
backson its pastbehaior. Neverthelessthey arenot designed
to handlemaliciousanddeliberateattackonthetrustmodels.In
orderto make accountableecommendation® the users,rep-
utationmanagemensystemseedto be ableto detectpossible
attacksor threatsthat malicioususersposeto the system. To
reducegheamountof negative experienceit is necessarfor the
reputationmanagemensystemto warn usersof possiblebad
integrationattemptsanddiscourageéhemfrom performingsuch
integration.

Bearingtheseissuesn mind, we presenttrustmanagement
framework for decentralize@eerto-peemwebservicediscovery
andprocessnanagemergystemswith emphasign controlling
possibleattacksandthreatsto thesystemsOur contributioncan
be summarizedn thefollowing threeaspects:

First, we describea detailedthreatmodelfocusingon pos-
sibleattacksto thereputationrmanagemergystem.

Secondwe proposea resilienttrust modelthat de nes the
trust of a web serviceusing trust vector and penalty vec-
tor. The trustvectorcapturedirecttrust, authenticity and
reputationtrust from otherusers.The penaltyvectorincor-
porateghe penaltymeasurdor variousmaliciousbehaiors
suchinconsistenyg, andmisusagef trust.

Third, we presenta setof experimentghatshovsthe effec-
tivenessf our trustmodelin detectingmaliciousbehavior
of serviceproviders.

2 DesignConsiderations

The servicemodel we usein this paperis a web service
integration ervironmentwith an unstructuredoverlay network
topology Eachserviceprovider offers certainweb services.
The usersare interestedin dynamically composingand inte-
grating web servicesto form more complex and value added
services.A queryfeature similarto thatdeployedin Gnutella-
like peerto-peerle sharingsystemss provided. A userquery
locatesservicesof interestto the user This is usuallyaccom-
plishedby ooding thequeryontheoverlaynetwork. Wheneer
a userobtainsa list of serviceprovidersthat claim to meetits
requirementthe usermay inquire othersto make suggestions
onwhich providersaremoretrustworthy comparedo otherson
thecandidatdist.

Giventhisservicemodel,we focusonhandlingthefollowing
threatsthat canbe imposedon the systemby maliciousservice
providers. Malicious serviceprovidersmay offer maliciousor
inauthenticserviceghatdo not matchwhathasbeenadvertised



in the WSDL document. Further maliciousserviceproviders
maydistributedishonesbpinionsonotherserviceproviders(in-
ating or downplaying other providers' reputation). We will

discusghedetailsof thethreatmodelin the next section.

We add two characteristicio our trust model to make it
morereliable. First, it may take a long time for participants
to establishtheir reputation,but a relatively a short time to
loosetheir reputation. We considerthis to be important,since
maliciousparticipantsmay take advantageof ary trust model
thatlacksthis characteristi@ndperformmaliciousactionsfre-
quently while retainingtheir trust level. We assumeuninten-
tional bad performance®f non-maliciousparticipantsdo not
happenfrequentlyand they will not be affectedby this char
acteristic. Another characteristiof our trust modelis main-
taininga personaktorageof trustinformationratherthanusing
a system-leel trust information repository An adwantageof
this approachs thatit enablegarticipantsto retrieve trustin-
formation selectvely from other participantschosenbasedon
their credibility. On the otherhand,a centralrepositorybased
approachsuffers from beinga single point of failure and pro-
vide lessmeaningfulinformation resultingfrom summarizing
thereportsof all the participantsincludingtheonesthatarenot
credible,in thesystem.

For the remainderof this paper we shall use the terms
provider, consumeandpeerin thefollowing contect: Any par
ticipant, regardlessof the role it plays, will be referredto as
peer. In awebserviceintegrationervironment,ary participant
may play the role of requestinga web serviceor providing it
at ary given point in time. A participantplaying the former
role will bereferredto asconsumeiandthe latter asprovider.
We assumehat this de nition also applieswhenit comesto
requesting/preiding opinionsaboutproviders.

3 ThreatModel

3.1 Malicious Behavior

Providing inauthentic web services. Among the threatsde-
scribedin theprevioussectionthe rst typeof threatis thesim-
plestform of threatthatcanbe frequentlyobsenedwithin web
serviceintegration ervironments. Malicious serviceproviders
may adwertisethatthey would provide serviceghatmatchcon-
sumers'interest,andprovide differentservicesvhenactualre-
questsarereceved. Thedisguisedservicesnaynotbeharmful,
but in theworstcasethey couldinjectvirusesor Trojanhorses
capableof imposingcritical damageo theconsumer

Distrib uting dishonestopinions. Sincethe servicemodelal-
lows customergso sharetheirtransactiorexperiencesvith aser
vice providerandmake suggestionssomemaliciouscustomers
may take adwantageof this featureto misleadlessinformed
peersinto believing false information about other providers.
One of the two variationsof this threatis downplaying trust-
worthy providers' reputatiorresultingin preventingconsumers
from payingattentionto and/orissuingrequestgo trustworthy
providers. This doesnt immediatelyseemto do any harmto
non-maliciousconsumers However, it may lead consumerso
choosdesstrustworthy providers,possiblymaliciousones,and
receve undesirableserviceswhich may be harmful. The other

variation,which cando moreharm,is somepeersboostingun-
trustworthy providers' reputationunreasonablypossiblyas a
part of collusion,to trick consumersnto trusting untrustvor-
thy providers. In this case,it is likely that consumergacethe
rst type of threatdescribedn this section,possiblyreceving
harmfulservices.

3.2 Collusion

Individual malicious sewice providers. Thistypeof providers
hasintentionof offering maliciousservicego consumersThey

are not aware of other malicious providers, so their attacks
are not speci cally targetedto good consumers.Their beha-

ior will be capturedby consumersfeedbackghatindicatethat
they areproviding badservicego consumersr dishonesbpin-

ions aboutother providers. However, it is necessaryo make

distinction betweennewly introducedprovidersand malicious
providers becauseproviders in both situationsare subjectto

having low trust values. As for newly introducedproviders,
their numberof transactionsill be equalto or not muchbig-

gerthanzero.Onthe otherhand,providersconsistentlybeha-

ing in amaliciousmannewill have low trustvalue,but with a
longerhistory of transactionsn comparisorwith newly intro-

ducedproviders.

Collusive malicious setvice providers. Unlike individual ma-
licious serviceproviders,collusive maliciousprovidersareable
to cooperatewith eachother They stratgically boosteach
other's trust value. For example,a setof colluding providers
aresplitinto two groups.Providersin groupA will alwaysgive

high ratingsto providersin groupB. As aconsequencgroupB

providersmay behare maliciouslywith otherpeersin the sys-
temandyetnotloosetheirreputatiorentirely. We believe, how-

ever, this stratgyy will notbequiteeffective whenthey arecom-
municatingwith friendly peerdfor thefollowing reasonUnless
reportsare gatheredestrictedlyfrom the membersof the col-

luding clique, otherreportsfrom honestpeerswill be collected
aswell. As long astrustworthy reportscan be securedfrom

malicioustamperingjt will notbedif cult to Iter outdishon-
estreportsfrom colludingpeersand nd outwhetheror notthe
provideris to betrusted.

3.3 Complexstrategy

Malicious serviceproviders that are knowledgeableof the
rulesof the gamewill usea comple strategy of pretendingto
begoodfor acertainamountof time andgarnemreputatiorfrom
consumers.Thenthe maliciousserviceproviders exploit this
reputationto deceve consumerghat requestts services.The
customerswill bedupedinto thinking thatthey arebeingprop-
erly senedwhenthey areactuallyreceving inauthenticor even
harmful services.Referredto ascontourdiscoveryattad [11],
given that a systemusesa single thresholdvalue, artful mali-
cious providersthat have found out the thresholdvalue of the
systemmay maintainits trust value at a certainlevel in order
to performmaliciousactionswhenever they intendto. If all the
peersuse different thresholdvalues, malicious providers will
have a hardtime guring out all thethresholdvalues.For ma-
licious providersto berecognizedasfriendly atall time, higher
reputatiomeedso be achieved,requiringevenmorework. We



believe this policy maydiscouraganary maliciousproviders.
4 Trust Model

Mosttrustmetrics[3, 9, 21] generallyconsideta smallnum-
ber of quanti ed valuesfor evaluatingthe trustworthinessof
otherpeers.We take moreissuesnto consideratiorsoasto ob-
tainmoreaccuratevaluationof theproviders'reputation.More
so0,to protectconsumer$rom receving servicefrom malicious
providers,we needsafeyuardmechanismshat can effectively
minimizetheextentto which amaliciousprovidermaytake ad-
vantageof the trust model by behaiing maliciously while re-
taining high trust value. Further thesemechanismshouldbe
ableto discourageary provider beha/ing non-maliciouslyover
anextendedperiodof time to attaingoodreputation.However,
we shouldguarante¢hatthe costof increasinga provider'srep-
utationdepend®ntheextentto whichit misbehaedin thepast.
For example,a providerthathasa long history of maliciousbe-
havior in the pastshould nd it very hard,if notimpossible to
build reputationin a shortspanof time.

Ourtrustmetricsis composeaf two parts— trustvectorand
penaltyvector The value of eachparameteiin the vectorsis
measuredbasednits relevanceto thedescriptionof the param-
eteron a continuousscalebetween0 and 1. The overall trust
value of a peeris evaluatedby subtractingthe penaltyvector
from thetrustvector Let denotethe overall trustvalueof
provider intheviewpointof peer , bethetrustvaluecom-
putedusingtrust-relatednformationaboutprovider available
to peer , and be the penaltyvalue of the provider com-
putedin viewpoint of peer . Peer canevaluatethetrustvalue
of provider usingthefollowing equation.

The valuesfor shouldbe chosenbasedon how opti-
mistic a peeris. The moreoptimistic a peerbecomegowards
providers' behaior, it will choosethe valuesfor suchthat
— is large so that the overall trust value is less affected by
penaltyvectorvalue. On the otherhand,the morepessimistia
peerbecomegowardsotherproviders' behaior, it will choose
the valuesfor suchthat — is small sothatthe overall trust
valueis sensitve to thevalueof the penaltyvector.

4.1 Trust Vector

Thetrustvectorof peer for provider is composef three
parametershat representhe trustworthinessof provider as
viewedby peer . In adistributed,decentralize¢omputingen-
vironment, peersexperiencesparsityof information which is
usedto evaluateothers. Someof the peersmay have a pri-
ori knowledgeof someproviderswhichwill helpthemestimate
their behaior. However, in mary casegpeersare not familiar
with the providers,anda numberof transactionsieedto be per
formedbeforea peercanmale evaluationsaboutproviders.Pa-
rametersn thetrustvectorrepresenthetrustvalueof aspeci ¢
provider that hasbeencomputedby the holder of this vector
basedn thetype of knowledgethatwasusedfor the computa-
tion. Eachparameteis relatedto oneanothey but not depen-
dentupononeanotherin its entirety For eachparametein the

vector we will presentts concept,its usagescenariopossible
threatst candealwith, andhow it is computed.

Direct Trust () denotespeer 's trustin provider
basedon previous experienceor directacquaintanceThis type
of trustwasbuilt in differentcontext which doesnt have direct
relationwith the system.However, we believe it still canpro-
vide peerawith informationaboutotherpeerswvhereavailability
of suchinformationis not high.

SupposeAlice newly joined the systemto download les
of herinterest. It will not be sodif cult for herto locatethe
servicesusing the searchfeaturethe systemprovides. How-
ever, amongst long list of possibleprovidersof the service,it
will notbeeasyfor herto chooseo which provider sheshould
make the requestif shedoesnt have muchinformationabout
which providersaremorereliablecomparedo the others.Be-
ing a newcomerto the system,she lacks transactionhistory
with providersthat shecanuseto make a predictionbasedon
providers'pastbehaior. In thissituationassumehatshefound
Bob whom shehasknown andbuilt trustwith for a long time
amongthe list of provider candidates Eventhoughshedidn't
have ary directexperiencewith Bob within the systemshecan
expecta reliabletransactionwith Bob by taking a long stand-
ing acquaintancevith him in othercontext into consideration.
Thus,Bobwill beherchoiceoverotherpossibleproviders.

Hence,in direct trust, without requiring certainnumberof
transactiongo prove trustworthiness,provider is trustedby
peer . This relationshipcan be representedby personalcer
ti cates. Eachcerti cate shouldbe renaved after a designated
time interval. Trustvaluealsoshouldbe reevaluatedbasedon
provider duringthattime interval.

Authenticity ( ) denotegeer 's beliefthattheiden-

tity of provider is authentic.While directtrustcanbeusedas
avaluablepieceof informationfor decisionmaking,theidentity

of apeemightitself bequestionableThereforejt isimperatve

to verify theidentity of the peerbeforeperformingatransaction
with that peerbasedon direct trust value for that peer It is

possiblethatsomemaliciouspeerampersonatsomereputable
peergotrick otherpeerawith lessinformationinto believing the

impostorswith fake identities. While directtrustvaluecanbe

de ned asthe extentto which a peercanplacetruston another
peerbasedn previous acquaintancassuminghattheidentity

is authenticauthenticitycanbede ned asthe extentto whicha

peerbelievesthatanothempeersidentity is authentic.

Extendingthe previous example,Alice's trustin Bob needs
to be supportedwith the authenticityof Bob's identity in the
system. If Alice cannotbe sureof the identity of the peer
that claims to be Bob, she cannotassigna high value to

, whichresultsin low overalltrustvalue.As it be-
comesclearthatthe peerthatclaimsto be Bobis in factwhom
it claimsto be, Alice canplacea high valueon ,
which leadsto a high overalltrustvalue.

Reputation Trust () refersto the quanti ed reputa-
tion valuebasedon peer 'sfeedbaclafterits transactiorwhere
provider wasinvolved. Using direct trust and authenticity
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valueis helpful in choosingwhich providersto transactwith
for consumersvith shorttransactiorhistory, but the context in
whichthetrustwasbuilt maybedifferentfrom theonethatthe
systemcorveys. As a consumeigathersmore experiencewith
providers, it may quantify its experienceby assigninga feed-
backvaluefor eachtransactiorit performed.ReputationTrust
valueis a summaryof all the feedbackvaluesa consumeras-
signedfor transactionsvith differentproviders.

SupposeAlice now hasaccumulatedsufcient transaction
historyto accounffor behaior of otherpeersandcompareheir
reliability with Bob whom shehasknown for a long time. If
thereareproviderswith highreputationtrustvaluecomparedo
thator directtrustvalueof Bob amongthe list of provider can-
didatesgivenAlice issuedarequestAlice will preferproviders
with higherreputationtrust valueto Bob. Alice wasnt familiar
with mostof themwhen rst joining the system,but shenow
hasfoundoutthatin this systemwhich offersdifferentcontext
in whichto build trustcomparedo thatin which shebuild trust
with Bob, someprovidersoffer morereliable servicethanBob
whomshehasknown andtrustedfor alongtime.

If provider respondedo the requesthat hadbeenissued
by peer , peer evaluateshow well provider performedn the
transactiorafterit hasbeenexecuted.For now, we assumehat
all the feedbacksn the systemarehonest.In sucha scenario,
peer keepsecordof evaluationsontransactionsvith provider

andcomputeghe averagevaluewhichis maintainedas

4.2 Penalty Vector

While trust vector representsgeneral trustworthiness of
providers,it is likely to fail in capturingthe behaior of mali-
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ciousprovidersespeciallywhenthey know therule of thegame
andtry to maintaincertainamountof trustvalueto performcon-
tour discovery attacks. In orderto portray the unpredictable
and uctuating behavior of maliciousproviders,we introduce
penaltyvector, whichis composedf two parametershatrep-
resentthe maliciousnes®f provider in previoustransactions
in the viewpoint of peer . Thedescriptionof eachparameters
asfollows.

Inconsistency( ) denoteghe spreadof peer 's entire
feedback/aluesontransactionsvith provider . Intuitively, low
value may enablepeer to placehigh con denceon the
trustvector valueis computedoy calculat-
ing the standarddeviation of all the feedbackof peer based
onits transactionsvith provider whereeachtransactiormay
have differentweightin the computation.The following equa-
tion is usedfor computing value,where is
peer 'sevaluationof  transactiorwith provider and s

theweightof the  transaction:
Misusage( ) denoteshe amountof trust value that
provider is currentlytakingadvantageof in performingtrans-

actionswith peer . The goal of incorporatingthis factorinto
penaltyvectoris to re ect the costof behaioral uctuation to



bepaidby provider . Its generaformulais asfollows:

We canapply appropriatevaluesto and soasto
sene peerthat place different weight on feedbacksasedon
their recentnessnd/or have different storagepolicies. Peers
thattreatall feedbacksqually regardlesf the point of time
at which they happenedmay apply 1 to forall . Onthe
otherhand,peersthatconsiderecenttransactionsnoreimpor-
tant may placemore weight on recenttransactionsand expo-
nentially decreasahe weight of transactionsaccordingto the
lengthof time elapsed.For example,if the lengthof time win-
dowischoseras , —— where .
Entities can also choose value of their preferencede-
pendingon their storagepolicies.

Overall Trust Value. Whenpeer evaluatesprovider , the
overall trustvalue canbe computedby usingdirecttrustvalue
alone. The decisioncan be mademore easily if a personal
certi cate is present. However, if peer needsto compute
overall trust value of provider , usingreputationtrust value,
penaltyvector shouldbe appliedto the computation. Weight
of , is placedon parametersn penalty vector, inconsis-
tency and misusae respectrely. Amount of trust value be-
ing amortizedwill be . Thus, the over
all trust valueof provider in the viewpoint of peer will be

At rst glance, and value seem
to capturesimilar characteristicef maliciousproviders' behar-
iors. However, the reasonwe differentiatethe two factorsis
to obsene maliciousproviders' behaiors over time framesof
differentlength. Let us take a look at Figures1(a) and 1(b).
Thebehavior of a provider depictedn Figurel(a)is constantly
oscillating betweentwo extremes,while a malicious provider
whosebehaior is illustratedin Figurel(b) remainscompletely
honestfor 10 transactionsthen suddenlychangests behavior
to the oppositeextreme,whereit staysfor an equalnumberof
transactionslt is dif cult to tell which provider is worsethan
the other However, our penalty vectoris capableof captur
ing the behavioral patternsof boththe providers. The computa-
tion of valuemalkesit easyto nd outthatboth
providershadthe samenumberof transactionsit eitherextrem-
ities. (Notethat,computedvaluesmaynot be exactly thesame,
if differentweightsareappliedto eachentryin thetransaction
history) In addition, by computing value of both
providers,onecanseethatthebehaior of theproviderdepicted
in Figure 1(a) is more uctuating in a shorterperiod of time,
while theprovider'sbehaior in Figurel(b) doesnt changétre-
quently Figures2-5 shawv thatmaliciouspeerswill beatdisad-
vantagefor displayingmaliciousor inconsistenbehaior. Ser
vice Quality shaws the simple averagevalue of Behaviorand
Evaluationcorrespond$o thecomputedrustvalue.

5 Experiments

In thissectionwewill presentesultsof ourexperimentghat
will shaw the effectivenessf our trustmodel. For our evalua-

tion metrics we will measurgheintegrationsuccessatewhich
representtherateof consumersuccessfullyocatereliableser
vicesandperformserviceintegrationwith them.
Experiment Setup. We areconsideringa web serviceintegra-
tion ervironmentwith unstructuredopology Peersare con-
nectedto a numberof neighbors. The requestsare forwarded
to their neighborsexcluding the originatorsof the requests.
Providersthat are ableto offer the servicespeci ed in the re-
questwill senda responseo the consumer Upon collecting
all the responsesthe consumerwill choosea provider thatis
mostreliablein providing the requestedservice,basedon the
computedrustvalue. Otherthanrequestspeersmay alsoask
for reportsof peers'experiencewith certainserviceprovidersin
thesameway thatrequestareprocessed.
Thereare4000peersn thesystem We simulatetwo typesof
providersin our experimentsnamely goodprovidersandmali-
ciousproviders. We vary the populationof maliciousproviders
in the systemandthefrequeng of maliciousprovidersoffering
inauthenticservicego the consumersDetailswill bediscussed
in the next subsection.(For trust computation the valuesfor

trustmetricparameterén sectiond.2are )
# of serviceprovider 4000
% of providersthatprovide requestedervice 5%
% of serviceggoodpeersprovide badservice 5%
% of serviceamaliciouspeersbehae maliciously
% of maliciouspeersin thesystem MP
% of peerautilizing reputation-basettust R
% of peersutilizing directtrust D

Table 1: ExperimentSettings

5.1 Effectivenesf proposedtrust framework

Individual malicious providers. In this experimentwe tested
the performanceof our trustmodelby performing600transac-
tions per peerandthen using feedbackdor thosetransactions
to build trust. In addition,we assignsomeprovidersto utilize
directtrust. Usingdirecttrustdoesnot requirewarm-upphase
thatwasneededo build trustbasednreputation Figuress and
7 shav comparisorbetweensystemspne of which usedrepu-
tationto build trustandthe otheris notatrustbasedsystem.

As expected Figure6 shovs the systemutilizing reputation
to build trust allows good peersto achiere higherintegration
successvhencomparedo the systemthatdoesnt utilize trust
of ary sort. We variedthe numberof maliciousprovidersin the
system,and assumedhat the maliciousprovidersalways pro-
vide inauthenticservicesThe setupfor experimenthatyielded
resultshovnin Figure7 x edthenumberof maliciousproviders
in the system. We increasedhe fraction of transactionsvhen
maliciousprovidersoffer inauthenticservicesn stepsof 10%.
Figure 7 shows a result similar to that of Figure 6. As the
numberof providers that utilize reputationtrust is high, the
transactiorsuccessateincreases.As maliciousprovidersof-
fer badservicesmore frequently their integrationsuccessate
decreaseprimarily becauseother peerschoosenot to utilize
servicedrom alow reputationserviceprovider.

Next, we examinethe effect of combiningdirecttrustalong
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with reputationas a meansof building trust. Intuitively, per
forming transactionswith providers that one has direct trust
with is more reliable than with thosethat one hasbuilt trust
basedon reputation.However, in a distributedweb servicein-
tegration ervironment, it is dif cult for a peerto have direct
trustwith a large numberof providers. Due to this fact, while
it is clearly a betterchoiceto make transactionsvith providers
thatonehasdirecttrustwith, one'strustrelationshipswith other
providersin generakhouldbecomplementedvith trustbuilt on
reputation.In Figure8, we assumedhatpeershave directtrust
with 10%o0f providersin thesystem.n Figure6, all thepeersn
the systembuild trustwith othersbasedon reputationor direct
trust. In oneof the experiments75% of the peersuseonly rep-
utationto build trustwhile othersusedirecttrustasa meansof
identifying trust relationships. The other experimentassumed
25% of the peersusedreputationtrustandthe restuseddirect
trust. Thetwo groupsof peershamely the peersusingreputa-
tion trustandthoseusingdirecttrust,do not overlapwith each
other Figure6 shavs that,underour model,peersusingrepu-
tationtrustaremorelikely to be successfuin locatingreliable
servicescomparedo peersusingdirecttrustonly. We canex-
plain this obsenationwith the previousargument.While peers
usingreputationtrust canevaluateall the providersin the sys-
tem,eventhoughit mayhaveerrors peersonly usingdirecttrust
donothave ary knowledgeaboutprovidersthatthey don't have
directtrustwith. Usingdirecttrustis mostreliablein determin-

Fraction of Malicious Peers

Performancecomparison be-
tweenreputationbasedrustanddirecttrust
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Figure 9: Collusion experimentsl (Pop-
ulation of malicious providers varies,
:l)

ing the provider with which onewish to have transactionsbut
it mustbe complementedvith reputationtrust.

We canconcludethatreputationtrustis the dominantfactor
in decidingthetransactiorsuccessate. However, therearedif-
ferencesn how oneapplieghesawo typesof trustin evaluating
providers. Whenreputationtrustis utilized, a peerwill honor
informationaboutprovidersthatit storesthe most. In casein-
formationaboutcertainprovidersis missing,it canstill askits
neighborsfor reportson their experiencewith the providersof
interest. Reportsfrom reputablepeersare highly valued,and
they canbeusedto build someform of transitive trustwhenwe
utilize reputatiortrust. Thisis notthe casewith directtrust. We
assumedhatconsumersnly sendrequestso theprovidersthat
they have directtrustwith. Properlyderiving transitive trustis
animportantissuein a reputationmanagemensystem but we
will leave this matterto be addresseéh thefuture.

Colluding malicious peers. For the experimentwhich yielded
the result shavn in Figure 9, total number of malicious
providersperformingcollusionwasincreasedn stepsof 10%.
Eachproviderin thecolludingcliquealwaysprovidedinauthen-
tic servicedo the consumersThey alsoboostedhetrustvalue
of their accomplicegegardlessof their behaior, while down-
playing the trust value of good providers. The performanceof
our trustmodel,comparedo experimentsfor individual mali-
cious providers,is visibly hit. We believe this to be a natural
phenomenonifor the colluding clique's strateyy creategitfalls
that trust systemscanfall into from time to time. Still, with
a large numberof colluding malicious providers, we can say
that integration succesgate is fairly high. Figure 10 showvs
aninterestingresult. For this experiment fraction of malicious
providersin the systemwas x edto 50%. Thefractionof trans-
actionsin which maliciousprovidersoffer inauthenticservices
wasvaried,startingfrom 0%, increasingn stepsof 10%. How-
ever, in asystemwheremaliciousproviderscollude,we believe
their attackwill be moreeffective whenthey provide inauthen-
tic servicesintermittently Whenthe servicesarealwaysinau-
thentic,reportson maliciousproviders' behaior betweergood
providersandmaliciousproviderswill be entirely polarized.f
maliciousproviders offer good servicesfrequently reportsis-
suedby good peersand maliciouspeerswill have lessdiffer-
encecomparedo the previous case. We believe this may in-



creasethe effectivenessof their attack. The systemthat fully
utilized reputatiorbasedrustsufferedthemostwhenmalicious
providersofferedauthenticservicedor half of thetransactions,
aswe canseein Figure10. As maliciousprovidersoffer inau-
thenticserviceamorefrequently systemghatutilized trustsys-
temtendto performbetter Anotherinterestingto noteis that,
althoughgoodpeerswvereableto achieve higherintegrationsuc-
cesgatewhenthefractionof authenticservicesdbeingprovided
washigher, it maybethecasehattheeffectivenes®f malicious
providers' attackwasevenhigher Sincethey providedauthen-
tic serviceamorefrequently they couldgatherhighertrusteven
from good peers. Thusfor every attemptmaliciousproviders
malke to provide aninauthenticservice,goodpeersmight have
fallen for it. Malicious providers may take advantageof this
schemeo launchattackslessfrequentlybut make good peers
sustainlarger damagefor eachattackthat they fall for. How-
ever, dealingwith so-calledone-timeattacksrequiresdesigning
metricsfor measuringhe magnitudeof differentattacksandis
outof scopeof this paper

Malicious peerswith complex strategy. For experimentsto

examineif our systemcan detectmaliciousprovidersthat be-
have smarterwe simulatedwo typesof strategjic maliciousser

vice providers. First type of provider's behaior togglesbe-
tweenl and 0.4 (Type A). The behaior cycle of the other
providerwill be 1,0.4,0.4 (TypeB). Arithmetic meanof the
behaiors of thesetwo providerswill be 0.7 and 0.6, respec-
tively. Thethird type of maliciousproviderswill betheonewe

have beenusingfor thepreviousexperimentsalwaysdisplaying
maliciousbehavior. We will call thistype of maliciousprovider
astypeC. Theratio of threetypesof maliciousserviceproviders
in the systemis Type A:Type B:Type C=35%:35%:30%.

We testedthreetypestrust systemto seehow they handle
eachtype of maliciousserviceproviders.Onetype of trustsys-
tem(system ) only utilized reputatiorbasedrust,andwe ex-
pectit will notbe ableto copewith any kind of maliciousser
vice providerswith complex stratgy thoughit may still detect
maliciousserviceproviderswith naive schemeAnothertype of
trustsystem(system ) utilizes penaltyvector, but with lower
threshold(0.6)We expectit will be capableof detectingstrate-
gic malicious serviceproviders. However, malicious service
providersthat areableto maintaintheir trustvalue at a higher
level canstill eludethis trustsystem.Thus,we testa third trust
system(system ), similarto thesecondnebut usingahigher
thresholdvalueof 0.7. FromFiguresl1land12, we canseethat
system  outperformsothertwo trust systems.Comparedo
system , sametrustmeasuresvereutilized. Using a higher
thresholdwill allow the systento regardsmartemmaliciousser
vice providersasmalicious,andthis explainsthe differenceof
performanceSystem wasableto classifytype B providers
asmalicious,but nottype A providersfor the mostof thetime.
Thereis atrade-of to considerin decidingwhich thresholdto
use. If the thresholdis settoo high, it may rule out most of
maliciousprovidersfrom possiblybecomingthe provider, but
it may alsoregardgood providersthat have madehonestmis-
takesasmalicious. On the otherhand,usinga thresholdvalue
thatis toolow will resultin classifyingmary strategjic malicious

providersasgoodones.Forsystem it couldonly detecttype
C maliciousproviders. Both type A andtypeB providerswere
ableto deceve system  andinject inauthentic les into the
systemwhile disguisedasgoodproviders.

6 RelatedWorks

Abdul-Rahmaret al. [1] proposeda modelfor supporting
trustin virtual communities,basedon direct experiencesand
reputation.They introducedthe generalde nitions of trustand
reputationalongwith their characteristicsThey usedthemto
designtheirtrustmodelwhich alsohadinferencefeatures Beth
etal. [3] employs adirectedgraphwherenodesrepresenpeers
and edgesrepresentrust relationships. The edgesare associ-
atedwith a valuein the range[0, 1] which is quanti ed based
onnumberf positve/nagative experiencebetweerpeershat
eachedgeconnects.Therearetwo typesof edgeshasedon the
context of thetrust. Direct trustis built on positive experiences
apeerhadwith anothempeer Recommendatiotrustshows the
extentto which a peeris willing to acceptreportsfrom another
peeraboutexperienceswith third parties. Their formula, with
two typesof trust valuesas parametersevaluatesthe overall
trustworthinessof a graph. Maurer's metric[12] takessimilar
approacho evaluatingthetrustworthinesof trustrelationships.
A probabilisticmodelis usedto computethe trustvalue. PGP
model[23] is apopularpublic-key managemendystem.lt also
employsagraph,wherenodesarepublic-keys andedgesepre-
sentrelationshipbetweenthe nodes.Eachedgeis labeledwith
attributesandassociatedvith certi cates. The holderof a cer
ti cate canverify theattributesthatareboundto thekey onthe
otherside of the edge. After eachnodeis authenticatedeach
nodeis assigned trustvaluewith which thetrustrelationships
amongthe nodesof thegraphcanbe evaluated.

Severalreputation/trustnanagemergystemsspeci c to dis-
tributed P2P systemcontext have beenproposed.and Aberer
etal. [2] wasthe seminalwork. Their systemwas basedon
negative feedbackswhich works in very limited casesandis
over-sensitve to a skeweddistribution of the communityandto
severalmisbehaiors of the system.They believedtherearein-
centvesonly for submittingfeedbacksn unsatisactorytrans-
actions.Cornellietal. [5] proposedP2PRepvhichis aprotocol,
whereall the peersin the network cankeeptrack of goodand
badexperiencegboutotherpeerst hasinteractedwith, identi-

ed by their pseudogms,andsharetheinformationwith other
peers.Onecanpoll aboutthereliability of prospectie sources
beforedownloadingresourcegrom the peers. Their protocol
canbe usedto extendexisting P2Pprotocols,asdemonstrated
ontop of Gnutella. Damianiet al. [6] proposeda protocolthat
hadpeerselectiorschemesimilarto thatof P2PRepEigenTrust
[9] is anotherreputatiormanagemergystemfor P2Pnetworks.
Theirevaluationstemsfrom theconcepbf transitvetrust,while
notdiscussinghedifferentcontexts of trustthatmaybeapplied
to infer the transitveness.They alsoassumedhe existenceof
a small numberof trustworthy peerswhoseopinionson other
peersare known to be trusted. More recently therewere re-
searcheaddressingheproblemof utilizing trustandreputation
systemsn the context of webserviceervironment[7, 8, 18§].



—— R(100%)
—— R(50%)+D(50%)
—— No Trust b

o o
© ©
e o o
N ® ©

o
<)

o

)
o
&)

Integration Success Rate
o
~

Integration Success Rate

o

0
I
IS

—— R(100%)
—=— No Trust

—— R(100%)+P(q=0.7)
—— R(100%)+P(q=0.6)

o
©

o
©

e
3

o
o

e
0

Integration Success Rate

— R(100%)+P(q=0.7)
0.4L ™ R(100%)+P(g=0.6)
—— R(100%)
|~ No Trust

o
w

0'40 0.2 0.4 0.6 0.8 1

Fraction of integrations Malicious Peers behave maliciously

o

0.2

Figure 10: Collusionexperimentd! (Mali-
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7 Conclusion

We have presentedan overview of our effort to build a re-
silient trust managementramework for a distributed web ser
vice integration ervironment. Thereare three main contritu-
tionsin this paper First we provided a detailedthreatmodel
focusingon representatie attacksto a reputationmanagement
system. Secondwe describeda resilienttrust modelthat pro-
motesthe useof trustvectorandpenaltyvectorto computethe
trust of a serviceprovider. The trustvectoraggreyatesseveral
trustmeasuresuchasauthenticity servicequality, direct rec-
ommendatiorand indirect recommendatiorfrom other users.
The penaltyvectorincorporateghe penaltymeasuregor vari-
ousmaliciousbehaiors, includinginconsisteng andmisuseof
trust. Our third contrikbution is presentinga setof experiment
resultsthatdemonstrat¢he effectivenesof our trustmodel. In
the future, we plan to put more effort on improving the trust
usagemodel, especiallydevelopingtrust inferenceschemesn
complicatedsituations,andto deploy this modelin arealweb
serviceintegrationervironmentto obsere its practicality
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