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Abstract

In a distributedwebserviceintegrationenvironment,these-
lection of web servicesshould be basedon their reputation
andquality-of-service(QoS).Varioustrust modelsfor webser-
vices have beenproposedto evaluate the reputationof web
services/serviceproviders. Current mechanismsare basedon
tracing the feedbacks to the past behaviors of web services.
However, very few of themconsidertherobustnessandattack-
resiliencyof thetrustmodels.In thispaper, wepresentanattack
resilientdistributedtrust managementsystemin a webservice
managementenvironment. The proposedattack resilient trust
modelusestwo vectors to capture the behaviorand the trust-
worthinessof a webservice/serviceproviderbasedonour anal-
ysison the possibleattacks against the trust models. We also
presenta setof experimentsthat showthe effectivenessof our
trustmodelin detectingmaliciousbehaviorof serviceproviders.

1 Intr oduction

Webservicesenablecross-platformandlanguage-neutralac-
cessesto dataandapplicationsover the Internet.By following
standardssuchasSOAP [4], UDDI [19], andWSDL [20], web
servicescandynamicallyinteractwith oneanotherandthuscan
executecomplicatedbusinessprocesses.Suchinteroperability
drivesanincreasingtrendto composecomplex andvalue-added
webservicesby integratingexistingones.

Two issueshave to be addressedto enableweb servicein-
tegrationamongstseveralautonomouswebserviceapplications
andserviceproviders. First, a scalablewebservicediscovery
mechanismis essentialfor customersto selectthewebservices
thatcansatisfytheir functionalityandquality-of-service(QoS)
requirements.Secondly, a reputationmanagementmechanism
is necessaryto differentiateserviceprovidersbasedontheirrep-
utationin providing dependablewebservices.

To answerthe �rst challenge,a numberof researchworks
[7, 18, 15, 14] usepeer-to-peertechniques(asopposedto cen-
tralizedtechniques)for webservicediscoveryandprocessman-
agement. The servicede�nition of a web serviceusually in-
cludestwo parts. The syntacticpropertiesof the web services
arede�nedusinganinterfacede�nition language(WSDL).Ser-
vice level agreement(SLA) speci�es the QoS attributes like
service availability, maximum responsetime and minimum
throughput. The searchmechanismsof peer-to-peernetworks
areemployed for searchingweb servicesthat matchthe func-
tionality andQoSrequirementof customers[16, 22]. A third
partyis usuallyinvolvedin facilitatingtheenactmentof theSLA
agreements[13, 10].

Reputationmanagementsystems[17] havebeenwidely used
in businessand electroniccommercesystemsas an effective

mechanismto managerisks involvedwhentwo unknownpeers
transactwith oneanother. Complementaryto the servicepro-
cessmanagementand discovery mechanisms,variousreputa-
tion modelshave beenproposedto addressthe secondissue
in web serviceintegration [22, 8, 7]. Thosereputationmod-
elsevaluatethereputationof a webserviceby tracingthefeed-
backson its pastbehavior. Nevertheless,they arenot designed
to handlemaliciousanddeliberateattackonthetrustmodels.In
orderto make accountablerecommendationsto theusers,rep-
utationmanagementsystemsneedto beableto detectpossible
attacksor threatsthat malicioususersposeto the system. To
reducetheamountof negativeexperience,it is necessaryfor the
reputationmanagementsystemto warn usersof possiblebad
integrationattemptsanddiscouragethemfrom performingsuch
integration.

Bearingtheseissuesin mind,wepresenta trustmanagement
framework for decentralizedpeer-to-peerwebservicediscovery
andprocessmanagementsystems,with emphasisoncontrolling
possibleattacksandthreatsto thesystems.Ourcontributioncan
besummarizedin thefollowing threeaspects:

� First, we describea detailedthreatmodelfocusingon pos-
sibleattacksto thereputationmanagementsystem.

� Second,we proposea resilienttrust modelthat de�nes the
trust of a web serviceusing trust vector and penaltyvec-
tor. The trust vectorcapturesdirect trust, authenticity, and
reputationtrust from otherusers.Thepenaltyvectorincor-
poratesthepenaltymeasurefor variousmaliciousbehaviors
suchinconsistency, andmisusageof trust.

� Third, we presenta setof experimentsthatshows theeffec-
tivenessof our trustmodelin detectingmaliciousbehavior
of serviceproviders.

2 DesignConsiderations

The servicemodel we use in this paperis a web service
integrationenvironmentwith an unstructuredoverlay network
topology. Eachserviceprovider offers certainweb services.
The usersare interestedin dynamicallycomposingand inte-
grating web servicesto form more complex and value added
services.A queryfeature,similar to thatdeployedin Gnutella-
like peer-to-peer�le sharingsystemsis provided. A userquery
locatesservicesof interestto the user. This is usuallyaccom-
plishedby �ooding thequeryontheoverlaynetwork. Whenever
a userobtainsa list of serviceprovidersthat claim to meetits
requirement,the usermay inquire othersto make suggestions
onwhichprovidersaremoretrustworthycomparedto otherson
thecandidatelist.

Giventhisservicemodel,wefocusonhandlingthefollowing
threatsthatcanbeimposedon thesystemby maliciousservice
providers. Malicious serviceprovidersmay offer maliciousor
inauthenticservicesthatdonotmatchwhathasbeenadvertised



in the WSDL document.Further, maliciousserviceproviders
maydistributedishonestopinionsonotherserviceproviders(in-
�ating or downplaying other providers' reputation). We will
discussthedetailsof thethreatmodelin thenext section.

We add two characteristicsto our trust model to make it
more reliable. First, it may take a long time for participants
to establishtheir reputation,but a relatively a short time to
loosetheir reputation.We considerthis to be important,since
maliciousparticipantsmay take advantageof any trust model
that lacksthis characteristicandperformmaliciousactionsfre-
quentlywhile retainingtheir trust level. We assumeuninten-
tional bad performancesof non-maliciousparticipantsdo not
happenfrequentlyand they will not be affectedby this char-
acteristic. Another characteristicof our trust model is main-
taininga personalstorageof trustinformationratherthanusing
a system-level trust information repository. An advantageof
this approachis that it enablesparticipantsto retrieve trust in-
formationselectively from otherparticipantschosenbasedon
their credibility. On the otherhand,a centralrepositorybased
approachsuffers from beinga singlepoint of failure andpro-
vide lessmeaningfulinformation resultingfrom summarizing
thereportsof all theparticipants,includingtheonesthatarenot
credible,in thesystem.

For the remainderof this paper, we shall use the terms
provider, consumerandpeerin thefollowing context: Any par-
ticipant, regardlessof the role it plays, will be referredto as
peer. In a webserviceintegrationenvironment,any participant
may play the role of requestinga web serviceor providing it
at any given point in time. A participantplaying the former
role will be referredto asconsumerandthe latterasprovider.
We assumethat this de�nition also applieswhen it comesto
requesting/providing opinionsaboutproviders.

3 Threat Model

3.1 Malicious Behavior

Providing inauthentic web services. Among the threatsde-
scribedin theprevioussection,the�rst typeof threatis thesim-
plestform of threatthatcanbefrequentlyobservedwithin web
serviceintegrationenvironments. Malicious serviceproviders
mayadvertisethatthey would provideservicesthatmatchcon-
sumers'interest,andprovidedifferentserviceswhenactualre-
questsarereceived.Thedisguisedservicesmaynotbeharmful,
but in theworstcase,they couldinject virusesor Trojanhorses
capableof imposingcritical damageto theconsumer.
Distrib uting dishonestopinions. Sincethe servicemodelal-
lowscustomersto sharetheir transactionexperienceswith aser-
viceproviderandmakesuggestions,somemaliciouscustomers
may take advantageof this featureto misleadless informed
peersinto believing false information about other providers.
One of the two variationsof this threatis downplaying trust-
worthy providers' reputationresultingin preventingconsumers
from payingattentionto and/orissuingrequeststo trustworthy
providers. This doesn't immediatelyseemto do any harm to
non-maliciousconsumers.However, it may leadconsumersto
chooselesstrustworthyproviders,possiblymaliciousones,and
receive undesirableserviceswhich maybeharmful. Theother

variation,which cando moreharm,is somepeersboostingun-
trustworthy providers' reputationunreasonably, possiblyas a
part of collusion, to trick consumersinto trustinguntrustwor-
thy providers. In this case,it is likely that consumersfacethe
�rst type of threatdescribedin this section,possiblyreceiving
harmfulservices.

3.2 Collusion

Indi vidual maliciousserviceproviders. Thistypeof providers
hasintentionof offeringmaliciousservicesto consumers.They
are not aware of other malicious providers, so their attacks
arenot speci�cally targetedto goodconsumers.Their behav-
ior will becapturedby consumers'feedbacksthat indicatethat
they areproviding badservicesto consumersor dishonestopin-
ions aboutotherproviders. However, it is necessaryto make
distinctionbetweennewly introducedprovidersandmalicious
providers becauseproviders in both situationsare subjectto
having low trust values. As for newly introducedproviders,
their numberof transactionswill be equalto or not muchbig-
gerthanzero.On theotherhand,providersconsistentlybehav-
ing in a maliciousmannerwill have low trustvalue,but with a
longerhistory of transactionsin comparisonwith newly intro-
ducedproviders.
Collusive malicious service providers. Unlike individual ma-
liciousserviceproviders,collusivemaliciousprovidersareable
to cooperatewith eachother. They strategically boost each
other's trust value. For example,a setof colluding providers
aresplit into two groups.Providersin groupA will alwaysgive
high ratingsto providersin groupB. As aconsequencegroupB
providersmay behave maliciouslywith otherpeersin the sys-
temandyetnotloosetheirreputationentirely. Webelieve,how-
ever, thisstrategy will notbequiteeffectivewhenthey arecom-
municatingwith friendly peersfor thefollowing reason.Unless
reportsaregatheredrestrictedlyfrom the membersof the col-
luding clique,otherreportsfrom honestpeerswill becollected
as well. As long as trustworthy reportscan be securedfrom
malicioustampering,it will not bedif�cult to �lter out dishon-
estreportsfrom colludingpeersand�nd out whetheror not the
provider is to betrusted.

3.3 Complexstrategy

Malicious serviceproviders that are knowledgeableof the
rulesof thegamewill usea complex strategy of pretendingto
begoodfor acertainamountof timeandgarnerreputationfrom
consumers.Then the maliciousserviceprovidersexploit this
reputationto deceive consumersthat requestits services.The
customerswill bedupedinto thinking thatthey arebeingprop-
erly servedwhenthey areactuallyreceiving inauthenticor even
harmfulservices.Referredto ascontourdiscoveryattack [11],
given that a systemusesa single thresholdvalue,artful mali-
ciousprovidersthat have found out the thresholdvalueof the
systemmay maintainits trust valueat a certainlevel in order
to performmaliciousactionswhenever they intendto. If all the
peersusedifferent thresholdvalues,maliciousproviders will
have a hardtime �guring out all the thresholdvalues.For ma-
liciousprovidersto berecognizedasfriendly at all time,higher
reputationneedsto beachieved,requiringevenmorework. We
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believethis policy maydiscouragemany maliciousproviders.

4 Trust Model
Most trustmetrics[3, 9, 21] generallyconsiderasmallnum-

ber of quanti�ed valuesfor evaluating the trustworthinessof
otherpeers.We takemoreissuesinto considerationsoasto ob-
tainmoreaccurateevaluationof theproviders' reputation.More
so,to protectconsumersfrom receivingservicesfrom malicious
providers,we needsafeguardmechanismsthat caneffectively
minimizetheextentto whichamaliciousprovidermaytakead-
vantageof the trust model by behaving maliciously while re-
taining high trust value. Further, thesemechanismsshouldbe
ableto discourageany provider behaving non-maliciouslyover
anextendedperiodof time to attaingoodreputation.However,
weshouldguaranteethatthecostof increasingaprovider'srep-
utationdependsontheextentto whichit misbehavedin thepast.
For example,a provider thathasa longhistoryof maliciousbe-
havior in thepastshould�nd it very hard,if not impossible,to
build reputationin a shortspanof time.

Our trustmetricsis composedof two parts– trustvectorand
penaltyvector. The valueof eachparameterin the vectorsis
measuredbasedonits relevanceto thedescriptionof theparam-
eteron a continuousscalebetween0 and1. The overall trust
valueof a peeris evaluatedby subtractingthe penaltyvector
from thetrustvector. Let ������� denotetheoverall trustvalueof
provider � in theviewpointof peer� , �

��� bethetrustvaluecom-
putedusingtrust-relatedinformationaboutprovider � available
to peer � , and 	

��� be thepenaltyvalueof the provider � com-
putedin viewpoint of peer � . Peer� canevaluatethetrustvalue
of provider � usingthefollowing equation.

���
���
������������������	���������� �"!#�$��%'&

The valuesfor �"!#� shouldbe chosenbasedon how opti-
mistic a peeris. The moreoptimistic a peerbecomestowards
providers' behavior, it will choosethevaluesfor ��!(� suchthat

)

* is large so that the overall trust value is less affected by
penaltyvectorvalue.On theotherhand,themorepessimistica
peerbecomestowardsotherproviders' behavior, it will choose
thevaluesfor �"!#� suchthat

)

* is smallsothat theoverall trust
valueis sensitive to thevalueof thepenaltyvector.

4.1 Trust Vector

Thetrustvectorof peer� for provider � is composedof three
parametersthat representthe trustworthinessof provider � as
viewedby peer � . In a distributed,decentralizedcomputingen-
vironment,peersexperiencesparsityof information which is
usedto evaluateothers. Someof the peersmay have a pri-
ori knowledgeof someproviderswhichwill helpthemestimate
their behavior. However, in many casespeersarenot familiar
with theproviders,andanumberof transactionsneedto beper-
formedbeforeapeercanmakeevaluationsaboutproviders.Pa-
rametersin thetrustvectorrepresentthetrustvalueof aspeci�c
provider that hasbeencomputedby the holder of this vector
basedon thetypeof knowledgethatwasusedfor thecomputa-
tion. Eachparameteris relatedto oneanother, but not depen-
dentupononeanotherin its entirety. For eachparameterin the

vector, we will presentits concept,its usagescenario,possible
threatsit candealwith, andhow it is computed.

+

�����,�.-0/213���4!#5768���4!(9:13���<;

Dir ect Trust ( /213��� ) /213��� denotespeer � 's trust in provider �

basedon previousexperienceor directacquaintance.This type
of trustwasbuilt in differentcontext which doesn't have direct
relationwith the system.However, we believe it still canpro-
videpeerswith informationaboutotherpeerswhereavailability
of suchinformationis nothigh.

SupposeAlice newly joined the systemto download �les
of her interest. It will not be so dif�cult for her to locatethe
servicesusing the searchfeaturethe systemprovides. How-
ever, amongsta long list of possibleprovidersof theservice,it
will not beeasyfor herto chooseto which providersheshould
make the requestif shedoesn't have much informationabout
which providersaremorereliablecomparedto theothers.Be-
ing a newcomer to the system,she lacks transactionhistory
with providersthat shecanuseto make a predictionbasedon
providers'pastbehavior. In thissituation,assumethatshefound
Bob whom shehasknown andbuilt trust with for a long time
amongthe list of provider candidates.Even thoughshedidn't
haveany directexperiencewith Bobwithin thesystem,shecan
expecta reliabletransactionwith Bob by taking a long stand-
ing acquaintancewith him in othercontext into consideration.
Thus,Bobwill beherchoiceoverotherpossibleproviders.

Hence,in direct trust, without requiring certainnumberof
transactionsto prove trustworthiness,provider � is trustedby
peer � . This relationshipcan be representedby personalcer-
ti�cates. Eachcerti�cate shouldberenewedaftera designated
time interval. Trust valuealsoshouldbe reevaluatedbasedon
provider � duringthattime interval.
Authenticity ( 526

��� ) 576
��� denotespeer � 's belief that the iden-

tity of provider � is authentic.While directtrustcanbeusedas
avaluablepieceof informationfor decisionmaking,theidentity
of apeermight itself bequestionable.Therefore,it is imperative
to verify theidentityof thepeerbeforeperformingatransaction
with that peerbasedon direct trust value for that peer. It is
possiblethatsomemaliciouspeersimpersonatesomereputable
peersto trick otherpeerswith lessinformationintobelieving the
impostorswith fake identities. While direct trust valuecanbe
de�ned astheextentto which a peercanplacetruston another
peerbasedon previousacquaintanceassumingthattheidentity
is authentic,authenticitycanbede�ned astheextentto whicha
peerbelievesthatanotherpeer's identity is authentic.

Extendingthepreviousexample,Alice's trust in Bob needs
to be supportedwith the authenticityof Bob's identity in the
system. If Alice cannotbe sure of the identity of the peer
that claims to be Bob, she cannot assign a high value to

576
1(=
>'?�1@�@AB�C1@D , whichresultsin low overall trustvalue.As it be-
comesclearthat thepeerthatclaimsto beBob is in factwhom
it claimsto be,Alice canplacea high valueon 576
1(=
>'?�1@�CAE�F1@D ,
which leadsto ahigh overall trustvalue.
Reputation Trust ( 9:13��� ) 9:13��� refersto the quanti�ed reputa-
tion valuebasedonpeer� 's feedbackafterits transactionwhere
provider � was involved. Using direct trust and authenticity

3



0 5 10 15 20
0

0.2

0.4

0.6

0.8

1

Number of interactions

B
eh

av
io

r

(a)

0 5 10 15 20
0

0.2

0.4

0.6

0.8

1

Number of interactions

B
eh

av
io

r

(b)

Figure 1: Maliciousproviderswith differentbehavioral patterns

0 10 20 30 40 50
-0.2

-0.1

0

0.1

0.2

0.3

Number of interactions

V
al

ue

Model I
Model II
Model III

Figure 2: Costfor performingmaliciousactions
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Figure 3: Model I
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Figure 4: Model II
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Figure 5: Model III

value is helpful in choosingwhich providers to transactwith
for consumerswith shorttransactionhistory, but thecontext in
which thetrustwasbuilt maybedifferentfrom theonethatthe
systemconveys. As a consumergathersmoreexperiencewith
providers, it may quantify its experienceby assigninga feed-
backvaluefor eachtransactionit performed.ReputationTrust
valueis a summaryof all the feedbackvaluesa consumeras-
signedfor transactionswith differentproviders.

SupposeAlice now hasaccumulatedsuf�cient transaction
historyto accountfor behavior of otherpeersandcomparetheir
reliability with Bob whom shehasknown for a long time. If
thereareproviderswith highreputationtrustvaluecomparedto
thator directtrustvalueof Bob amongthelist of provider can-
didates,givenAlice issuedarequest,Alice will preferproviders
with higherreputationtrust valueto Bob. Alice wasn't familiar
with mostof themwhen�rst joining the system,but shenow
hasfoundout thatin this system,whichoffersdifferentcontext
in which to build trustcomparedto thatin whichshebuild trust
with Bob, someprovidersoffer morereliableservicethanBob
whomshehasknown andtrustedfor a long time.

If provider � respondedto the requestthat hadbeenissued
by peer� , peer� evaluateshow well provider � performedin the
transactionafter it hasbeenexecuted.For now, we assumethat
all the feedbacksin the systemarehonest.In sucha scenario,
peer� keepsrecordof evaluationson transactionswith provider

� andcomputestheaveragevaluewhich is maintainedas 9:1 ��� .

4.2 Penalty Vector

While trust vector representsgeneral trustworthiness of
providers,it is likely to fail in capturingthe behavior of mali-

ciousprovidersespeciallywhenthey know theruleof thegame
andtry to maintaincertainamountof trustvalueto performcon-
tour discovery attacks. In order to portray the unpredictable
and �uctuating behavior of maliciousproviders,we introduce
penaltyvector, which is composedof two parametersthat rep-
resentthemaliciousnessof provider � in previous transactions
in theviewpointof peer� . Thedescriptionof eachparameteris
asfollows.

+

	
���

�.- �@A
���

!

�

�
���

;

Inconsistency( �@A ��� ) �@AE��� denotesthespreadof peer � 's entire
feedbackvaluesontransactionswith provider � . Intuitively, low

�@AE��� valuemay enablepeer � to placehigh con�denceon the
trustvector

+

����� .
�

? A��:?�� ��� 13>'? ABD valueis computedby calculat-
ing the standarddeviation of all the feedbacksof peer � based
on its transactionswith provider � whereeachtransactionmay
have differentweight in thecomputation.Thefollowing equa-
tion is usedfor computing�F? A��:?�� ��� 13>'? ABD value,where	

����
 � is
peer � 's evaluationof 
���� transactionwith provider � and �

� is
theweightof the 
���� transaction:

�CA
���

�

��

�

� ���������

� �"!$#
�

�&%

��	
���'


�

��9:13��� &)( *

�+�������

� �"!
�

�

Misusage( �

�@��� ) �

�@��� denotesthe amountof trust value that
provider � is currentlytakingadvantageof in performingtrans-
actionswith peer � . The goal of incorporatingthis factor into
penaltyvectoris to re�ect thecostof behavioral �uctuation to
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bepaidby provider � . Its generalformulais asfollows:

�

� ��� �

� � � �'�

� �"! # �

� %

�

5 	���� !(9:1 ��� ���@A ��� � 	 ���'


�

& *

� � � �'�

� �"! �

�

We canapplyappropriatevaluesto �

� and �

5 	

�

soasto
serve peerthat placedifferent weight on feedbacksbasedon
their recentnessand/orhave different storagepolicies. Peers
that treatall feedbacksequally, regardlessof thepoint of time
at which they happened,may apply 1 to �

� for all ? . On the
otherhand,peersthatconsiderrecenttransactionsmoreimpor-
tant may placemoreweight on recenttransactions,andexpo-
nentially decreasethe weight of transactionsaccordingto the
lengthof time elapsed.For example,if the lengthof time win-
dow is chosenas1 , �

�

�

!

(������

where � 
���%'&

%

1	� % � ?�� 


%

1 .
Entities can also choose�

5�	

�

value of their preferencede-
pendingon their storagepolicies.
Overall Trust Value. When peer � evaluatesprovider � , the
overall trust valuecanbecomputedby usingdirect trust value
alone. The decisioncan be mademore easily if a personal
certi�cate is present. However, if peer � needsto compute
overall trust valueof provider � , using reputationtrust value,
penaltyvectorshouldbe appliedto the computation. Weight
of 5 , 
 is placedon parametersin penalty vector, inconsis-
tencyand misusage respectively. Amount of trust value be-
ing amortizedwill be 5

%

�@A
���

��


%

�

�
��� . Thus, the over-

all trust valueof provider � in the viewpoint of peer � will be
�

%

9:1
���
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%
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%
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At �rst glance, �F? A��:?�� ��� 13>'? ABD and �

��� 6 � 5�
4> value seem
to capturesimilarcharacteristicsof maliciousproviders'behav-
iors. However, the reasonwe differentiatethe two factorsis
to observe maliciousproviders' behaviors over time framesof
different length. Let us take a look at Figures1(a) and 1(b).
Thebehavior of a providerdepictedin Figure1(a)is constantly
oscillatingbetweentwo extremes,while a maliciousprovider
whosebehavior is illustratedin Figure1(b) remainscompletely
honestfor 10 transactions,thensuddenlychangesits behavior
to theoppositeextreme,whereit staysfor an equalnumberof
transactions.It is dif�cult to tell which provider is worsethan
the other. However, our penaltyvector is capableof captur-
ing thebehavioral patternsof boththeproviders.Thecomputa-
tion of �C? A��:?�� ��� 13>'? ABD valuemakesit easyto �nd out thatboth
providershadthesamenumberof transactionsateitherextrem-
ities. (Notethat,computedvaluesmaynotbeexactly thesame,
if differentweightsareappliedto eachentry in the transaction
history.) In addition, by computing �

��� 6 �'5�
 > value of both
providers,onecanseethatthebehavior of theproviderdepicted
in Figure1(a) is more �uctuating in a shorterperiodof time,
while theprovider'sbehavior in Figure1(b)doesn't changefre-
quently. Figures2-5 show thatmaliciouspeerswill beat disad-
vantagefor displayingmaliciousor inconsistentbehavior. Ser-
vice Quality shows the simpleaveragevalueof Behaviorand
Evaluationcorrespondsto thecomputedtrustvalue.

5 Experiments
In thissection,wewill presentresultsof ourexperimentsthat

will show theeffectivenessof our trustmodel. For our evalua-

tion metrics,wewill measuretheintegrationsuccessratewhich
representstherateof consumerssuccessfullylocatereliableser-
vicesandperformserviceintegrationwith them.
Experiment Setup. We areconsideringa webserviceintegra-
tion environmentwith unstructuredtopology. Peersare con-
nectedto a numberof neighbors.The requestsare forwarded
to their neighborsexcluding the originatorsof the requests.
Providersthat areableto offer the servicespeci�ed in the re-
questwill senda responseto the consumer. Upon collecting
all the responses,the consumerwill choosea provider that is
most reliable in providing the requestedservice,basedon the
computedtrust value. Otherthanrequests,peersmayalsoask
for reportsof peers'experiencewith certainserviceprovidersin
thesameway thatrequestsareprocessed.

Thereare4000peersin thesystem.Wesimulatetwo typesof
providersin ourexperiments,namely, goodprovidersandmali-
ciousproviders.We vary thepopulationof maliciousproviders
in thesystemandthefrequency of maliciousprovidersoffering
inauthenticservicesto theconsumers.Detailswill bediscussed
in the next subsection.(For trust computation,the valuesfor
trustmetricparametersin section4.2are � � ��� � !#��� ����%�� )

# of serviceprovider 4000
% of providersthatproviderequestedservice 5%
% of servicesgoodpeersprovidebadservice 5%
% of servicesmaliciouspeersbehavemaliciously �

9 5713>

% of maliciouspeersin thesystem MP
% of peersutilizing reputation-basedtrust R
% of peersutilizing directtrust D

Table 1: ExperimentSettings

5.1 Effectivenessof proposedtrust framework

Indi vidual malicious providers. In this experiment,we tested
theperformanceof our trustmodelby performing600transac-
tions per peerandthenusingfeedbacksfor thosetransactions
to build trust. In addition,we assignsomeprovidersto utilize
direct trust. Usingdirect trustdoesnot requirewarm-upphase
thatwasneededto build trustbasedonreputation.Figures6 and
7 show comparisonbetweensystems,oneof which usedrepu-
tationto build trustandtheotheris nota trustbasedsystem.

As expected,Figure6 shows thesystemutilizing reputation
to build trust allows good peersto achieve higher integration
successwhencomparedto thesystemthatdoesn't utilize trust
of any sort.We variedthenumberof maliciousprovidersin the
system,andassumedthat the maliciousprovidersalwayspro-
vide inauthenticservices.Thesetupfor experimentthatyielded
resultshownin Figure7 �x edthenumberof maliciousproviders
in the system.We increasedthe fraction of transactionswhen
maliciousprovidersoffer inauthenticservicesin stepsof 10%.
Figure 7 shows a result similar to that of Figure 6. As the
numberof providers that utilize reputationtrust is high, the
transactionsuccessrate increases.As maliciousprovidersof-
fer badservicesmorefrequently, their integrationsuccessrate
decreasesprimarily becauseother peerschoosenot to utilize
servicesfrom a low reputationserviceprovider.

Next, we examinetheeffect of combiningdirect trustalong

5



0 0.2 0.4 0.6 0.8 1
0.4

0.5

0.6

0.7

0.8

0.9

1

1.1

Fraction of integrations Malicious Peers behave maliciously

In
te

gr
at

io
n 

S
uc

ce
ss

 R
at

e

R(100%),MP=25%
R(100%),MP=50%
R(100%),MP=75%
R(50%),MP=25%
R(50%),MP=50%
R(50%),MP=75%

Figure 7: Comparisonof experimentpa-
rameters'effect on reputation

0 0.2 0.4 0.6 0.8
0

0.2

0.4

0.6

0.8

1

Fraction of Malicious Peers

In
te

gr
at

io
n 

S
uc

ce
ss

 R
at

e

R(75%)+D(25%)
R(25%)+D(75%)
No Trust

Figure 8: Performancecomparisonbe-
tweenreputationbasedtrustanddirect trust
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Figure 9: Collusion experimentsI (Pop-
ulation of malicious providers varies,
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with reputationasa meansof building trust. Intuitively, per-
forming transactionswith providers that one has direct trust
with is more reliable than with thosethat one hasbuilt trust
basedon reputation.However, in a distributedwebservicein-
tegration environment, it is dif�cult for a peerto have direct
trustwith a large numberof providers. Due to this fact,while
it is clearlya betterchoiceto make transactionswith providers
thatonehasdirecttrustwith, one'strustrelationshipswith other
providersin generalshouldbecomplementedwith trustbuilt on
reputation.In Figure8, we assumedthatpeershave directtrust
with 10%of providersin thesystem.In Figure6,all thepeersin
thesystembuild trustwith othersbasedon reputationor direct
trust. In oneof theexperiments,75%of thepeersuseonly rep-
utationto build trustwhile othersusedirecttrustasa meansof
identifying trust relationships.The otherexperimentassumed
25% of the peersusedreputationtrustandthe restuseddirect
trust. Thetwo groupsof peers,namely, thepeersusingreputa-
tion trustandthoseusingdirect trust,do not overlapwith each
other. Figure6 shows that,underour model,peersusingrepu-
tation trustaremorelikely to besuccessfulin locatingreliable
servicescomparedto peersusingdirect trustonly. We canex-
plain this observationwith thepreviousargument.While peers
usingreputationtrust canevaluateall the providersin thesys-
tem,eventhoughit mayhaveerrors,peersonlyusingdirecttrust
donothaveany knowledgeaboutprovidersthatthey don't have
directtrustwith. Usingdirecttrustis mostreliablein determin-

ing theprovider with which onewish to have transactions,but
it mustbecomplementedwith reputationtrust.

We canconcludethat reputationtrust is thedominantfactor
in decidingthetransactionsuccessrate.However, therearedif-
ferencesin how oneappliesthesetwo typesof trustin evaluating
providers. Whenreputationtrust is utilized, a peerwill honor
informationaboutprovidersthat it storesthemost. In casein-
formationaboutcertainprovidersis missing,it canstill askits
neighborsfor reportson their experiencewith theprovidersof
interest. Reportsfrom reputablepeersare highly valued,and
they canbeusedto build someform of transitive trustwhenwe
utilize reputationtrust.This is not thecasewith directtrust.We
assumedthatconsumersonly sendrequeststo theprovidersthat
they have direct trustwith. Properlyderiving transitive trust is
an importantissuein a reputationmanagementsystem,but we
will leave this matterto beaddressedin thefuture.

Colluding malicious peers. For theexperimentwhich yielded
the result shown in Figure 9, total number of malicious
providersperformingcollusionwasincreasedin stepsof 10%.
Eachproviderin thecolludingcliquealwaysprovidedinauthen-
tic servicesto theconsumers.They alsoboostedthetrustvalue
of their accomplicesregardlessof their behavior, while down-
playing the trust valueof goodproviders. Theperformanceof
our trust model,comparedto experimentsfor individual mali-
ciousproviders,is visibly hit. We believe this to be a natural
phenomenon,for thecolludingclique's strategy createspitfalls
that trust systemscan fall into from time to time. Still, with
a large numberof colluding maliciousproviders, we can say
that integration successrate is fairly high. Figure 10 shows
aninterestingresult. For this experiment,fractionof malicious
providersin thesystemwas�x edto 50%.Thefractionof trans-
actionsin which maliciousprovidersoffer inauthenticservices
wasvaried,startingfrom 0%,increasingin stepsof 10%.How-
ever, in asystemwheremaliciousproviderscollude,webelieve
their attackwill bemoreeffective whenthey provide inauthen-
tic servicesintermittently. Whentheservicesarealwaysinau-
thentic,reportsonmaliciousproviders' behavior betweengood
providersandmaliciousproviderswill beentirelypolarized.If
maliciousprovidersoffer goodservicesfrequently, reportsis-
suedby goodpeersandmaliciouspeerswill have lessdiffer-
encecomparedto the previous case. We believe this may in-
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creasethe effectivenessof their attack. The systemthat fully
utilizedreputationbasedtrustsufferedthemostwhenmalicious
providersofferedauthenticservicesfor half of thetransactions,
aswe canseein Figure10. As maliciousprovidersoffer inau-
thenticservicesmorefrequently, systemsthatutilized trustsys-
tem tendto performbetter. Anotherinterestingto noteis that,
althoughgoodpeerswereableto achievehigherintegrationsuc-
cessratewhenthefractionof authenticservicesbeingprovided
washigher, it maybethecasethattheeffectivenessof malicious
providers' attackwasevenhigher. Sincethey providedauthen-
tic servicesmorefrequently, they couldgatherhighertrusteven
from goodpeers. Thus for every attemptmaliciousproviders
make to provide an inauthenticservice,goodpeersmight have
fallen for it. Malicious providersmay take advantageof this
schemeto launchattackslessfrequentlybut make goodpeers
sustainlarger damagefor eachattackthat they fall for. How-
ever, dealingwith so-calledone-timeattacksrequiresdesigning
metricsfor measuringthemagnitudeof differentattacksandis
outof scopeof this paper.

Malicious peerswith complex strategy. For experimentsto
examineif our systemcandetectmaliciousprovidersthat be-
havesmarter, wesimulatedtwo typesof strategic maliciousser-
vice providers. First type of provider's behavior togglesbe-
tween 1 and 0.4 (Type A). The behavior cycle of the other
providerwill be # 1, 0.4,0.4* (TypeB). Arithmetic meanof the
behaviors of thesetwo providerswill be 0.7 and 0.6, respec-
tively. Thethird typeof maliciousproviderswill betheonewe
havebeenusingfor thepreviousexperiments,alwaysdisplaying
maliciousbehavior. Wewill call this typeof maliciousprovider
astypeC.Theratioof threetypesof maliciousserviceproviders
in thesystemis TypeA:TypeB:TypeC=35%:35%:30%.

We testedthreetypestrust systemto seehow they handle
eachtypeof maliciousserviceproviders.Onetypeof trustsys-
tem(system�

) ) only utilized reputationbasedtrust,andweex-
pectit will not beableto copewith any kind of maliciousser-
vice providerswith complex strategy thoughit maystill detect
maliciousserviceproviderswith naivescheme.Anothertypeof
trustsystem(system�

* ) utilizespenaltyvector, but with lower
threshold(0.6).We expectit will becapableof detectingstrate-
gic maliciousserviceproviders. However, maliciousservice
providersthat areableto maintaintheir trust valueat a higher
level canstill eludethis trustsystem.Thus,we testa third trust
system(system��� ), similarto thesecondonebut usingahigher
thresholdvalueof 0.7.FromFigures11and12,wecanseethat
system��� outperformsothertwo trust systems.Comparedto
system�

* , sametrust measureswereutilized. Using a higher
thresholdwill allow thesystemto regardsmartermaliciousser-
vice providersasmalicious,andthis explainsthedifferenceof
performance.System�

* wasableto classifytypeB providers
asmalicious,but not typeA providersfor themostof thetime.
Thereis a trade-off to considerin decidingwhich thresholdto
use. If the thresholdis set too high, it may rule out most of
maliciousprovidersfrom possiblybecomingthe provider, but
it may alsoregardgoodprovidersthat have madehonestmis-
takesasmalicious. On theotherhand,usinga thresholdvalue
thatis toolow will resultin classifyingmany strategic malicious

providersasgoodones.For system�

) , it couldonly detecttype
C maliciousproviders.Both typeA andtypeB providerswere
able to deceive system�

) andinject inauthentic�les into the
systemwhile disguisedasgoodproviders.

6 RelatedWorks

Abdul-Rahmanet al. [1] proposeda model for supporting
trust in virtual communities,basedon direct experiencesand
reputation.They introducedthegeneralde�nitions of trustand
reputation,alongwith their characteristics.They usedthemto
designtheir trustmodelwhichalsohadinferencefeatures.Beth
et al. [3] employsa directedgraphwherenodesrepresentpeers
andedgesrepresenttrust relationships.The edgesareassoci-
atedwith a valuein the range[0, 1] which is quanti�ed based
onnumbersof positive/negativeexperiencesbetweenpeersthat
eachedgeconnects.Therearetwo typesof edgesbasedon the
context of thetrust. Direct trust is built on positive experiences
a peerhadwith anotherpeer. Recommendationtrustshows the
extentto which a peeris willing to acceptreportsfrom another
peeraboutexperienceswith third parties. Their formula, with
two typesof trust valuesas parameters,evaluatesthe overall
trustworthinessof a graph. Maurer's metric [12] takessimilar
approachto evaluatingthetrustworthinessof trustrelationships.
A probabilisticmodelis usedto computethe trust value. PGP
model[23] is a popularpublic-key managementsystem.It also
employsagraph,wherenodesarepublic-keysandedgesrepre-
sentrelationshipbetweenthenodes.Eachedgeis labeledwith
attributesandassociatedwith certi�cates. Theholderof a cer-
ti�cate canverify theattributesthatareboundto thekey on the
othersideof the edge. After eachnodeis authenticated,each
nodeis assigneda trustvaluewith which thetrustrelationships
amongthenodesof thegraphcanbeevaluated.

Severalreputation/trustmanagementsystemsspeci�c to dis-
tributed P2Psystemcontext have beenproposed,and Aberer
et al. [2] was the seminalwork. Their systemwasbasedon
negative feedbacks,which works in very limited casesand is
over-sensitiveto a skeweddistributionof thecommunityandto
severalmisbehaviorsof thesystem.They believedtherearein-
centivesonly for submittingfeedbackson unsatisfactorytrans-
actions.Cornellietal. [5] proposedP2PRepwhichisaprotocol,
whereall the peersin thenetwork cankeeptrack of goodand
badexperiencesaboutotherpeersit hasinteractedwith, identi-
�ed by their pseudonyms,andsharetheinformationwith other
peers.Onecanpoll aboutthereliability of prospectivesources
beforedownloadingresourcesfrom the peers. Their protocol
canbe usedto extendexisting P2Pprotocols,asdemonstrated
on top of Gnutella.Damianiet al. [6] proposeda protocolthat
hadpeerselectionschemesimilarto thatof P2PRep.EigenTrust
[9] is anotherreputationmanagementsystemfor P2Pnetworks.
Theirevaluationstemsfrom theconceptof transitivetrust,while
notdiscussingthedifferentcontextsof trustthatmaybeapplied
to infer the transitiveness.They alsoassumedtheexistenceof
a small numberof trustworthy peerswhoseopinionson other
peersare known to be trusted. More recently, therewere re-
searchesaddressingtheproblemof utilizing trustandreputation
systemsin thecontext of webserviceenvironment[7, 8, 18].
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Figure 10: CollusionexperimentsII (Mali-
ciouspeersstrategically uploadinauthentic
®les,MP=50%)

0 0.2 0.4 0.6 0.8
0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Fraction of Malicious Peers

In
te

gr
at

io
n 

S
uc

ce
ss

 R
at

e

R(100%)+P(q=0.7)
R(100%)+P(q=0.6)
R(100%)
No Trust

Figure 11: Malicious peerswith complex
strategy I (individual),MP=50%
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Figure 12: Malicious peerswith complex
strategy II (collusive),MP=50%

7 Conclusion
We have presentedan overview of our effort to build a re-

silient trust managementframework for a distributedweb ser-
vice integrationenvironment. Thereare threemain contribu-
tions in this paper. First we provided a detailedthreatmodel
focusingon representative attacksto a reputationmanagement
system.Second,we describeda resilienttrustmodelthatpro-
motestheuseof trustvectorandpenaltyvectorto computethe
trustof a serviceprovider. The trust vectoraggregatesseveral
trust measuressuchasauthenticity, servicequality, direct rec-
ommendationand indirect recommendationfrom other users.
The penaltyvectorincorporatesthe penaltymeasuresfor vari-
ousmaliciousbehaviors, includinginconsistency andmisuseof
trust. Our third contribution is presentinga setof experiment
resultsthatdemonstratetheeffectivenessof our trustmodel. In
the future, we plan to put more effort on improving the trust
usagemodel,especiallydevelopingtrust inferenceschemesin
complicatedsituations,andto deploy this modelin a realweb
serviceintegrationenvironmentto observe its practicality.
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