Securing Publish-SubscribeOverlay Sewiceswith EventGuard

Abstract.

A publish-subscribeoverlay serviceis a wide-aea com-
municationinfrastructue that enablesnformationdissemina-
tion acrossgeographically scatteed and potentiallyunlimited
numberof publishes and subscribes. A wide-area publish-
subscribe(pub-sub)systenis oftenimplementeds a collec-
tion of spatially dispamate nodescommunicatingon top of a
peerto peeroverlay network. Sud a modelpresentsmany
inherentbene tssud as scalabilityand performanceas well
aspotentialchallengessud as: (i) con dentiality & integrity,
(ii) authenticationand(iii) denial-of-servicDoS)attacks. In
this paperwe presentEventGuad for securingpub-subover
lay services.EventGuatl comprisesf two componentsThe

r stcomponents a suiteof securityguardsthat canbe seam-
lesslyplugged-intoa content-basegub-subsystem.Thesec-
ond componenis a resilient pub-subnetworkdesignthat is
capableof scalablerouting handlingmessge dropping-based
DoSattads and nodefailures. EventGuad medanismsaim
at providing security guaranteeswhile maintaining the sys-
tem's overall simplicity, scalability and performancemetrics.
We presentan implementatiorwhich showsthat EventGuad
is easilystakableon anycontent-base@ub-subcore. Finally,
our experimentalresultsshowthat EventGuad can secue a
pub-subsystenwith minimal performancepenalty
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Emeging numberinternetapplicationsrequireinforma-
tion disseminatioracrosdifferentorganizationabound-
aries heterogeneoydatforms,andalarge,dynamicpop-
ulationof publishersandsubscribersA publish-subscribe
overlayserviceis awide-areacommunicatiorinfrastruc-
ture that enablesnformation disseminatioracrossgeo-
graphically scatteredand potentially unlimited number
of publishersand subscriberg5]. A wide-areapublish-
subscribe(pub-sub)systemis often implementedas a
collectionof spatiallydisparatenodescommunicatingon
top of a peerto peeroverlay network [5]. In suchanen-
vironment,publishergpublishinformationin the form of
eventsand subscriberdhave the ability to expresstheir
interestsin an event or a patternof eventsby sending
subscriptiongo the pub-suboverlay network. The pub-
suboverlay network usescontent-basetbutingschemes
to dynamicallymatcheachpublicationagainstall active
subscriptionsandnoti es the subscriber®f an eventif
andonly if theeventmatchegheir registerednterest.

Animportantcharacteristiof pub-suboverlayservices

Intr oduction

is thedecouplingof publishersandsubscribersombined
with content-basedouting protocols,enablinga mary-
to-mary communicatiormodel. Sucha modelpresents
mary inherentbene tsaswell aspotentialrisks. Onone
hand,of oading theinformationdisseminatiortaskto the
pub-subnetwork not only improves the scalability and
the effectivenesf the pub-subsystem but alsopermits
dynamicand ne-grainedsubscriptions.

On the other hand, mary security concernsexist in
suchanervironmentregardingauthenticity con dential-
ity, integrity andavailability. For example,hov canwe
guarante¢hatonly thegenuinepublicationsaredelivered
to the subscribergpublicationauthenticity)andonly the
subscribersvho subscribge.g.,have paid)to the service
will receve publicationgmatchingtheirinterest{subscrip-
tion authentication)?How do we prevent unauthorized
modi cations of pub-submessageublicationandsub-
scriptionintegrity)? How do we perform content-based
routing without the publisherstrusting the pub-subnet-
work (publicationcon dentiality)? Cansubscriberge-
ceive publicationswithoutrevealingtheirsubscriptiongo
the pub-subnetwork (subscriptioncon dentiality)? And
how do we defendthe pub-subservicesfrom publica-
tion spammingand ooding attacks,selectve and ran-
dom messagelroppingattacks,andotherDenial of Ser
vice (DoS)attacks?

Most of theexisting researcton pub-subsystemdave
beenlargely dedicatedo the performanceand scalabil-
ity of pub-subnetworks, aswell as, the expressieness
of subscriptionmodels [5, 3, 7]. Only recently a few
researcherdiave studiedspeci ¢ security requirements
of pub-subnetworks[23], pointing out attacksthreaten-
ing messagéntegrity (unauthorizedvrites) andauthen-
ticity (fake origins)in additionto messageon dentiality
(unauthorizedeads).Unfortunately mostof the existing
secureaventdistribution protocolsfocusonly on content
con dentiality [17, 14]. Very few have devotedto devel-
oping a coherentsecurityframevork that canguardthe
pub-subsystemfrom multiple security problemsinher
entin them.

In this paper we presentEventGuad adependable
framewvork anda setof defensemechanisms$or securing
a pub-suboverlay service.EventGuardccomprisef two
components.The rst components a suite of security
guardsthat can be seamlesshplugged-intoa wide-area
content-basegub-subsystem. The secondcomponent



Figurel: BasicPub-SulSystem

is a resilient pub-subnetwork designthatis capableof

secureandyet scalablenessageouting,counteringmes-
sagedropping-base®oS attacksandnodefailures. We

alsopresenta prototypeimplementatiorof EventGuard
on top of Siena[5] to shawv that EventGuardis easily
stackableon any content-basegdub-subcore.Our exper

imentalresultsshav that EventGuardcansecurea pub-
suboverlay servicewith minimal performanceenalty

2 Preliminaries
2.1 ReferencePub-SubModel

This sectionpresent®ur referencegpub-submodelthatis

very similar to thatusedin a content-base@ub-subsys-
temlike Siena[5]. A pub-subsystemimplements ve

importantprimitives: subscribe advertise publish un-

subscribeandunadvertise Subscriberspecifytheevents
in which they areinterestedusingsubscribe Publishers
adwertisethetype of eventsthey would publishusingad-

vertise Publisherspublish eventsvia publish A sub-
scriptionremainsin effectuntil it is canceledyy a call to

unsubscribe An adwertisementemainsin effect until it

is canceledy anunadvertise

Considerthe stock quotedisseminatiorwherean ex-
ampleevent consistsof the following attributes e = hh
exchange , NYSE, hsymbol , IBMi, hprice , 123,
hvolume , 2500di . An examplesubscriptioncould con-
sist of the following constaints f = hisymbol , EQ,
IBMi, hexchange , EQ, NYSH, hprice , GT, 10Gi ,
whereE Q denotegheequalityoperatoandGT denotes
thegreaterthanoperator

As illustratedin Figurel, in awide-aregpub-subsys-
tem, publishersand subscribersare usually outsidethe
pub-subnetwork. Typically, we have a relatively small
setof known and trustedpublishersand a much larger
setof subscribers. A naturalchoicefor the topology of
a pub-subnetwork is a hierarchicaltopology (seeFig-
ure 1). Whena noden receves a subscriptionrequest
subscribe(m; f ) from nodem, it registers Iter f with

theidentity of nodem. If Iter f is notcoveredby arny
previously subscribedlters at noden thennoden for-
wardssubscribe(n; f ) to its parentnode.

Effectively, for every publisher a pub-subdissemina-
tion treeis constructedvith the publisherastheroot, the
subscriberasthe leavesandthe pub-subrouting nodes
asthe intermediatenodesof the tree. The publications,
adwertisementand unadertisementso w from theroot
(publisher)to the leaves (subscriberspf the tree. Sim-
ilarly, subscriptionsand unsubscriptionsre propagted
from the leavesto the root of the tree. Note thata node
n in thepub-subnetwork maybelongto oneor moredis-
seminationtrees. Whena noden recevesa publication
publish (e) for anevente, it useshe pub-subdissemina-
tion treeto identify all active subscriptionsvhose lters
ffq,fo, , fpg arematchedby theevente. Then,node
n forwardsevente only to thosechildrennodesf X1, X2,

, Xqd thathave subscribedor some lter f; (1 i

P)-
2.2 ThreatModel

The pub-suboverlay servicemodel comprisesof three
entities: publishers,subscribersand routing nodes. In
this section,we presentour threatmodel and the trust
assumptionshatEventGuardnakeson all theseentities.

Publishers. EventGuardassumeghat authorizedpub-
lishersare honestand publish only valid events. One
couldbuild afeedbackmechanisnwhereinthesubscribers
rank the publishersperiodically[22, 24]. Over a period
of time, subscribersvould subscribeonly to high qual-
ity publishersandthelow quality publishersvould even-
tually run out of business.However, unauthorizecpub-
lishersmay masqueadeasanauthorizedoublishersand
spamor ood thenetwork andconsequentlyhesubscribers,
with incorrector duplicatepublications,advertisements
or unadertisements.

Subscribers. EventGuardassumeshat authorizedsub-
scribersaresemi-honestConcretelywe assumeahatan
authorizedsubscribedoesnotrevealpublicationdo other
unauthorizedubscribergotherwisethiswouldbeequi-

alentto solving the digital copyrights problem). How-

ever, unauthorizedsubscribes may be curiousto obtain
information about publicationsto which they have not
subscribed. Also, subscribersnay attemptto spamor

ood the pub-subnetwork with duplicateor fake sub-
scriptionsandunsubscriptions.

Routing nodes. EventGuardassumeshatthe nodeson
the pub-sumetwork maybeuntrusted However, we also



assumehatasigni cant fractionof thepub-sumodesare
non-malicioussoasto ensurghatthepub-sutmetwork is
alive. A pub-subnetwork is aliveif it canroutemessages
and maintainingits connectyity despitethe presenceof
maliciousnodes Maliciousnodesmayeavesdop or cor-
rupt pub-submessagesoutedthroughthem. Malicious
nodesmay alsoattemptto selectvely or randomlydrop
pub-submessaged-urther maliciousnodesmayattempt
to spamor ood othernodesandsubscribers.

Finally, EventGuardassumeghat the underlyinglP-
network may not guaranteecon dentiality, integrity or
authenticity However, we assumethat the underlying
domain nameservice (DNS), the network routers,and
therelatednetworkinginfrastructurds secureandhence
cannotbesubvertedby anadwersary

Pub-subsystemgypically supporttwo levels of event
matching— topic-basedand content-based In a topic-
basednatchingschemdl], every eventis markedwith a
topic andall Iters useonly the equalityoperatonE Q).
Content-basethatchingscheme$5, 2, 3] arelayeredon
top of topic-basednatchingschemeandthey allow more
sophisticategventmatchingand Itering, e.g.,hstock
price ,GT, 100G . Dueto spaceconstraintsin thispaper
we describeEventGuardnechanismén the contet of a
topic-basegub-subsystem Interestedeadersnayrefer
to [21] for a descriptionof EventGuardtechniquesor
handlingcomplex event ltering conditionson numeric
attributesandsubject(concepthierarchies.

3 EventGuard Overview
3.1 DesignGoals

EventGuardhasfundamentallytwo setsof designgoals:
securitygoalsandperformanceayoals.

Authentication. In a pub-subsystema publication(and
adwertisementunadwertisement)s sentfrom a publisher
(sendento a subscriber(recever) throughthe pub-sub
network (channel). It is importantto make surethat all
publications(and adwertisementsunad\ertisementsare
authenticn orderto avoid spoofedpublications.On the
otherhand,subscribeauthenticityis importantwhenthe
applicationrequiresthat subscribershouldreceve only
the publicationsto which they are authorized(paid) to
accessln addition,senderauthenticationwithin the pub-
subnetwork is critical whenpub-subnodesarecompro-
mised.A compromisedhodecaninsertbogusmessages,
androutemessage arbitrarydestinations.

Con dentiality and Integrity. Con dentiality andin-

tegrity of amessagsentby apublisher(sender}o asub-
scriber(recever) is de ned with respecto the pub-sub
nodes(channel). We requirethat the pub-subnetwork
nodesor ary obsererof thepub-sutnetwork shouldnei-
therbeableto gainknowledgeaboutthe messagesouted
throughthemnor corruptthemin an undetectablenan-
ner. Concretelywe needto guaranteghreetypesof con-
dentiality andintegrity.

First,weneedpublicationcon dentiality to ensureonly
authorizedsubscriberganreadan event. We alsoneed
publicationintegrity to protectpublicationsfrom unau-
thorizedmodi cations.

Secondsubscribersnay wish to keeptheir subscrip-
tions private. Concretely the subscribewould like the
pub-sumetwork to evaluatesubscriptionlter f (pbl) with
respecto the publicationpbl without revealingf to the
pub-subnodes Further we needsubscriptiorintegrity to
safguardsubscriptionfrom unauthorizedmodi cation
whenroutingthemthroughthe pub-suboverlay:

Third, we needthepub-sulmetwork to performcontent-
basedrouting without requiring the publishersand the
subscribergo trust the network with the content. Con-
tentcon dentiality is especiallyymportantwhencontent
beingpublishedcontainsensitve information,whichthe
publishersandthe subscribersnay wish to keepa secret
from the pub-subnodes.Contentintegrity preventsmes-
sagesdn transitfrom unauthorizednodi cation by pub-
subnodes.

Availability. EventGuardrefers availability to the re-
silienceof the pub-subsystemagainstDenial of Service
(DoS) attacks. Thereare threemajor typesof DoS at-
tacks possibleon pub-subsystems: (i) ooding based
attacksattemptto ood the pub-subsystemwith large
amountof bogusandduplicatemessagegii) fake unsub-
scribe(andunad\ertise)attackattemptgo sendspurious
unsubscribgandunad\ertise)requestsfor example,if a
nodex®(6 x) sendsunsubscribe(x; f ) to nodex's par
entthenit would dery x of all eventse thatis covered
by Iter f, and(iii) selectiveor randomdroppingattack
attemptsto drop messagesitherselectvely (say based
onthe publications topic) or randomly

In additionto the securitygoals,EventGuardchastwo
importantperformanceelatedgoals.
Performance and Scalability. We requirethe Event-
Guardmechanismso scalewith the numberof nodesin
the network. In addition, EventGuardshouldadd mini-
mal performanceverheado a pub-subsystem.

Easeof Useand Simplicity. WerequirethatEventGuard



Figure2: EventGuardArchitecture

mechanismde simple and easyto deploy, operateand
administer

3.2 SystemAr chitecture

EventGuardis designedto be completelymodularand
operatentirelyabove acontent-basepub-sutcore.Fig-
ure2 shavs EventGuardsarchitectureEventGuarccom-
prisesof threecomponentsThe rst components asuite
of securityguardsthat guardthe pub-subsystemfrom

varioussecuritythreatsdiscussedh Section2.2. Thesec-
ondcomponents aresilientpub-subnetwork thatis ca-
pableof handlingnodefailuresandselectve & random
dropping-baseddoS attacks. The third componenis a
light-weight trustedmeta-servicd MS) to provide sub-
scriptionandadwertisemenservicego apub-subsystem.

Security Guards. EventGuardakesa uni ed approach
to securea pub-sunetwork. Eachsecurityguardsecures
onepub-suboperationagainstall potentialattacks.Con-
cretely EventGuardcomprisesof six guards,securing
six critical pub-suboperations:subscribeguard,adwer-
tiseguard,publishguard,unsubscribguard,unad\ertise
guardandrouting guard. Theseguardsare built on top
of threeimportantbuilding blocks:token,key andsigna-
ture. We usetokensas pseudo-namefor topicsto mit-
igate selectve droppingattacksat the pub-subnetwork
level. We protectthe con dentiality andintegrity of pub-
licationsfrom pub-subnodesandfrom unauthorizecgub-
scribersusing cryptographickeys. We protectthe pub-
subservicefrom spam, ooding basedDoS attacksand
spoofedmessagessingsignaturesWe describehethree
basicbuilding blocksin Section4.1 and discusshow to
designsecurityguardsusingthesebuilding blocksin the
restof Section4.

Resilient pub-sub network. EventGuardachieses re-
silienceto messageroppingbasedattacksby construct-
ing a network topology that is richer than the popular
tree-basedvent disseminationtopology [19]. We im-

prove the resilienceof the pub-subnetwork by modify-
ing thetreestructureto incorporatenultipleindependent
paths[20] from a publisherto its subscribers.

Trusted Meta-Sewice. EventGuardeliesonathin trusted
meta-servicdM S) to createtokensand keys for con-
trolling con dentiality of topicsandpublications.It also
createsignaturegor authenticatingubscriberandpub-
lishersand guardingthe pub-subservicefrom ooding-
basedoSattacks.Fourof the vetypesof pub-submes-
sagessubscribeunsubscribeadwertise unadwertised re-
quireM S to generataokens,keys andsignaturesHow-
ever, the mostcommonoperationspublishandrouting,
donotrequirethedirectsupporfromM S. Wedesignthe
M S with the following threeobjectivesin mind. First,
we aim at minimizing theamountof work assignedo the
M S. Keepingthe M S simpleenablesoneto ensurethat
the M S is relatively bug-freeandis thuswell-protected
from maliciousnodes. Second,we would like to limit
the numberof secretamaintainedby the M S to at most
onesmallkey. Having to maintainonly a few smallkeys
secretenablesthe M S's administratorto afford physi-
cal securityfor thosekeys in the form of, say a smart
card.Third, it shouldbe possibleto easilyreplicateM S;
the MS replicasshouldbe ableto functionindependently
withouthaving to interactwith oneanother Thisenables
meta-service$o be createdanddestryed on demando
handlevaryingload.

Theotherpotentialbene tsof supportingalight-weight
M S in the pub-subsystemsareaccountingandauditca-
pabilities. For instance,the pub-subsystemmay want
to imposea costmodelon the pub-subsystemto ensure
thatsubscriberpaythesystenfor theirsubscriptionand
publisherspay the systemfor their adwertisements Ac-
countingandpricing canbe a valuablemeangto reduce
spamin wide-arealistributedsystemsfor e.g.,mary au-
thors have proposedio condoneemail spamby associ-
ating a costwith every email [6]. Furthermorepnecan
alsoprovide auditingcapabilityattheM S to resolhe ary
accountingpr pricingrelatedissuegegardingsubscribers
andpublishers.

4 EventGuard: Security Guards

In thissectiorwe rst introducethethreebuilding blocks
usedby EventGuard:tokens,keys andsignatures.Then
we describehow EventGuardusesheseprimitivesto de-
velop six safguardsfor securingthe six importantpub-
suboperationssubscribeadvertise publish,unsubscribe,
unad\ertiseandrouting.



4.1 Tokens,Keysand Signatures

The rst building block is the conceptof pertopic to-
ken. In EventGuard publisherscan publishand adwer-
tise eventsin termsof topics. We createa tokenfor each
topic. Tokensareessentiafor protectingmessageée.g.,
subscriptionsjrom selectve droppingDoS attack.Con-
cretely by introducingtokens,nodesin the pub-subnet-
work arenotawareof thetopichnamesjnsteadhey match
and route events on the pub-subnetwork basedon to-
kensuntil theeventsultimatelyreachtheappropriatesub-
scribers.

Tokenis apseudogm for atopicname.Thereisaone-
to-onemappingbetweena topic namew andit's token
T(w). However, givenatoken T (w) it is computation-
ally infeasibleto guessthe topic namew. A subscriber
subscribegor atopic w by subscribingor its tokenwith

Iter f (w) =hopic , EQ, T(w)i, wheretopic isthe
attribute namefor topic, EQ denoteghe equality oper
ator, and T (w) denotesthe token correspondingo the
topicw.

The secondbuilding block is the conceptof pertopic
key. In anEventGuardoweredpub-subsystemkeys are
fundamentaffor achiezing con dentiality and integrity.
By encryptingmessageontentwith a secretencryption
key, we canprevent contentsof publicationsfrom unau-
thorizedreadsandwrites.

Everytopicw in the pub-subsystemhasanassociated
key K (w). TheM S is responsibldor providing K (w)
to a subscribemwhenthe subscribeisubscribegor topic
w andto publishersvhenthey adwertisefor topicw. The
encryptionkey K (w) enablesthe publisherto encrypt
eventsthatbelongto topicw. Now only alegal subscriber
to topic w would be able to decryptthe message.The
publicationof contentpbl underatopic w would be con-
structedase=h ,, »i,where ; =hopic ,T(w)i and

2=hcontent , Eg (w)(pbDi, wherecontent denotes
the attribute namefor the publishedmessage Note that
Ek (pbl) denotesthe encryptionof pbl with encryption
key K andsomesymmetrickey encryptionalgorithmE
(e.g.,DES[9] or AES [13]). The nodesin the pub-sub
systemarenot awareof keys; they would still be ableto
routeaneventbasednits token.

The third building block in EventGuardis the con-
ceptof signature.Signaturegplay a fundamentatole in
achiering messagauthenticatiormndprotectingthepub-
sub servicesfrom ooding-basedDoS attacks. Event-
Guardusesaprobabilisticsignaturealgorithmfor achies-
ing authenticity A signatureschemes probabilisticif

therearemary possiblevalid signaturegor eachmessage
and the veri cation algorithm acceptsary of the valid
signaturesas authentic. In the rst prototypeof Event-
Guard,we useElIGamal[8] asthe probabilisticsignature
algorithm.

A signatureonarny messag® usingElGamalyieldsa
tuplefr;si. Ther-componenbf the signatures guaran-
teedto be unique(with high probability). Further if the
samemessageM is signedtwice by the sameentity x,
we gettwo different,but valid EIGamalsignature®f M .
All messagesriginatingat entity x aresignedusingits
privatekey rk(x); andall its signaturesreveri ed using
its correspondingpublic key pk(x). Subscriptionsun-
subscriptions adwertisementsand unadertisementsare
signedby the M S, while publicationsare signedby its
publisher Thisensureshatmaliciousnodescannotood
the pub-subnetwork with boguspublicationsor phory
subscriptions.

Thereare at leasttwo alternatve approacheso sig-
natures. One apparentalternatve is to use keyed mes-
sageauthenticationcodes(MACs). SharedMAC keys
betweera publisherandasubscribeallow thesubscriber
to authenticatall publicationst recevves.However, there
is adilemmawith thisapproachOnonehandwe cannot
afford to give away MA C keysto pub-subnetwork nodes
sincea maliciousnodemay usethis key to ood mes-
sage®nthepub-sulmetwork. Ontheotherhand without
theseMAC keys, nodeson the pub-subnetwork would
neitherverify the authenticityof messagesor control

ooding basedDoSattacks.

Thesecondalternatve to signaturess to usea Byzan-
tine fault-tolerant(BFT) informationdisseminatiorpro-
tocol [11]. Let m denoteanupperboundon the number
of maliciousnodesn thepub-sulmetwork. Thepublisher
initiatesapublicationmessagM by sendingtto2m+ 1
seednodes. Any non-seechodeu would considerthe
messag®! authentidf andonlyif it recevedm+ liden-
tical copiesof themessag® fromm + 1 distinctnodes
in the system. Note thatif m + 1 copiesof a message
areidenticalthenatleastoneof the copy is guaranteetb
have originatedfrom a non-maliciousnode.Nodeu con-
tinuespropagtingthemessag® (usuallyby broadcast)
until all subscriberseceve themessagé . An obvious
adwantageof BFT techniquess thatit doesnot pay the
overheadf usinga PKI basedsignatureOnthe ip side
however, BFT techniquesncur much higher communi-
cationcost. ThismakesBFT techniquesuitableonly for
environmentsthat inherentlysupportbroadcastommu-



nication(e.g.,local areanetworks). For wide-areanter
net applicationslike pub-subsystemst is importantto
keepthe communicatiorcostvery low.

Wehaveintroducedokens keysandsignaturesisfun-
damentabuilding blocksof EventGuard.The next chal-
lengeis to designand constructthe six concretesafe-
guardsfor the following six essentialoperations: sub-
scribe, adwertise, publish, unsubscribepnadertise and
routing.

4.2 SubscribeGuard

Subscribeguardis designedfor achievzing subscription
authenticationsubscriptiorcon dentiality & integrity, and
preventingDoS attacksbasedon spurioussubscriptions.
Whena subscribelS wishesto subscribefor a topic w,
it sendsarequesto aM S. At this point,theM S may
actastheauthorityfor implementingacostmodelfor the
pub-subsystemand collect a subscriptionfee for every
subscription;the subscriptionfee may be dependenbn
thetopicw. Let qw) bethe original subscription|Iter
for topic w, sb(w) denotethe subscriptiorpermitissued
by M S for the subscription qw), and (w) denotethe
transformedsubscriptiormessageisedby the subscriber
S in EventGuard.

qw) = hopic ;EQ;wi
sh(w) = HK (w); T(w);sigy s(T(w)); USTS(w)i
(w) = hopic ;EQ;T(w)i;

tsig; AN Y; sigy; s (T (W))i

A constraint =mame , AN Y, value i coversanat-
tribute = hname , value i if name equalsname .
Thevaluesvalue andvalue areignoredby Sienabut
areusedby EventGuardo embedsignature$n messages.

TheM S sendsasubscriptiompermitsbh(w) to thesub-
scriberS. Thekey K (w) for topicw is derivedasK (w)
=K Hygm s)(W), whererk(M S) denotegheM S's pri-
vatekey andK Hk (w) denotesa keyed hashof string
w usinga keyed-pseudedandomfunctionK H (approx-
imatedby HMAC-MD5 [10]) anda secretkey K. The
tokenT (w) for topicw is derivedasT (w) = H (K (w)),
whereH (x) denotesa hashof stringx usinga one-way
pseudo-randorfunctionH (approximatedy MD5 [12]
or SHA1[18]). USTS(w) is anunsubscribéokengiven
to thesubscribeto enablesafeunsubscriptiorfdiscussed
later underunsubscribeyuard). Obsere thatif any two
subscribersubscribeor topic w, they getthe sameen-
cryptionkey K (w) andthesametokenT (w).

The signaturesig,\s,I s(T(w)) = hr, si is an ElGamal

signatureby theM S onthetokenT (w) in the subscrip-
tion permitsb(w) providedto subscribelS. Sincether -
componenbf the signatures alwaysunique,we usethe
r-componentf this signatureasthe subscriptioniden-
tier (sbld). This signaturesenes us three purposes.
First, it enablesnodesin the pub-subnetwork to check
the validity of a subscription. Second,we usethe sub-
scriptionidenti er (ther-componenbf the signature)o
detectduplicatesubscriptiorbasedooding attack.Note
that even if two subscribersS and S° subscribefor the
sametopicw, sigS <(T(w)) 6 sigS (T (w)) (discussed
later underrouting guard). Third, it is usedto construct
theunsubscribéokenUST (W) = K H,u 5)(r) Where
r denoteghe r-componenf the M S's signature. We
useUST S(w) to prevent DoS attacksbasedon fake un-
subscription(discussedaterunderunsubscribguard).

Uponreceving a subscriptionpermitsh(w) from the
M S, subscribefs transformsts original subscriptionl-
ter Yw) to anEventGuardsubscriptionlter (w). The
subscribelS couldthensubmit (w) to the pub-subnet-
work. Consequentlyary publicationthatincludestheto-
kenT (w) is routedto S. Notethatpub-subnodescannot
perform unauthorizedeadsor writes on a subscription
messagethus guaranteeingubscriptioncon dentiality
andintegrity.

4.3 Advertise Guard

Advertiseguardis designedor achieving adwertisement
authenticationadwertisementon dentiality & integrity,
and preventing DoS attacksbasedon bogusadertise-
ment.WhenapublisheP wishesto publisheventsunder
topic w, it sendsa requestto the M S. At this point the
M S maychagea publicationfeeto the publisherthatis
somearbitraryfunction of thetopicw. Let {w) bethe
original adwertisementlter for topic w, ad(w) denote
the adwertisementpermit given by the M S to the pub-
lisherP and (w) denotethetransformedadwertisement.

Yw) = Hpublisher ;EQ;Pi;hopic ;EQ;wi
ad(w) = hK(w); T(w);sigy s(T(w) k P k pk(P));
UAT P (w)i
(w) = hpublisher ;EQ;Pi;hok;EQ; pk(P)i;

htopic ;EQ; T(W)i;
tsig; AN Y; sighy s (T (w) k P k pk(P))i
Thekey K (w), andthetoken T (w) arecomputedn the

samemannerasthat for subscriptions. The specialto-
ken UAT P (w) is usedto prevent fake unadwertisement



basedDoS attack(discussedn unadiertise). The pub-
lisher then constructghe adwertisementlter (w) and
propagtesit to the pub-subnetwork. Note thatthe sig-
naturesig,\Fle(T(w) k P k pk(P)) tiesthe publishers
name(P) toits public-key (pk(P)). Thepublic-key pk(P)
is essentiafor the pub-subnodesandthe subscriberdo
verify theauthenticityof publications.

4.4 Publish Guard

Publishguardis designedto safegyuardthe publication
from publicationcon dentiality & integrity, publication
authenticity and DoS attacksbasedon boguspublica-
tions. Supposea publisherP wishesto publisha pub-
lication pbl undertopicswi, Wo, , Wm. Thecontent
pbl could be ary arbitrary sequencef bytesincluding
text, multimedia,andsoon. For eachtopic w;, the pub-
lisheruseghetopic'stokenT (w;) andits encryptionkey
K (w;) provided by the M S during adwertisement(see
adwertiseguard). A publicationevente is constructedas
follows. Let €2 denotethe original publicationmessage,
e denotea legal event publicationtransformedirom e°
usingtokensandcontentencryptionof publicationmes-
sages.

0 _

e’ = hipublisher ;Pi;hcontent ;pbli;
htopic ;wai; ; topic ; wii
e = hipublisher ;Pi;hcontent ; Ex, (pbli;

hopic ;T (wa)i; AT (W1); Ex (wy) (Ke)i;
htopic ;T (Wm)i; T (Wm); Ex (w,, ) (Kr)ii

Thekey K, is arandomencryptionkey generatecach
time a publisherneedgo publishanevent. P sendsthe
event e alongwith its signature,namely sigp (€). Ob-
sene thatany subscribeffor topic w; possessethe key
K (w;). An authorizedsubscribeusesthe key K (w;) to
decrypttherandomkey K ;, andusesherandomkey K,

to decryptthe publicationpbl.

Note that a publisherusesan ElGamal signatureto
sign its publications. The rst componentof the sig-
natureis usedasthe publicationidenti er (pbld). The
signaturesenestwo purposesFirst, it enablesnodesin
the pub-subnetwork to checkthe validity of a publica-
tion. Second,we usethe publicationidenti er (ther-
componenbf thesignature}o detectandcondonea DoS
attackbasedon publication ooding (discussedaterun-
derroutingguard).

4.5 UnsubscribeGuard

Unsubscribeguardis designedto prevent unauthorized
unsubscribenessagespoding of unsubscribenessages.
Whena subscribelS wishesto unsubscribdrom atopic
w, S sendsiT (w), sigy; s (T (w)), USTS(w)i totheM S.
NotethatS recei/edthesignaturesig,?,I s(T(w)) andthe
unsubscribéokenU ST S(w) whenit subscribedor topic
w. TheM S checksif sig,\s,I s(T(w)) is avalid signature
onT(w). TheM S usesthe specialtoken UST S(w) to
ensureprotectionfrom DoS attackshasedn fake unsub-
scription. TheM S checksif UST S(w) is indeedequal
to KHkw s)(sbld), wheresbld denotesthe subscrip-
tion identi er, namely the r-componenof the signature
sigy; s(T(w)). Note that the subscriberS is never re-
quiredto reveal the specialtoken UST S(w) to the pub-
subnetwork. Hence,no maliciousnodein the pub-sub
network would be able to fake an unsubscribeequest.
Moreover, theuseof UST S(w) preventssomesubscriber
S%(6 S) who hassubscribedor topic w (andthuspos-
sessesignaturesig,\s,,OS(T(w)) , tokenT (w) andkey K (w))
from unsubscribingsubscribelS from topic w. We use
Yw) to denotetheoriginalunsubscriptiomessageysb(w)
to denoteanunsubscriptiorpermitgivenby theM S and
(w) to denotethetransformedinsubscriptiomequest.

qw) = Hhopic ;EQ;wi
usb(w) = bsigm s(T(w) k sbld)i
(w) = hopic ;EQ;T(w)i;Isbld ;AN Y;sbldi

hsig; AN Y; sigu s (T (w) k sbid)i

Note that the signaturesigy s(T (w) k sbld) includes
thetoken T (w) andthe original subscriptiors identi er
sbld. SubscribeiS would unsubscribdrom topic w by
sending (w) to the pub-subnetwork. Nodesin the net-
work usethe M S's signatureto checkthe validity of
anunsubscriptiorrequestdeletethe subscriptioncorre-
spondingto sbld and usethe unsubscriptiondenti er
usbld (ther componenbf signaturesigy s(T (w) k sbid))
to detectunsubscriptionooding basedDoS attacks.

4.6 Unadvertise Guard

Unad\ertise guardis designedto prevent unauthorized
unadwertisemessagesand ooding of unadwertisemes-
sages.Whena publisherP wishesto unadiertisefor a
topic w, P sendshr (w), sig,\F}I s(T(w) k P k adld),
UAT P (w)i totheM S. Similarto thoseillustratedin un-
subscribguard theunadiertisetokenUAT P (w) is used
to preventfake unadwertisebaseddoS attack.Let  {w)
denoteheoriginal unadwertisementnessagéor topicw,



Figure3: HandlingFloodingbasedDoS attacksin
EventGuard

uad(w) denotetheunadertisemenpermitgivenby M S
and (w) denotethetransformedadwertisementequest.

Yw) = Hpublisher ;EQ;Pi;hopic ;EQ;wi
uadw) = hsigws(T(W) k P k adl d)i
(w) = hpublisher ;EQ;Pi;hopic ;EQ; T(w)i;

hadld; AN Y; adl di;
hsig; AN Y; sigm s(T(w) k P k adl d)i

The publisherP usesthe signaturesigy s(T(w) k P k

adl d) includedin theunadertisemenpermituad(w) to

createanunad\ertiserequesandsubmitit to thepub-sub
overlaynetwork. Nodesin thenetwork usetheM S'ssig-

natureto checkthevalidity of anunadertisementdelete
theadwertisementorrespondingo adl d andusetheun-

subscriptioridenti er uadl d (ther componenof signa-
turesigm s(T (w) k P k adl d)) to detectunadertisement
ooding basedDoSattacks.

4.7 Routing Guard

The pub-subnetwork nodesroutemessagebasedn to-
kens. Besidesperformingthe functionality of a regular
pub-sulnode we requirethenodego performadditional
checkso ensuresafetyfrom DoS attacks.

EventGuardequiresnodeson the pub-subnetwork to
checkfor authenticsignaturesand detectduplicatemes-
sages.With the guaranteef senderauthenticityandthe
preventionof duplicatemessagesio ooding attackcould
propagte beyond one non-maliciousnode. Figure 3 il-
lustratesthis point. In Figure 3, a maliciousnodeB 1
attemptsa ooding basedoSattackonOall its neighbor
nodes. Obsene that no invalid messagdincorrectsig-
natures)andno duplicatemessagdérom nodeB 1 would
propagte beyond the non-maliciousnodesG1l, G2, G3
and G4. More importantly noneof the nodesmarked
X would be hit by this DoS attack. Thus, by deploying
routing guardsin the pub-subnetwork, EventGuardcan
effectively isolatethe effect of ooding attacks.

We implementthe routing guardin threesteps.First,
we requirea nodeto maintainthe identi ers seenin the
last max _delay time units. Second,we augmenteach

EventGuardnessagevith a timestamphatis signedby
theM S (for adwertisementsubscriptionunad\ertisement
andunsubscriptiondr signedby the publisher(for apub-
lication). Third, a non-maliciousnodeblocksary mes-
sagdf theconditionjct tsj > max_delay is met,where
ct is the currenttime, ts is thetimestampon a message,
andmax _delay is asystemde ned parametepr the sig-
naturecheckfails.

4.8 Rekeying

Pertopic encryptionkeys (authorizationkeys) are like
capabilitiesssuedo authorizedsubscribersHencewhen
a subscribemunsubscribesthe pertopic encryptionkey
needgo bechangedindthe new key hasto becommuni-
catedto all otherauthorizedsubscribersWe obsere that
changingthe per topic encryptionkey on every unsub-
scriptioncanbevery expensve. As aresult,EventGuard
resortsto periodicrekeying.

We periodically changeall pertopic encryptionkeys
by changingrk(M S). More speci cally, we divide time
into epochsof epochtime units (say one month). All
subscriptionsand adwertisementseedto be renaved at
the beginning of every time epoch. We numberepochs
with consecutie integersstartingfrom epochnumberQ.
The secretkey usedby theM S in the T™ epochis de-
rivedfromtheprimarysecrekey rk(M S) asrk(M S; T)
=KHkms)(T). TheM S usesrk(M S; T) to replace
rk(M S) duringthe T epochfor generatingauthoriza-
tion keys. Hence|jf asubscribefS unsubscribetor topic
w in epochT, it would still be ableto readthe contents
of publicationsundertopicw till theendof epochT (but
notafterepochT) by snifng the pub-subnetwork.

Notethatrk(M S; T) is usedonly for generatingoer
topic encryptionkeys. The M S always usesthe pri-
mary secretkey rk(M S) for signing subscriptionsun-
subscriptionsadwertisementandunadwertisementsAlso,
all topic tokens,unsubscribéokensand unad\ertiseto-
kensarederived usingthe primary secretkey rk(M S).
Hence,tokensdo not changeacrossepochs. Therefore,
noneof thesubscriptiorandadwertisementsgisseminated
into thepub-sumetwork needgo bechangeaveryepoch.
Ourrekeying techniqueaequiresonly the subscriberand
the publishersto obtain new pertopic encryptionkeys
fromtheM S every epoch.Additionally, periodicrekey-
ing facilitatestheM S to bill the subscriberaindthe pub-
lishersfor the next epoch.



5 r resilientNetwork Guard

Thesix securityguardsdiscussedofar canachie/e mes-
sageauthenticity con dentiality, integrity, and protect
the pub-subnetwork from ooding-basedDoS attacks.
In addition, per topic token helpsto alleviate selectve
messagelroppingattacks. However, they areincapable
of handlingrandommessageéroppingattack.In this sec-
tion, we presentechniqueso restructurehepub-suinet-
work in way thatcaneffectively handlerandommessage
droppingbasedDoS attacks.We rst de ne ar-resilient
pub-subnetwork asfollows:

De nition r-resilientpub-subnetwork A pub-subnet-
work is saidto ber-resilient(0 < r < 1) if r 100%of
themessageareresilientto droppingattack.

Therearetwo importantdesigngoalsin constructingar -
resilientpub-subnetwork: (i) the pub-subnetwork must
beresilientto messagdroppingattacksand(ii) thecom-
municationcostshouldbe minimal. We rst discusgwo
network topologiesthat representwo extremitiesof the
spectrumandthendescribeéhe EventGuardsolution. The
rst network topologyisaa arytreetopology Thesec-
ond network topology mirrors the propa@tion scheme
usedin Byzantinefault tolerantinformation dissemina-
tion[11]. Thea arytreetopologyincursminimumcom-
municationcostbut is not resilientto messaga&ropping
attacks.Ouranalyticalestimateshaw thatthecommuni-
cationcostfor theBFT disseminatiomlgorithmis atleast
20 timesthat of a a ary tree disseminatioralgorithm.
Referto AppendixA for details. However, one should
notethatthe BFT disseminations completelyresilientto
messagelroppingattacksandis unconditionallysecue
(requiresno digital signatures).In a wide-areanetwork
with node-to-noddateng in the orderof 70ms[25], it
mightbeadvisablego limit thecommunicatiorcostwhile
toleratinga smallamountof droppedmessages.
Inthissectionwe presenther resilientnetwork guard

in two steps First, we studytheresilienceof a arytrees
towardsmessageéroppingattacks.Secondye proposea
network guardthat strikesa trade-of betweerresilience
to messagdroppingattacksandthecommunicatiorcost.

5.1 Resilienceto MessageDropping Attacks

A simplea arytree-basedetwork is highly vulnerable
to a messagalroppingattack. A publicationfrom the
publishersuccessfullyeaches subscribeonly if all the
nodeson the routing pathfrom the publisherto the sub-
scriberarenon-malicious.Let p denoteghe fraction of

Figure4: ConstructingResilientNetworks: Thick lines
representinks in thebinarytreenetwork andthe dashedines
represenadditionallinks addedo binarytreenetwork to
maleitsind = 2
nodeghataremaliciousandassuméhatmaliciousnodes
arerandomlydistributed on the network. The probabil-
ity thata publicationreaches subscribeiis Pr (succ) =
(1 p)", whereh = dlog, N S denoteghe heightof the
treeandN S denotesthe numberof subscribers.Even
whenp = 10% with h = 5 we nd that the proba-
bility that a publicationis successfuldeliveredis only
0:59. This implies that 10% malicious nodesare able
to harmabout41% of the subscribers.Oneway to in-
creasePr(sucg) is to increasea (consequentlylecrease
h). However, asa increaseghe load on the publisher
andthe nodeson the pub-subnetwork increasesthereby
harming the scalability of the system(recall that each

nodehasa childrennodes).

The key problemwith the tree-basedopologyis that
thereis only oneindependenpath from a publisherto a
subscribef20]. Informally, two pathsQ1 andQ» arein-
dependenif they shareno nodeotherthantheir source
andtheir destinationnode. If we have ind independent
pathsbetweerapublisherP andasubscribefS, thenind
maliciousnodes(one perindependenpath) could com-
pletelyblock any communicatiorbetweerP andS. The
BFT propagtionschemeausesm + 1 independenpaths
to propagtethe publicationtherebyensuringhatatleast
oneindependenpathis devoid of maliciousnodes.Note
thatusinganarbitrarypeerto-peertopologyfor the pub-
subnetwork doesnotdirectly entailthe existenceof mul-
tiple independenpaths[20].

5.2 Low CostResilient Networks

In this section,we modify aa ary treesuchthatit has
ind independenpathswhile increasinghe communica-



tion costby not more thana factorof ind (ind a).
For simplicity, we illustrate our techniqueby modifying
a binary tree network (a = 2) to yield a network with
ind = 2

Figure4 shavs the key ideabehindconstructingare-
silient eventdisseminatiometwork G2. For ary noden,
let parent(n) denotegheparentof noden andsibling (n)
denoteanimmediatdeft or right siblingof noden. Event-
Guardsresilientnetwork addsoneadditionaledgeto ev-
ery subscribeandevery nodein the system.Concretely
for every noden we add an additionaledgefrom n to
sibling (parent(n)). We now claimthattheresilientnet-
work G2 hasthefollowing property

Claim 5.1 TheresilientnetworkG? hasind = 2 inde-
pendentpathsfrom the publisherP to every subscriber
in the system.

We prove Claim 5.1 using Theorem5.2 which explic-
itly constructdwo independenpathsfrom the publisher
(root) to ary subscribe(leaf) ontheresilientnetwork.

Theorem5.2 Let Q = hP, nq, ny, , Ng, Si denote
a pathfromthe publisherP to somesubscriberS in the
original treebasedchetwork.Then,Q1 = Q andQ, = hP,

sibling(n1), sibling(ny), , sibling(ng), Si are two

independenpathsfromP to S in theresilientnetwork.

For adetailedproofof Theorenmb.2referto AppendixB.
Onecaneasilyextendthis network constructionscheme
for ary ind  a. We can constructa resilient nevork
G" py connectingverynoden to parent(n) andind
1distinctsiblingsof parent(n) (thesesiblingsindeedex-
ist sinceind  a). The proofsfor Claims5.3 and5.4
follow from Claim 5.1 and Theorem5.2. Due to space
constraintwe have omittedthemfrom this paper

Claim 5.3 TheresilientnetworkG™ hasind indepen-
dentpathsfromthepublisherP to everysubscribeiin the
system.

Claim 5.4 TheresilientnetworkG"® incurs ind times
the communicatiorcostof G1.

Asweincreasend , thecommunicatiorcostincrease®y
afactorind sinceeachmessagés multicastalongall ind
independenpaths. However, we believe thatind = 2
would sufce for mostpracticalpub-subnetworks. Let p
denotethefractionof nodeghataremalicious.Theprob-
ability that publicationreaches subscribeis Pr(succ
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=1 (1 @ phM, withp= 0:1andind = 2

we would requireh  3:66 for Pr(sucg 0:9. Fora
pub-subnetwork with eachpublisherhaving N S = 1000
subscribersas the upperbound, this would translateto

a = 7(7-arytree).Ontheotherhand,achiering thesame
level of resiliencewith ind = 1 would requireh 1

andthusa = NS. Recallthatasa increasesthe load
on the publisherand the nodeson the pub-subrouting
pathincreasesThisincreasén loadconsequentlaffects
the systems scalability Ideally, we would like to keepa

asasmallconstanwhile providing acceptableesilience
to messageroppingattackson the pub-subnetwork. In

general pur techniquecanbe employ/edto constructar -

resilientnetwork with Pr(succ) =r by carefullychoos-
ingind anda.

6 EventGuard Evaluation

We have implementedEventGuardon top of the Siena
pub-subcore[5]. We useda Java basedmplementation
of Sieng[4] andaddedeventGuardextensiondo it in the
form of anEventGuad padkage. No changesveremade
assuchto the Sienapub-subcore(e.g.,thecontent-based
routing and event matchingalgorithms). For further de-
tails on EventGuardmplementatiorreferto [21].

Cryptographic Primiti ves.Tablel providesaquickref-
erenceof the cryptographicalgorithmsusedby our im-
plementatiorof EventGuard.We useMD5 for the hash
function H, HMAC-MD5 for the keyed hashfunction
K H, 128bit AES encryptionalgorithmin cipherblock-
chainingmode (CBC) for E and512bit EIGamalalgo-
rithm for digital signatures.

We evaluateour EventGuardprototypein two steps.
We rst presentssomemicro-benchmarks quantify the
overheadof EventGuardmechanisms.Thenwe present
macro-benchmarke quantifytheperformancef theen-
tire system.We measurehangesn throughputJateng
of thepub-sutmetwork asaneffect of EventGuardnech-
anisms.We alsoquantify the effect of EventGuards re-
silienceto DoS attacks.

6.1 Micr o-Benchmarks

In this section,we analytically estimatethe amountof
computationalnd storageoverheaddue to EventGuard
onthepub-subsystem All ourmeasurementiseremade
ona900MHzIntel Pentiumlll runningRedHatLinux 9.0
usingSunJava 1.5.0. Table 1 shavs the amountof time
it takesfor executingdifferent cryptographicprimitives
usedby EventGuard. Thesetimes have beenmeasured



H MD5 2 MB/s-61MB/s
KH HMAC-MD5 1.5MB/s-49MB/s
E AES-128-CBC 10MB/s
sig ElGamal-512-sign 714Sign/s
sig | ElGamal-512-erify 588 Verify/s

Tablel: ComputationTimesfor CryptographidPrimitives
usedby EventGuard

usingthenew nanoTmemethodntroducedn J2SEL.5.0.
All reportedvalueshave beenaveragedover 1000 mea-
surementsNotethatthecomputatiortime for hashcom-
putation(MD5 andHMAC-MD5) dependson the block
size. For instance,MD5 hashescan be computedat 2
MB/s whenthe block sizeis small (16 Bytes)andabout
61 MB/s whentheblocksizeis large (1024 Bytes).

We performedan analytical estimateon the compu-
tational time for all pub-suboperations: subscriptions,
adwertisementspublications,unsubscriptiong&ind unad-
vertisementsWe analyzedhe costof theseoperationsat
all four entities:apublisherasubscriberapub-sutmode,
andtheM S. Wealsoanalyzedhemessagingndstorage
costat thesefour entities. Tables2, 3 and4 summarizes
theresultsobtainedn this section.For adetaileddiscus-
sionon EventGuardnicro-benchmarkseferto [21].

6.2 Macro-Benchmarks

In this sectionwe presentwo setsof macro-benchmarks
for EventGuardThe rst setof experimentss simulation
based. The secondset of experimentsis obtainedfrom
our prototypeimplementationof EventGuardon Siena
pub-subcore.

6.2.1 Simulation basedExperiments

In this sectionwe presenperformanceesultsfrom sim-

viation 50ms. We simulated32 publishersandN S=8K

subscribersThesubscribersvererandomlyconnectedo
oneleaf nodein the pub-subnetwork. We useddiscrete
eventsimulation[9] to simulatethepub-sumetwork. All
experimentalresultspresentedn this sectionwere aver-
agedover 5 independensimulationruns. We simulated
128topics,with the popularityof eachtopic varyingac-
cordingto a Zipf-lik e distribution [15]. Eachpublisher
publisheson 16 topics(randomlypicked from the setof
128topics)andeachsubscribesubscribegor 4 topics.

Con dentiality and Integrity. Figure5 shows thefrac-
tion of messagethatviolatetheir con dentiality andin-
tegrity guaranteesvhenin transit betweena publisher
andits subscribersith differentfractionsof malicious
nodes(p) and differentvaluesof NS (numberof sub-
scribers).We assuméhata messagéoosesits con den-
tiality andintegrity assoonasit transitsonebadnodein
the pub-subnetwork. Obsene thatwhenp is small,even
a smallincreasen p resultsin a heavy lossof message
con dentiality andintegrity. Also, asN S increasesthe
heightof the binary tree network increasesand so does
the probability that at leastone bad node appearson a
pathfrom a publisherto its subscribersOnthe contrary
EventGuardis capableof preservingthe con dentiality
andintegrity of all messagesrespectve of the number
of maliciousnodesin the system.

Flooding-basedDoS Attack. Figure6 shaws the frac-
tion of network bandwidthexpendedn ooded messages
asthefractionof maliciousnodeqp) varieswith N S=8K
subscribers.We assumehat every maliciousnodeper
formsapublication ooding-basedDoSattackattherate
of 100messageperunittime. We assumehateachpub-

ulationbasedexperimentn EventGuardFirst,we presentlisher publishesat the rate of 25 publicationsper unit

theimprovementson messageon dentiality & integrity

dueto EventGuard.Secondwe measureahe throughput
of the systemin the presencef maliciousnodes.Third,

we shov the averageload onthe M S, the publisher the
subscribemandthe nodesaswe vary the subscriptiorand
publicationrate. Fourth, we demonstratdhe resilience
of the pub-subnetwork architectureusedin EventGuard
agpinstmessageropping-base®oS attacks.

Simulation Setup. We usedGT-ITM [25] topologygen-
eratorto generatean Internettopology consistingof 4K
nodesWe linkedthesenodego form abinarytreebased
hierarchicaltopology The latenciesfor links were ob-
tainedfrom the underlyingInternettopology generated
by GT-ITM. The roundtrip timeson theselinks varied
from 24msto 184ms with mean74ms and standardde-
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time. We consideredwo cases:Caseone whereinthe
maliciousnodesareuniformly distributedthroughouthe
pub-subnetwork (EventGuard-sparsi Figure 6); and
Casetwo whereinmaliciousnodesform k clustersin the
pub-sulmetwork (EventGuard-clustek in Figure6). When
malicious nodesare clusteredtogetheron the pub-sub
network, we foundthatthelossin throughputfor Event-
Guardis relatively muchsmaller Thisis becausdvent-
Guardensureshatno ooding attackpropagtesbeyond
onenon-maliciouspub-subnode.Hence clusteredmali-
ciousnodesannotsigni cantly affectothernon-malicious
nodesin thesystem(seeFigure3).

Load. Figure 7 shaws the relative computationaload
ontheM S, the publisherthe subscriber&nda pub-sub
nodesas we vary the rate of subscriptionsunsubscrip-



M S (ms) publisher(ms) subscribefms) node(ms)
subscribe | 1:44+ 0:00117 jwj - 1:7 1:7
unsubscribe 314 - 1.7 1.7
publish - 1:4 + (jpblj + 16m) 0:0001 | 1:7 + (jpblj + 16) 0:0001 1.7
adwertise | 1:4+0:00117 jwj 1.7 - 1.7
unadertise 314 1.7 - 1:7

Table2: ComputatiorOverheadgor EventGuardOperationsw is sometopic, pblis a publication,andm denoteshe number
of topicsmarkedon messagebl

subscription(Bytes) | unsubscriptior{Bytes)

publication(Bytes)

adwertisemen{Bytes) | unadertisementBytes)

128 128

128+ 16m

128 128

Table3: MessagesizeOverheaddueto EventGuardncludingonly thosemessagesenton the pub-subnetwork: m denoteghe
numberof topicsmarked on the publication

tions and publicationskeepingthe aggreyateratea con-
stant(we do not consideradwertisemenandunadiertise-
mentcostsin this experiment).Thecomputatiorioadfor
basicoperationsvereobtainedfrom Table2. We setthe
subscriptiorrateto be equalto unsubscriptioratesoas
to ensurethatthe averagenumberof active subscriptions
in the systemis almosta constant. Note that only the
control operationson subscriptionsand unsubscriptions
involvestheM S. Hence|if apub-subnetwork is largely
dominatedby publications(which is true in mostcases)
thentherelative loadontheM S would bevery small. If
theloadonaM S is notacceptablezventGuardnecha-
nismseasilypermitsoneto addadditionalmeta-services.
The fact that the meta-serviceslo not have to interact
with one another(they sharethe private key rk(M S))
makesit possiblefor oneto build an efcient load bal-
ancingsystemto handletheM S loadandvary thenum-
berof active meta-servicesn-demand

Obsere thattheload on anoderemainsalmosta con-
stantasit depend®nly ontheaggreaterateof subscrip-
tions,unsubscriptionandpublications.Ontheotherhand,
the relative load on a publisherdecreasess the publi-
cationrate decreasesthis is becausea publisheris not
involved in subscribeand unsubscribeoperations.Sub-
scriberload is typically much smallerthanthe average
nodeload becausehe numberof publicationsdelivered
to a subscribeis very smallwhencomparedo thetotal
numberof publicationssentonthe pub-subnetwork. Re-
call thatonly thosepublicationghatmatcha subscribes
subscriptionsredeliveredto the subscriber

Selective and Random Dropping Attack. We now re-
porttheexperimentalesultsontheeffectivenesof using
anr resilient pub-subnetwork against messagedrop-
ping attacks.Our rst experimentmeasuresommunica-
tion costversusa (for ana arytreenetwork). The sec-
ondandthird experimentsneasurgéhenetwork resilience
asafunctionof p (thefractionof maliciousnodesin the
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network).

Figure8 shavs communicatiorcostfor publishingan
eventundertopic w versusN (w) for differentvaluesof
awith ind = 1, whereN (w) denoteshe numberof sub-
scribersfor topic w. Note that a resilientnetwork con-
structedby modifying ana ary treeincreaseshe com-
municationcostby afactorind (for somel < ind  a).
Hence,the communicatiorcostfor ana aryind inde-
pendentpath network canbe directly derived from Fig-
ure 8. Obsene thatthe communicatiorcostdecreaseas
a increases.Also notethata = NS (NS denoteghe
total numberof subscribers)ninimizesthe communica-
tion costbutimposesheary loadonthepublisherandthe
pub-subnodeg(loadis proportionalto a).

Figure 9 and 10 shaws the resilienceof the pub-sub
network versusp (fractionof maliciousnodes)or differ-
entvaluesof a andind respectiely. Resilienceis mea-
suredin termsof the ratio of the numberof subscribers
thatreceve aneventon topicw to N (w), averagedover
all topics. Obsene from Figure 9 thatone canimprove
resilienceby increasinga at the cost of publisherand
nodeload. Thisis equivalentto decreasinghe network's
heighth thereby makingthe network shallav andbroad.
Figure 10 shaws that one canimprove resilienceby in-
creasingind at the cost of the overall communication
cost. A carefulselectionof parametersnd anda is re-
quiredto strike a balancebetweerresilience,communi-
cationcostandpublisher/noddoad.

6.2.2 Implementation basedExperiments

In this section,we presentperformancemeasurements
from our prototypemplementatiorof EventGuardn Siena
pub-subcore.First,we presenmeasuremenntheloss
in throughputandthe increasen lateng in publications
dueto EventGuard. Second we measurehe effective-
nessof EventGuardagainst ooding basedDoSattacks.

Experimental Setup. Ourimplementatiorof EventGuard



M S (Bytes) publisher(Bytes)

subscribefBytes) | node(Bytes)

64

180peradv+ H Tgj; ¢

H Tsiz e

180persub+ HTgj; e

Table4: EventGuardStorageOverheadH Tsj; . denoteghetotal sizeof the hashtablanaintainedor detectingooding based

DoSattacksH Ts;;  is at mosta few tensof KBs)
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Figure5: Con dentiality andIntegrity

is built ontop of Sienapub-subcore. We ranthisimple-
mentationof EventGuardon eight machineseachwith
8-processoftotal of 64 processorsfs50MHz Intel Pen-
tium Il XeonprocessorsunningRedHatLinux 9.0)con-
nectedvia a high speed_AN. We instrumentedhe pub-
sub core to simulatethe wide-areanetwork delaysob-
tainedfrom the GT-ITM topologygeneratar

The pub-subnetwork consistedor one publisher 32
subscribersandoneM S, with the publisherastheroot
of thetreeandthe subscribergasleaves. We constructed
completebinary treetopologyusingdifferentnumberof
nodeg(0, 2, 6, 14, 30) andlinkedthesenodesusingopen
TCP connectiongo form the pub-subnetwork. The sub-
scriberswere uniformly distributed amongall the leaf
nodes Eachentity (publishersubscribemode,andM S)
wasrun on aseparat@rocessar

Throughput. We measuredhe throughputin termsof

themaximumnumberof publicationgpersecondhatcan
behandledy the pub-subsystenmwith andwithoutEvent-
Guard. We measuredhe maximumthroughputas fol-

lows. We engineeredhe publisherto generateublica-
tions at the rate of g publicationsper unit time. In each
run of this experiment,the rateq was x ed. We moni-

toredthe numberof outstandingpublicationsrequiredto

beprocessedt every node.If atary nodethe numberof

outstandingpublicationanonotonicallyincreasedor ve

consecutie obserations,thenwe concludethatthenode
is saturatedand the experimentaborted. We iteratively

vary g acrosddifferentexperimentalrunsto identify the
minimumvaluegmin = thr oughput suchthatsomenode
in the pub-subnetwork is saturated.

Figure 11 shavs the maximumthroughputversusthe
numberof nodesin the pub-subnetwork for EventGuard
and basic Siena. The increasein throughputwith the
numberof nodesshaws the scalability of EventGuard.

] 2L f 2L
i
£ 0 & T " : | 0
0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 05 0
Fraction of Bad Nodes

Figure6: Flooding-basedoS Attack

15 2 25 3 3.5 4
Ratio of sub to pub rate

Figure7: M S Load

Note that as the numberof nodesincreasesthe num-
ber of subscribergonnectedo oneleaf nodedecreases,
therebyincreasinghe effective throughput.However, as
the numberof nodesbecomesncreasinglylarger than
the numberof subscriberghe throughputdoesnot in-
creaseary further, sincethis simply resultsin underuti-
lized nodes.

Theprimaryoverheador EventGuardarisedueto the
veri cation of EIGamalsignaturesvhichis anexpensve
operation(1:7ms). We alsomeasuredhe overheadn the
absencef this signatureveri cation atevery nodein the
pub-subnetwork (EventGuard-nosign Figurel1l). We
foundthatthe overheadvaslesserthan5%. We arecur
rently exploring fastersignaturealgorithmsto replaceEl-
Gamal.

Latency. We measuredateny in termsof the amount
of time it takesfrom thetime instanta publicationis sent
by apublishettill thetimeit is availableto thesubscriber
(in plain-text). The lateny was measuredkeepingthe

throughputtits highest(seeFigurell). Figurel2shavs

latengy versusthe numberof nodesfor EventGuardand

basicSiena.

Obsenre that the lateny rst decreasesndthenin-
creases.nitially, asthe numberof nodesincreasesthe
numberof subscriberassignedo eacheafnodedecreases,
andsodoesthelateng. However, asthenumberof nodes
increasesurther, theheightof thedisseminatiorireealso
increases.An increasan heightby oneincursan addi-
tionallateng of 70ms(network lateng), therebyincreas-
ing the overall lateng. While the throughputalwaysim-
proves (until it saturatesyith the numberof nodes the
lateny will rst improve andthendeteriorate. Thus, a
carefulchoiceof thenumberof pub-sumodeds required
in orderto achieve highthroughputvith acceptabléaten-
cies.
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Obsene from Figure 12 that the increasein lateny
dueto EventGuardis very small. This is becausehe
wide-areanetwork latenciesare of the order of 70ms;
while the overheadaddedat every nodeby EventGuard
is aboutl-2ms.In fact,themaximumincreasen lateng
dueto EventGuards lesseithan4%.

Flooding-basedDoS Attacks. We measuredhe effect
of ooding-basedDoS attackson the throughputof the
pub-subnetwork. We picked one of the leaf nodesto
ood the pub-subnetwork. We vary f |, the rate that
whichthemaliciousnode oods messagesnthepub-sub
network. Figure13 shavs thethroughputasf | increases
bothin the presencandtheabsencef routingguard.
Obsere from Figure 13 thatin the absenceof rout-
ing guardghethroughputeterioratesrasticallywith the
injection of ooding-basedDoS attack. In comparison
EventGuardshavs a much gracefuldrop in throughput
asthe ooding ratef | increasesNote thatalthoughour
guardagainst ooding-basedDoSattacksnvolvesanex-
pensve EIGamalsignaturecheck(1:7ms),it restrictsthe
DoS attackinto a small neighborhoodsurroundingthe
maliciousnode(seeFigure3).

7 RelatedWork

Severalpub-subsystemgb, 3, 7] have beendevelopedto
provide highly scalableand e xible messagingupport
for distributed systems. Siena[5] and Gryphon[3] are
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large pub-subsystemcapableof content-avare routing.
Scribe[7] is an anorymousP2P pub-subsystem. Most
work on pub-subsystemdave focusedon performance,
scalabilityandavailability. Unfortunately very little ef-
fort hasbeenexpendedon studyingthe securityaspects
of thesesystems.

Signi cant amountof work hasbeendonein the eld
of securegroup communicationon multicast networks
(surnwey [16]). Suchsystemscanleveragesecuregroup-
basedmulticasttechniquesand group key management
techniqueso provide forwardandbackwardsecurity scal-
ability andperformance.The key problemin suchsys-
temsarisedueto the factthatIP multicastdoesnot pro-
vide ary mechanism$or preventingnon-groupmembers
to have accesgo group communication. A signi cant
restrictionwith securegroup communicatioris that the
group membershigs not as e xible asthe subscription
modelusedin pub-subsystemsln contrastEventGuard
permits e xible membershipat the granularity of sub-
scriptions. Also, EventGuardusesan overlay network
anddoesnot rely on IP multicasttechnologyprimarily
becausehe IP multicast protocol hasnot yet beende-
ployedataninternetscale.

Wanget al. [23] analyzethe securityissuesandre-
guirementsn a content-basegub-subsystem.Their pa-
peridenti es thatthegenerakecurityneedsof a pub-sub
applicationincludescon dentiality, integrity and avail-



ability. More speci cally they identify authenticatiorof

publications,integrity of publications,subscriptionin-

tegrity and serviceintegrity asthe key issues. The pa-
per presentsa detaileddescriptionof theseproblemsin

the contet of a content-basegub-subsystem,but fails
to offer ary concretesolutions. They identify thatmain-
tainingcon dentiality againstthe pub-sulnetwork nodes
fundamentallycon icts with the pub-submodel as the
pub-subnetwork routesinformation basedon dynamic
evaluationsof publicationsagainstsubscriptions Event-
Guardshavsthatin mostcasespnecanachie/e content-
basedoutingwhile still maintainingcon dentiality.

OpyrchalandPrakast14] analyzesecurdlistribution
of eventsin acontent-basepub-sumetwork fromagroup
key managemenstandpoint. They shav that previous
techniquedor dynamicgroupkey managementail in a
pub-subscenaricsinceevery event can potentially have
a differentsetof interestedsubscribers.They usea key
cachingbasedechniquehatrelieson subscriptiormpopu-
larity to reduceghenumberof encryptionsandto increase
messagehroughput. However, their approachrequires
thatthe pub-subnetwork nodes(brokers)arecompletely
trustworthy. EventGuardaimsto providing securityto the
subscribersvhile maintainingcon dentiality even from
the pub-subnetwork nodes.

8 Conclusion

We have presentedEventGuad, a security framawvork
for protectingpub-suboverlay servicesirom variousat-
tackssuchas authenticity con dentiality, integrity, and
resilienceto DoS attacks. We have describedthe two
main component®f EventGuard:(1) a suite of security
guardsthat can be seamlesslylugged-intoa wide-area
content-basedub-subsystemand(2) aresilientpub-sub
network designthatis capableof secureandyet scalable
messageouting,counteringnessageropping-base®oS
attacks. EventGuardpresentsa uni ed security frame-
work that meetsboth the securitygoal of safegguarding
the pub-suboverlay servicesfrom various attacks,and
the performanceyoal of maintainingthe systems overall
simplicity, scalabilityandperformanceWe have demon-
stratedhatEventGuards easilystackablenary content-
basedoub-subcoreby presentinga prototypeimplemen-
tationof EventGuardntop of Sieng5]. Ourexperimen-
tal evaluationsshav that EventGuardcan securea pub-
suboverlay servicewith minimal performanceenalty
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Appendix A: Communication Cost

Let N S denotethe numberof subscribersn the system
and N (w) denotethe numberof subscribersvho have
subscribedo topicw. In aa ary treenetwork, we as-
sumethat eachpublishercorresponds$o onea ary tree
and a publisheris the root of the tree, the subscribers
who have matchingsubscriptionsare the leaves of the
treeandthe pub-subnodesareintermediateslementof
thetree. The heighth of thetreeis givenby dog, N Se.
Let M " ®&(w) denotethe communicationcost(in terms
of the numberof message)f propagtinga publication
on topic w from the publisherto the subscribers.Since
the costof sendingthe publicationto ary individual sub-
scriberis lesserthanor equalto h, we obtainthe follow-
ing constraint:
MTe(w)  hN (w) 1)
Also, the publicationmessagés never requiredto tra-
verseary link of thetreemorethanonce.Hence,

i a

MTew) el =

(NS 1) 2)

Combiningthetwo constraintsl and2, we have:
MUew)  min (hN (w); %(N s 1) @

Obsenre that the maximum communicationcost for an
a arytreeoccurswhenN (w) = NS andM I &&(w) =
22(NS 1), MT58(w) is minimumwhena = NS,
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thatis, the publisheris directly connectedo all the sub-
scribers.In general asthe parameten increaseshe ex-
pectedcommunicatiorcostdecreases.

TheBFT propagtionalgorithmassumeghatthenum-
ber of maliciousnodes(m) is knovn. A non-malicious
nodeacceptsanevente asanauthenticeventif andonly
if it recevesm + 1 identical copiesof e from distinct
m + 1 nodes.n aBFT propa@tionschemeirrespectve
of the network topology(grid, tree)usedfor propagtion
eachsubscribehasto minimally recevem + 1 identical
publication messages.Hencethe communicationcost,
denotedby M °ft(w), satis es the following condition:
M P t(w)  (m+ 1)N(w). AssumingthatN S = 1000
and about10% of the nodesare malicious,m = 100,
we have M "®(w)  min (5N (w), 1332 (assuminga
4 arytree:a = 4andh = log, 1000 5and;2;NS
=1332)andM °t(w) 101N (w). Thisimpliesthatthe
communicatiorcostin ary BFT disseminatioralgorithm
would be at least20 times ( 12&'\2\5\,")“)) thea arytree
basedalgorithm.

Appendix B: IndependentPaths

Theorem8.1 Let Q = HP, ny, ny, , Ng, Si denote
a pathfromthe publisherP to somesubscriberS in the
original treebasedhetwork.Then,Q1 = Q andQ, = hP,

sibling (n4), sibling(nz), , sibling(ng), Si are two

independenpathsfromP to S in theresilientnetwork.

Proof First, we shav that the path Q, exists (path Q1
= Q existstrivially). We shaw thatforany 1 i d,
thereexists an edgefrom sibling (n;) to sibling (nj+1).
From path Q; we know that n; is the parentof node
ni+1. Hence,n; is the parentof nodesibling (nj+1).
By the constructionof our resilientnetwork, we addan
edgefrom ary noden to sibling(parent(n)). Hence,
sibling (nj+1) is connectedo sibling(n;) (since,n; =
parent(sibling (nj+1))).

Secondweshavthatfny,ny, ,ngg\ fsibling(nq),
sibling(ny), , sibling(ng)g = ;. First, for ary 1
i d, nj 6 sibling(n;j). Secondfor ary two nodesn;
andn; 1 i;j  dsuchthati 6 j, n; & n; sincethe
noden; is atdepthi from theroot, while n; is at depth
j fromtheroot(i 6 j). HencethepathsQ; andQ, are
independent. JJ



