
SecuringPublish-SubscribeOverlay Serviceswith EventGuard

Abstract.
A publish-subscribeoverlay serviceis a wide-area com-

municationinfrastructure thatenablesinformationdissemina-
tion acrossgeographicallyscatteredandpotentiallyunlimited
numberof publishers and subscribers. A wide-area publish-
subscribe(pub-sub)systemis oftenimplementedas a collec-
tion of spatially disparate nodescommunicatingon top of a
peer to peer overlay network. Such a modelpresentsmany
inherentbene�tssuch asscalabilityandperformance, aswell
aspotentialchallengessuch as: (i) con�dentiality & integrity,
(ii) authentication,and(iii) denial-of-service(DoS)attacks. In
this paperwepresentEventGuard for securingpub-subover-
lay services.EventGuard comprisesof two components.The
�r st componentis a suiteof securityguardsthat canbeseam-
lesslyplugged-intoa content-basedpub-subsystem.Thesec-
ond componentis a resilient pub-subnetworkdesignthat is
capableof scalablerouting, handlingmessagedropping-based
DoSattacks and nodefailures. EventGuard mechanismsaim
at providing securityguaranteeswhile maintaining the sys-
tem's overall simplicity, scalability and performancemetrics.
We presentan implementationwhich showsthat EventGuard
is easilystackableonanycontent-basedpub-subcore. Finally,
our experimentalresultsshowthat EventGuard can secure a
pub-subsystemwith minimalperformancepenalty.

1 Intr oduction
Emerging numberInternetapplicationsrequireinforma-
tion disseminationacrossdifferentorganizationalbound-
aries,heterogeneousplatforms,andalarge,dynamicpop-
ulationof publishersandsubscribers.A publish-subscribe
overlayserviceis awide-areacommunicationinfrastruc-
ture that enablesinformationdisseminationacrossgeo-
graphicallyscatteredand potentially unlimited number
of publishersandsubscribers[5]. A wide-areapublish-
subscribe(pub-sub)systemis often implementedas a
collectionof spatiallydisparatenodescommunicatingon
top of a peerto peeroverlaynetwork [5]. In suchanen-
vironment,publisherspublishinformationin theform of
eventsand subscribershave the ability to expresstheir
interestsin an event or a patternof eventsby sending
subscriptionsto the pub-suboverlay network. The pub-
suboverlaynetwork usescontent-basedroutingschemes
to dynamicallymatcheachpublicationagainstall active
subscriptions,andnoti�es the subscribersof an event if
andonly if theeventmatchestheir registeredinterest.

An importantcharacteristicof pub-suboverlayservices

is thedecouplingof publishersandsubscriberscombined
with content-basedrouting protocols,enablinga many-
to-many communicationmodel. Sucha modelpresents
many inherentbene�tsaswell aspotentialrisks. On one
hand,of�oading theinformationdisseminationtaskto the
pub-subnetwork not only improves the scalability and
theeffectivenessof thepub-subsystem,but alsopermits
dynamicand�ne-grainedsubscriptions.

On the other hand, many securityconcernsexist in
suchanenvironmentregardingauthenticity, con�dential-
ity, integrity andavailability. For example,how canwe
guaranteethatonly thegenuinepublicationsaredelivered
to thesubscribers(publicationauthenticity)andonly the
subscriberswhosubscribe(e.g.,havepaid)to theservice
will receivepublicationsmatchingtheirinterest(subscrip-
tion authentication)?How do we prevent unauthorized
modi�cationsof pub-submessages(publicationandsub-
scriptionintegrity)? How do we performcontent-based
routing without the publisherstrusting the pub-subnet-
work (publicationcon�dentiality)? Cansubscribersre-
ceivepublicationswithoutrevealingtheirsubscriptionsto
thepub-subnetwork (subscriptioncon�dentiality)? And
how do we defendthe pub-subservicesfrom publica-
tion spammingand �ooding attacks,selective and ran-
dommessagedroppingattacks,andotherDenialof Ser-
vice (DoS)attacks?

Mostof theexistingresearchonpub-subsystemshave
beenlargely dedicatedto the performanceandscalabil-
ity of pub-subnetworks, as well as, the expressiveness
of subscriptionmodels [5, 3, 7]. Only recently, a few
researchershave studiedspeci�c security requirements
of pub-subnetworks [23], pointingout attacksthreaten-
ing messageintegrity (unauthorizedwrites) andauthen-
ticity (fakeorigins)in additionto messagecon�dentiality
(unauthorizedreads).Unfortunately, mostof theexisting
secureeventdistribution protocolsfocusonly on content
con�dentiality [17, 14]. Very few havedevotedto devel-
oping a coherentsecurityframework that canguardthe
pub-subsystemfrom multiple securityproblemsinher-
entin them.

In this paper, we presentEventGuard � a dependable
framework andasetof defensemechanismsfor securing
apub-suboverlayservice.EventGuardcomprisesof two
components.The �rst componentis a suiteof security
guardsthat canbe seamlesslyplugged-intoa wide-area
content-basedpub-subsystem. The secondcomponent
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Figure1: BasicPub-SubSystem

is a resilientpub-subnetwork designthat is capableof
secureandyetscalablemessagerouting,counteringmes-
sagedropping-basedDoSattacksandnodefailures. We
alsopresenta prototypeimplementationof EventGuard
on top of Siena[5] to show that EventGuardis easily
stackableonany content-basedpub-subcore.Ourexper-
imentalresultsshow that EventGuardcansecurea pub-
suboverlayservicewith minimalperformancepenalty.

2 Preliminaries

2.1 ReferencePub-SubModel

Thissectionpresentsour referencepub-submodelthatis
very similar to thatusedin a content-basedpub-subsys-
tem like Siena[5]. A pub-subsystemimplements� ve
importantprimitives: subscribe, advertise, publish, un-
subscribeandunadvertise. Subscribersspecifytheevents
in which they areinterestedusingsubscribe. Publishers
advertisethetypeof eventsthey wouldpublishusingad-
vertise. Publisherspublish eventsvia publish. A sub-
scriptionremainsin effect until it is canceledby a call to
unsubscribe. An advertisementremainsin effect until it
is canceledby anunadvertise.

Considerthe stockquotedisseminationwherean ex-
ampleevent consistsof the following attributes: e = hh
exchange , NYSEi , hsymbol , IBMi , hprice , 122i ,
hvolume , 2500ii . An examplesubscriptioncouldcon-
sist of the following constraints: f = hhsymbol , EQ,
IBMi , hexchange , EQ, NYSEi , hprice , GT, 100ii ,
whereEQ denotestheequalityoperatorandGT denotes
thegreaterthanoperator.

As illustratedin Figure1, in a wide-areapub-subsys-
tem, publishersand subscribersare usually outsidethe
pub-subnetwork. Typically, we have a relatively small
set of known and trustedpublishersand a much larger
setof subscribers.A naturalchoicefor the topologyof
a pub-subnetwork is a hierarchicaltopology (seeFig-
ure 1). Whena noden receivesa subscriptionrequest
subscribe(m; f ) from nodem, it registers�lter f with

the identity of nodem. If �lter f is not coveredby any
previously subscribed�lters at noden thennoden for-
wardssubscribe(n; f ) to its parentnode.

Effectively, for every publisher, a pub-subdissemina-
tion treeis constructedwith thepublisherastheroot, the
subscribersasthe leavesandthe pub-subrouting nodes
asthe intermediatenodesof the tree. The publications,
advertisementsandunadvertisements�o w from theroot
(publisher)to the leaves(subscribers)of the tree. Sim-
ilarly, subscriptionsandunsubscriptionsarepropagated
from the leavesto the root of the tree. Note thata node
n in thepub-subnetwork maybelongto oneor moredis-
seminationtrees.Whena noden receivesa publication
publish(e) for anevente, it usesthepub-subdissemina-
tion treeto identify all active subscriptionswhose�lters
f f 1, f 2, � � � , f pg arematchedby theevente. Then,node
n forwardsevente only to thosechildrennodesf x1, x2,
� � � , xqg thathave subscribedfor some�lter f i (1 � i �
p).

2.2 Thr eatModel

The pub-suboverlay servicemodel comprisesof three
entities: publishers,subscribersand routing nodes. In
this section,we presentour threatmodel and the trust
assumptionsthatEventGuardmakesonall theseentities.
Publishers. EventGuardassumesthat authorizedpub-
lishersare honestand publish only valid events. One
couldbuild afeedbackmechanismwhereinthesubscribers
rank the publishersperiodically[22, 24]. Over a period
of time, subscriberswould subscribeonly to high qual-
ity publishersandthelow qualitypublisherswouldeven-
tually run out of business.However, unauthorizedpub-
lishersmaymasqueradeasanauthorizedpublishersand
spamor �ood thenetworkandconsequentlythesubscribers,
with incorrector duplicatepublications,advertisements
or unadvertisements.
Subscribers. EventGuardassumesthat authorizedsub-
scribersaresemi-honest. Concretely, we assumethatan
authorizedsubscriberdoesnotrevealpublicationstoother
unauthorizedsubscribers(otherwise,thiswouldbeequiv-
alent to solving the digital copyrights problem). How-
ever, unauthorizedsubscribers maybecuriousto obtain
information aboutpublicationsto which they have not
subscribed. Also, subscribersmay attemptto spamor
�ood the pub-subnetwork with duplicateor fake sub-
scriptionsandunsubscriptions.
Routing nodes. EventGuardassumesthat the nodeson
thepub-subnetwork maybeuntrusted.However, wealso
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assumethatasigni�cant fractionof thepub-subnodesare
non-malicioussoasto ensurethatthepub-subnetwork is
alive. A pub-subnetwork is alive if it canroutemessages
andmaintainingits connectivity despitethe presenceof
maliciousnodes.Maliciousnodesmayeavesdropor cor-
rupt pub-submessagesroutedthroughthem. Malicious
nodesmay alsoattemptto selectively or randomlydrop
pub-submessages.Further, maliciousnodesmayattempt
to spamor �ood othernodesandsubscribers.

Finally, EventGuardassumesthat the underlyingIP-
network may not guaranteecon�dentiality, integrity or
authenticity. However, we assumethat the underlying
domainnameservice(DNS), the network routers,and
therelatednetworking infrastructureis secure,andhence
cannotbesubvertedby anadversary.

Pub-subsystemstypically supporttwo levelsof event
matching– topic-basedand content-based. In a topic-
basedmatchingscheme[1], everyeventis markedwith a
topic andall �lters useonly theequalityoperator(EQ).
Content-basedmatchingschemes[5, 2, 3] arelayeredon
topof topic-basedmatchingschemeandthey allow more
sophisticatedeventmatchingand�ltering, e.g.,hstock
price , GT, 100i . Dueto spaceconstraints,in thispaper
we describeEventGuardmechanismsin thecontext of a
topic-basedpub-subsystem.Interestedreadersmayrefer
to [21] for a descriptionof EventGuardtechniquesfor
handlingcomplex event �ltering conditionson numeric
attributesandsubject(concept)hierarchies.

3 EventGuard Overview

3.1 DesignGoals

EventGuardhasfundamentallytwo setsof designgoals:
securitygoalsandperformancegoals.

Authentication. In a pub-subsystema publication(and
advertisement,unadvertisement)is sentfrom a publisher
(sender)to a subscriber(receiver) throughthe pub-sub
network (channel). It is importantto make surethat all
publications(andadvertisements,unadvertisements)are
authenticin orderto avoid spoofedpublications.On the
otherhand,subscriberauthenticityis importantwhenthe
applicationrequiresthatsubscribersshouldreceive only
the publicationsto which they are authorized(paid) to
access.In addition,senderauthenticationwithin thepub-
subnetwork is critical whenpub-subnodesarecompro-
mised.A compromisednodecaninsertbogusmessages,
androutemessagesto arbitrarydestinations.

Con�dentiality and Integrity . Con�dentiality and in-

tegrity of amessagesentby apublisher(sender)to asub-
scriber(receiver) is de�ned with respectto the pub-sub
nodes(channel). We requirethat the pub-subnetwork
nodesor any observerof thepub-subnetwork shouldnei-
therbeableto gainknowledgeaboutthemessagesrouted
throughthemnor corruptthemin an undetectableman-
ner. Concretely, weneedto guaranteethreetypesof con-
�dentiality andintegrity.

First,weneedpublicationcon�dentiality toensureonly
authorizedsubscriberscanreadan event. We alsoneed
publicationintegrity to protectpublicationsfrom unau-
thorizedmodi�cations.

Second,subscribersmay wish to keeptheir subscrip-
tions private. Concretely, the subscriberwould like the
pub-subnetwork toevaluatesubscription�lter f (pbl) with
respectto the publicationpbl without revealingf to the
pub-subnodes.Further, weneedsubscriptionintegrity to
safeguardsubscriptionsfrom unauthorizedmodi�cation
whenroutingthemthroughthepub-suboverlay.

Third,weneedthepub-subnetwork toperformcontent-
basedrouting without requiring the publishersand the
subscribersto trust the network with the content. Con-
tentcon�dentiality is especiallyimportantwhencontent
beingpublishedcontainssensitiveinformation,whichthe
publishersandthesubscribersmaywish to keepa secret
from thepub-subnodes.Contentintegrity preventsmes-
sagesin transit from unauthorizedmodi�cation by pub-
subnodes.
Availability . EventGuardrefers availability to the re-
silienceof thepub-subsystemagainstDenialof Service
(DoS) attacks. Thereare threemajor typesof DoS at-
tacks possibleon pub-subsystems: (i) �ooding based
attacksattemptto �ood the pub-subsystemwith large
amountof bogusandduplicatemessages,(ii) fakeunsub-
scribe(andunadvertise)attackattemptsto sendspurious
unsubscribe(andunadvertise)requests;for example,if a
nodex0 (6= x) sendsunsubscribe(x; f ) to nodex's par-
ent then it would deny x of all eventse that is covered
by �lter f , and(iii) selectiveor randomdroppingattack
attemptsto drop messageseitherselectively (say, based
on thepublication's topic)or randomly.

In additionto thesecuritygoals,EventGuardhastwo
importantperformancerelatedgoals.
Performance and Scalability. We require the Event-
Guardmechanismsto scalewith thenumberof nodesin
the network. In addition,EventGuardshouldaddmini-
malperformanceoverheadto apub-subsystem.
Easeof Useand Simplicity. WerequirethatEventGuard
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Figure2: EventGuardArchitecture

mechanismsbe simpleandeasyto deploy, operateand
administer.

3.2 SystemAr chitecture

EventGuardis designedto be completelymodularand
operatesentirelyaboveacontent-basedpub-subcore.Fig-
ure2showsEventGuard'sarchitecture.EventGuardcom-
prisesof threecomponents.The�rst componentis asuite
of securityguardsthat guardthe pub-subsystemfrom
varioussecuritythreatsdiscussedin Section2.2.Thesec-
ondcomponentis a resilientpub-subnetwork that is ca-
pableof handlingnodefailuresandselective & random
dropping-basedDoS attacks. The third componentis a
light-weight trustedmeta-service(MS) to provide sub-
scriptionandadvertisementservicesto apub-subsystem.
Security Guards. EventGuardtakesa uni�ed approach
to secureapub-subnetwork. Eachsecurityguardsecures
onepub-suboperationagainstall potentialattacks.Con-
cretely, EventGuardcomprisesof six guards,securing
six critical pub-suboperations:subscribeguard,adver-
tiseguard,publishguard,unsubscribeguard,unadvertise
guardandrouting guard. Theseguardsarebuilt on top
of threeimportantbuilding blocks:token,key andsigna-
ture. We usetokensaspseudo-namesfor topicsto mit-
igateselective droppingattacksat the pub-subnetwork
level. Weprotectthecon�dentiality andintegrity of pub-
licationsfrom pub-subnodesandfrom unauthorizedsub-
scribersusingcryptographickeys. We protectthe pub-
subservicefrom spam,�ooding basedDoS attacksand
spoofedmessagesusingsignatures.Wedescribethethree
basicbuilding blocksin Section4.1 anddiscusshow to
designsecurityguardsusingthesebuilding blocksin the
restof Section4.
Resilient pub-sub network. EventGuardachieves re-
silienceto messagedroppingbasedattacksby construct-
ing a network topology that is richer than the popular
tree-basedevent disseminationtopology [19]. We im-

prove the resilienceof the pub-subnetwork by modify-
ing thetreestructureto incorporatemultiple independent
paths[20] from apublisherto its subscribers.
TrustedMeta-Service. EventGuardreliesonathin trusted
meta-service(M S) to createtokensand keys for con-
trolling con�dentiality of topicsandpublications.It also
createssignaturesfor authenticatingsubscribersandpub-
lishersandguardingthe pub-subservicefrom �ooding-
basedDoSattacks.Fourof the� vetypesof pub-submes-
sages,subscribe,unsubscribe,advertise,unadvertised,re-
quireM S to generatetokens,keys andsignatures.How-
ever, the mostcommonoperations,publishandrouting,
donotrequirethedirectsupportfromM S. Wedesignthe
M S with the following threeobjectives in mind. First,
weaimatminimizingtheamountof work assignedto the
M S. KeepingtheM S simpleenablesoneto ensurethat
theM S is relatively bug-freeandis thuswell-protected
from maliciousnodes. Second,we would like to limit
thenumberof secretsmaintainedby theM S to at most
onesmallkey. Having to maintainonly a few smallkeys
secretenablesthe M S's administratorto afford physi-
cal security for thosekeys in the form of, say a smart
card.Third, it shouldbepossibleto easilyreplicateM S;
theMS replicasshouldbeableto functionindependently
withouthaving to interactwith oneanother. Thisenables
meta-servicesto becreatedanddestroyedon demandto
handlevaryingload.

Theotherpotentialbene�tsof supportingalight-weight
M S in thepub-subsystemsareaccountingandauditca-
pabilities. For instance,the pub-subsystemmay want
to imposea costmodelon thepub-subsystemto ensure
thatsubscriberspaythesystemfor theirsubscriptionsand
publisherspay the systemfor their advertisements.Ac-
countingandpricing canbe a valuablemeansto reduce
spamin wide-areadistributedsystems,for e.g.,many au-
thors have proposedto condoneemail spamby associ-
ating a costwith every email [6]. Furthermore,onecan
alsoprovideauditingcapabilityat theM S to resolveany
accountingor pricingrelatedissuesregardingsubscribers
andpublishers.

4 EventGuard: Security Guards
In thissectionwe�rst introducethethreebuilding blocks
usedby EventGuard:tokens,keys andsignatures.Then
wedescribehow EventGuardusestheseprimitivesto de-
velopsix safeguardsfor securingthesix importantpub-
suboperations:subscribe,advertise,publish,unsubscribe,
unadvertiseandrouting.
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4.1 Tokens,Keysand Signatures

The �rst building block is the conceptof per-topic to-
ken. In EventGuard,publisherscanpublishandadver-
tiseeventsin termsof topics.We createa tokenfor each
topic. Tokensareessentialfor protectingmessages(e.g.,
subscriptions)from selective droppingDoSattack.Con-
cretely, by introducingtokens,nodesin thepub-subnet-
workarenotawareof thetopicnames;insteadthey match
and route eventson the pub-subnetwork basedon to-
kensuntil theeventsultimatelyreachtheappropriatesub-
scribers.

Tokenisapseudonymfor atopicname.Thereisaone-
to-onemappingbetweena topic namew and it' s token
T(w). However, given a token T(w) it is computation-
ally infeasibleto guessthe topic namew. A subscriber
subscribesfor a topicw by subscribingfor its tokenwith
�lter f (w) = htopic , EQ, T(w)i , wheretopic is the
attribute namefor topic, EQ denotesthe equalityoper-
ator, and T(w) denotesthe token correspondingto the
topicw.

Thesecondbuilding block is theconceptof per-topic
key. In anEventGuardpoweredpub-subsystem,keysare
fundamentalfor achieving con�dentiality and integrity.
By encryptingmessagecontentwith a secretencryption
key, we canpreventcontentsof publicationsfrom unau-
thorizedreadsandwrites.

Every topicw in thepub-subsystemhasanassociated
key K (w). TheM S is responsiblefor providing K (w)
to a subscriberwhenthe subscribersubscribesfor topic
w andto publisherswhenthey advertisefor topicw. The
encryptionkey K (w) enablesthe publisherto encrypt
eventsthatbelongto topicw. Now onlyalegal subscriber
to topic w would be able to decryptthe message.The
publicationof contentpbl undera topicw wouldbecon-
structedase= h� 1, � 2i , where� 1 = htopic , T(w)i and
� 2 = hcontent , EK (w) (pbl)i , wherecontent denotes
the attribute namefor the publishedmessage.Note that
EK (pbl) denotesthe encryptionof pbl with encryption
key K andsomesymmetrickey encryptionalgorithmE
(e.g.,DES [9] or AES [13]). The nodesin the pub-sub
systemarenot awareof keys; they would still beableto
routeaneventbasedon its token.

The third building block in EventGuardis the con-
ceptof signature.Signaturesplay a fundamentalrole in
achieving messageauthenticationandprotectingthepub-
sub servicesfrom �ooding-basedDoS attacks. Event-
Guardusesaprobabilisticsignaturealgorithmfor achiev-
ing authenticity. A signatureschemeis probabilisticif

therearemany possiblevalid signaturesfor eachmessage
and the veri�cation algorithm acceptsany of the valid
signaturesasauthentic. In the �rst prototypeof Event-
Guard,we useElGamal[8] astheprobabilisticsignature
algorithm.

A signatureonany messageM usingElGamalyieldsa
tuplehr; si . Ther -componentof thesignatureis guaran-
teedto beunique(with high probability). Further, if the
samemessageM is signedtwice by the sameentity x,
wegettwo different,but valid ElGamalsignaturesof M .
All messagesoriginatingat entity x aresignedusingits
privatekey r k(x); andall its signaturesareveri�ed using
its correspondingpublic key pk(x). Subscriptions,un-
subscriptions,advertisementsand unadvertisementsare
signedby the M S, while publicationsaresignedby its
publisher. Thisensuresthatmaliciousnodescannot�ood
the pub-subnetwork with boguspublicationsor phony
subscriptions.

Thereare at least two alternative approachesto sig-
natures. One apparentalternative is to usekeyed mes-
sageauthenticationcodes(MACs). SharedMAC keys
betweenapublisherandasubscriberallow thesubscriber
toauthenticateall publicationsit receives.However, there
is adilemmawith thisapproach.Ononehand,wecannot
afford to giveawayMAC keys to pub-subnetwork nodes
sincea maliciousnodemay usethis key to �ood mes-
sagesonthepub-subnetwork. Ontheotherhand,without
theseMAC keys, nodeson the pub-subnetwork would
neitherverify the authenticityof messagesnor control
�ooding basedDoSattacks.

Thesecondalternative to signaturesis to useaByzan-
tine fault-tolerant(BFT) informationdisseminationpro-
tocol [11]. Let m denoteanupperboundon thenumber
of maliciousnodesin thepub-subnetwork. Thepublisher
initiatesapublicationmessageM by sendingit to 2m+ 1
seednodes. Any non-seednodeu would considerthe
messageM authenticif andonly if it receivedm+ 1 iden-
tical copiesof themessageM from m + 1 distinctnodes
in the system. Note that if m + 1 copiesof a message
areidenticalthenat leastoneof thecopy is guaranteedto
haveoriginatedfrom anon-maliciousnode.Nodeu con-
tinuespropagatingthemessageM (usuallyby broadcast)
until all subscribersreceive themessageM . An obvious
advantageof BFT techniquesis that it doesnot pay the
overheadof usingaPKI basedsignature.Onthe�ip side
however, BFT techniquesincur muchhighercommuni-
cationcost.ThismakesBFT techniquessuitableonly for
environmentsthat inherentlysupportbroadcastcommu-
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nication(e.g.,local areanetworks). For wide-areaInter-
net applicationslike pub-subsystemsit is importantto
keepthecommunicationcostvery low.

Wehaveintroducedtokens,keysandsignaturesasfun-
damentalbuilding blocksof EventGuard.Thenext chal-
lenge is to designand constructthe six concretesafe-
guardsfor the following six essentialoperations:sub-
scribe,advertise,publish, unsubscribe,unadvertiseand
routing.

4.2 SubscribeGuard

Subscribeguard is designedfor achieving subscription
authentication,subscriptioncon�dentiality & integrity, and
preventingDoSattacksbasedon spurioussubscriptions.
Whena subscriberS wishesto subscribefor a topic w,
it sendsa requestto a M S. At this point, the M S may
actastheauthorityfor implementingacostmodelfor the
pub-subsystemandcollect a subscriptionfee for every
subscription;the subscriptionfee may be dependenton
the topic w. Let � 0(w) be theoriginal subscription�lter
for topic w, sb(w) denotethesubscriptionpermit issued
by M S for thesubscription� 0(w), and� (w) denotethe
transformedsubscriptionmessageusedby thesubscriber
S in EventGuard.

� 0(w) = htopic ; EQ; wi

sb(w) = hK (w); T(w); sigS
M S(T(w)) ; USTS(w)i

� (w) = htopic ; EQ; T(w)i ;

hsig; AN Y; sigS
M S(T(w)) i

A constraint� = hname� , AN Y, value� i coversanat-
tribute � = hname� , value� i if name� equalsname� .
Thevaluesvalue� andvalue� areignoredby Siena,but
areusedbyEventGuardtoembedsignaturesin messages.

TheM S sendsasubscriptionpermitsb(w) to thesub-
scriberS. Thekey K (w) for topic w is derivedasK (w)
= K H r k(M S) (w), wherer k(M S) denotestheM S'spri-
vate key and K HK (w) denotesa keyed hashof string
w usinga keyed-pseudorandomfunctionK H (approx-
imatedby HMAC-MD5 [10]) anda secretkey K . The
tokenT(w) for topic w is derivedasT(w) = H (K (w)) ,
whereH (x) denotesa hashof stringx usinga one-way
pseudo-randomfunctionH (approximatedby MD5 [12]
or SHA1 [18]). UST S(w) is anunsubscribetokengiven
to thesubscriberto enablesafeunsubscription(discussed
later underunsubscribeguard). Observe that if any two
subscriberssubscribefor topic w, they get the sameen-
cryptionkey K (w) andthesametokenT(w).

The signaturesigS
M S(T(w)) = hr , si is an ElGamal

signatureby theM S on thetokenT(w) in thesubscrip-
tion permitsb(w) providedto subscriberS. Sincether -
componentof thesignatureis alwaysunique,we usethe
r -componentof this signatureas the subscriptioniden-
ti�er (sbId). This signatureserves us three purposes.
First, it enablesnodesin the pub-subnetwork to check
the validity of a subscription.Second,we usethe sub-
scriptionidenti�er (ther -componentof thesignature)to
detectduplicatesubscriptionbased�ooding attack.Note
that even if two subscribersS andS0 subscribefor the
sametopicw, sigS

M S(T(w)) 6= sigS0

M S(T(w)) (discussed
laterunderroutingguard). Third, it is usedto construct
theunsubscribetokenUST S(w) = K H r k(M S) (r ) where
r denotesthe r -componentof the M S's signature.We
useUSTS(w) to preventDoSattacksbasedon fake un-
subscription(discussedlaterunderunsubscribeguard).

Upon receiving a subscriptionpermit sb(w) from the
M S, subscriberS transformsits originalsubscription�l-
ter � 0(w) to anEventGuardsubscription�lter � (w). The
subscriberS couldthensubmit� (w) to thepub-subnet-
work. Consequently, any publicationthatincludestheto-
kenT(w) is routedto S. Notethatpub-subnodescannot
perform unauthorizedreadsor writes on a subscription
message,thus guaranteeingsubscriptioncon�dentiality
andintegrity.

4.3 AdvertiseGuard

Advertiseguardis designedfor achieving advertisement
authentication,advertisementcon�dentiality & integrity,
and preventing DoS attacksbasedon bogusadvertise-
ment.WhenapublisherP wishesto publisheventsunder
topic w, it sendsa requestto the M S. At this point the
M S maychargea publicationfeeto thepublisherthatis
somearbitraryfunctionof thetopic w. Let � 0(w) bethe
original advertisement�lter for topic w, ad(w) denote
the advertisementpermit given by the M S to the pub-
lisherP and� (w) denotethetransformedadvertisement.

� 0(w) = hpublisher ; EQ; Pi ; htopic ; EQ; wi

ad(w) = hK (w); T(w); sigP
M S(T(w) k P k pk(P)) ;

UAT P (w)i

� (w) = hpublisher ; EQ; Pi ; hpk; EQ; pk(P)i ;

htopic ; EQ; T(w)i ;

hsig; AN Y; sigP
M S(T(w) k P k pk(P)) i

Thekey K (w), andthetokenT(w) arecomputedin the
samemanneras that for subscriptions.The specialto-
ken UAT P (w) is usedto prevent fake unadvertisement

6



basedDoS attack(discussedin unadvertise). The pub-
lisher thenconstructsthe advertisement�lter � (w) and
propagatesit to thepub-subnetwork. Note that thesig-
naturesigP

M S(T(w) k P k pk(P)) ties the publisher's
name(P) to itspublic-key (pk(P)). Thepublic-key pk(P)
is essentialfor thepub-subnodesandthesubscribersto
verify theauthenticityof publications.

4.4 Publish Guard

Publishguard is designedto safeguard the publication
from publicationcon�dentiality & integrity, publication
authenticity, and DoS attacksbasedon boguspublica-
tions. Supposea publisherP wishesto publisha pub-
lication pbl undertopicsw1, w2, � � � , wm . The content
pbl could be any arbitrary sequenceof bytesincluding
text, multimedia,andsoon. For eachtopic wi , thepub-
lisherusesthetopic's tokenT(wi ) andits encryptionkey
K (wi ) provided by the M S during advertisement(see
advertiseguard).A publicationevente is constructedas
follows. Let e0 denotetheoriginal publicationmessage,
e denotea legal event publicationtransformedfrom e0

usingtokensandcontentencryptionof publicationmes-
sages.

e0 = hhpublisher ; P i ; hcontent ; pbli ;

htopic ; w1i ; � � � ; htopic ; wm ii

e = hhpublisher ; P i ; hcontent ; EK r (pbl)i ;

htopic ; T(w1)i ; hT(w1); EK (w1 ) (K r )i ; � � � ;

htopic ; T(wm )i ; hT(wm ); EK (wm ) (K r )ii

The key K r is a randomencryptionkey generatedeach
time a publisherneedsto publishanevent. P sendsthe
event e alongwith its signature,namely, sigP (e). Ob-
serve that any subscriberfor topic wi possessesthe key
K (wi ). An authorizedsubscriberusesthekey K (wi ) to
decrypttherandomkey K r , andusestherandomkey K r

to decryptthepublicationpbl.
Note that a publisherusesan ElGamalsignatureto

sign its publications. The �rst componentof the sig-
natureis usedas the publicationidenti�er (pbId). The
signatureservestwo purposes.First, it enablesnodesin
the pub-subnetwork to checkthe validity of a publica-
tion. Second,we usethe publication identi�er (the r -
componentof thesignature)to detectandcondoneaDoS
attackbasedon publication�ooding (discussedlaterun-
derroutingguard).

4.5 UnsubscribeGuard

Unsubscribeguardis designedto prevent unauthorized
unsubscribemessages,�ooding of unsubscribemessages.
Whena subscriberS wishesto unsubscribefrom a topic
w, S sendshT(w), sigS

M S(T(w)) , USTS(w)i to theM S.
NotethatS receivedthesignaturesigS

M S(T(w)) andthe
unsubscribetokenUST S(w) whenit subscribedfor topic
w. TheM S checksif sigS

M S(T(w)) is a valid signature
on T(w). The M S usesthe specialtoken UST S(w) to
ensureprotectionfrom DoSattacksbasedonfakeunsub-
scription. TheM S checksif UST S(w) is indeedequal
to K H r k(M S) (sbId), wheresbId denotesthe subscrip-
tion identi�er, namely, ther -componentof thesignature
sigS

M S(T(w)) . Note that the subscriberS is never re-
quiredto reveal thespecialtokenUST S(w) to thepub-
subnetwork. Hence,no maliciousnodein the pub-sub
network would be able to fake an unsubscriberequest.
Moreover, theuseof UST S(w) preventssomesubscriber
S0 (6= S) who hassubscribedfor topic w (andthuspos-
sessessignaturesigS0

M S(T(w)) , tokenT(w) andkey K (w))
from unsubscribingsubscriberS from topic w. We use
� 0(w) todenotetheoriginalunsubscriptionmessage,usb(w)
to denoteanunsubscriptionpermitgivenby theM S and
� (w) to denotethetransformedunsubscriptionrequest.

� 0(w) = htopic ; EQ; wi

usb(w) = hsigM S(T(w) k sbId)i

� (w) = htopic ; EQ; T(w)i ; hsbId ; AN Y; sbIdi

hsig; AN Y; sigM S(T(w) k sbId)i

Note that the signaturesigM S(T(w) k sbId) includes
the tokenT(w) andtheoriginal subscription's identi�er
sbId. SubscriberS would unsubscribefrom topic w by
sending� (w) to thepub-subnetwork. Nodesin thenet-
work use the M S's signatureto check the validity of
an unsubscriptionrequest,deletethe subscriptioncorre-
spondingto sbId and use the unsubscriptionidenti�er
usbId (ther componentof signaturesigM S(T(w) k sbId))
to detectunsubscription�ooding basedDoSattacks.

4.6 UnadvertiseGuard

Unadvertiseguard is designedto prevent unauthorized
unadvertisemessages,and�ooding of unadvertisemes-
sages.Whena publisherP wishesto unadvertisefor a
topic w, P sendshT(w), sigP

M S(T(w) k P k adI d),
UAT P (w)i to theM S. Similarto thoseillustratedin un-
subscribeguard,theunadvertisetokenUAT P (w) is used
to prevent fake unadvertisebasedDoSattack.Let � 0(w)
denotetheoriginalunadvertisementmessagefor topicw,
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Figure3: HandlingFloodingbasedDoSattacksin
EventGuard

uad(w) denotetheunadvertisementpermitgivenby M S
and� (w) denotethetransformedadvertisementrequest.

� 0(w) = hpublisher ; EQ; Pi ; htopic ; EQ; wi

uad(w) = hsigM S(T(w) k P k adI d)i

� (w) = hpublisher ; EQ; Pi ; htopic ; EQ; T(w)i ;

hadId ; AN Y; adI di ;

hsig; AN Y; sigM S(T(w) k P k adI d)i

ThepublisherP usesthesignaturesigM S(T(w) k P k
adI d) includedin theunadvertisementpermituad(w) to
createanunadvertiserequestandsubmitit to thepub-sub
overlaynetwork. Nodesin thenetwork usetheM S'ssig-
natureto checkthevalidity of anunadvertisement,delete
theadvertisementcorrespondingto adI d andusetheun-
subscriptionidenti�er uadI d (ther componentof signa-
turesigM S(T(w) k P k adI d)) to detectunadvertisement
�ooding basedDoSattacks.

4.7 Routing Guard

Thepub-subnetwork nodesroutemessagesbasedon to-
kens. Besidesperformingthe functionality of a regular
pub-subnode,werequirethenodesto performadditional
checksto ensuresafetyfrom DoSattacks.

EventGuardrequiresnodeson thepub-subnetwork to
checkfor authenticsignaturesanddetectduplicatemes-
sages.With theguaranteeof senderauthenticityandthe
preventionof duplicatemessages,no�ooding attackcould
propagatebeyond onenon-maliciousnode. Figure3 il-
lustratesthis point. In Figure 3, a maliciousnodeB 1
attemptsa �ooding basedDoSattackon0all its neighbor
nodes. Observe that no invalid message(incorrectsig-
natures)andno duplicatemessagefrom nodeB 1 would
propagatebeyond the non-maliciousnodesG1, G2, G3
and G4. More importantly, noneof the nodesmarked
X would behit by this DoSattack. Thus,by deploying
routing guardsin the pub-subnetwork, EventGuardcan
effectively isolatetheeffectof �ooding attacks.

We implementthe routingguardin threesteps.First,
we requirea nodeto maintainthe identi�ers seenin the
last max delay time units. Second,we augmenteach

EventGuardmessagewith a timestampthat is signedby
theM S (for advertisement,subscription,unadvertisement
andunsubscription)or signedby thepublisher(for apub-
lication). Third, a non-maliciousnodeblocksany mes-
sageif theconditionjct � tsj > max delay is met,where
ct is thecurrenttime, ts is the timestampon a message,
andmax delay is asystemde�ned parameteror thesig-
naturecheckfails.

4.8 Rekeying

Per-topic encryptionkeys (authorizationkeys) are like
capabilitiesissuedtoauthorizedsubscribers.Hence,when
a subscriberunsubscribes,the per-topic encryptionkey
needsto bechangedandthenew key hasto becommuni-
catedto all otherauthorizedsubscribers.Weobservethat
changingthe per topic encryptionkey on every unsub-
scriptioncanbevery expensive. As a result,EventGuard
resortsto periodicrekeying.

We periodicallychangeall per-topic encryptionkeys
by changingr k(M S). More speci�cally, we divide time
into epochsof epochtime units (say, one month). All
subscriptionsandadvertisementsneedto be renewed at
the beginning of every time epoch. We numberepochs
with consecutive integersstartingfrom epochnumber0.
The secretkey usedby the M S in the T th epochis de-
rivedfromtheprimarysecretkey r k(M S) asr k(M S; T)
= K H r k(M S) (T). The M S usesr k(M S; T) to replace
r k(M S) during theT th epochfor generatingauthoriza-
tion keys. Hence,if asubscriberS unsubscribesfor topic
w in epochT, it would still beableto readthecontents
of publicationsundertopicw till theendof epochT (but
notafterepochT) by snif�ng thepub-subnetwork.

Notethat r k(M S; T) is usedonly for generatingper-
topic encryptionkeys. The M S always usesthe pri-
mary secretkey r k(M S) for signingsubscriptions,un-
subscriptions,advertisementsandunadvertisements.Also,
all topic tokens,unsubscribetokensandunadvertiseto-
kensarederived usingthe primary secretkey r k(M S).
Hence,tokensdo not changeacrossepochs.Therefore,
noneof thesubscriptionandadvertisementsdisseminated
into thepub-subnetworkneedstobechangedeveryepoch.
Our rekeying techniquerequiresonly thesubscribersand
the publishersto obtain new per-topic encryptionkeys
from theM S every epoch.Additionally, periodicrekey-
ing facilitatestheM S to bill thesubscribersandthepub-
lishersfor thenext epoch.
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5 r � resilientNetwork Guard
Thesix securityguardsdiscussedsofarcanachievemes-
sageauthenticity, con�dentiality, integrity, and protect
the pub-subnetwork from �ooding-basedDoS attacks.
In addition, per topic token helpsto alleviate selective
messagedroppingattacks.However, they areincapable
of handlingrandommessagedroppingattack.In thissec-
tion,wepresenttechniquesto restructurethepub-subnet-
work in way thatcaneffectively handlerandommessage
droppingbasedDoSattacks.We �rst de�ne a r -resilient
pub-subnetwork asfollows:

De�nition r -resilientpub-subnetwork: A pub-subnet-
work is saidto ber -resilient(0 < r < 1) if r � 100%of
themessagesareresilientto droppingattack.

Therearetwo importantdesigngoalsin constructingar -
resilientpub-subnetwork: (i) thepub-subnetwork must
beresilientto messagedroppingattacks,and(ii) thecom-
municationcostshouldbeminimal. We �rst discusstwo
network topologiesthat representtwo extremitiesof the
spectrumandthendescribetheEventGuardsolution.The
�rst network topologyis aa� ary treetopology. Thesec-
ond network topology mirrors the propagation scheme
usedin Byzantinefault tolerantinformationdissemina-
tion [11]. Thea� arytreetopologyincursminimumcom-
municationcostbut is not resilientto messagedropping
attacks.Ouranalyticalestimatesshow thatthecommuni-
cationcostfor theBFT disseminationalgorithmis atleast
20 times that of a a� ary tree disseminationalgorithm.
Refer to AppendixA for details. However, oneshould
notethattheBFT disseminationis completelyresilientto
messagedroppingattacksandis unconditionallysecure
(requiresno digital signatures).In a wide-areanetwork
with node-to-nodelatency in the orderof 70ms[25], it
mightbeadvisableto limit thecommunicationcostwhile
toleratingasmallamountof droppedmessages.

In thissection,wepresentther � resilientnetworkguard
in two steps.First,westudytheresilienceof a� ary trees
towardsmessagedroppingattacks.Second,weproposea
network guardthatstrikesa trade-off betweenresilience
to messagedroppingattacksandthecommunicationcost.

5.1 Resilienceto MessageDropping Attacks

A simplea� ary tree-basednetwork is highly vulnerable
to a messagedroppingattack. A publicationfrom the
publishersuccessfullyreachesasubscriberonly if all the
nodeson theroutingpathfrom thepublisherto thesub-
scriberarenon-malicious.Let p denotesthe fraction of

Figure4: ConstructingResilientNetworks: Thick lines
representlinks in thebinarytreenetwork andthedashedlines

representadditionallinks addedto binarytreenetwork to
make its ind = 2

nodesthataremaliciousandassumethatmaliciousnodes
arerandomlydistributedon the network. The probabil-
ity thata publicationreachesa subscriberis Pr (succ) =
(1 � p)h , whereh = d loga N S denotestheheightof the
tree and N S denotesthe numberof subscribers.Even
when p = 10%, with h = 5 we �nd that the proba-
bility that a publication is successfuldelivered is only
0:59. This implies that 10% maliciousnodesare able
to harmabout41% of the subscribers.Oneway to in-
creasePr (succ) is to increasea (consequentlydecrease
h). However, as a increasesthe load on the publisher
andthenodeson thepub-subnetwork increases,thereby
harming the scalability of the system(recall that each
nodehasa childrennodes).

The key problemwith the tree-basedtopologyis that
thereis only oneindependentpath from a publisherto a
subscriber[20]. Informally, two pathsQ1 andQ2 arein-
dependentif they shareno nodeother thantheir source
andtheir destinationnode. If we have ind independent
pathsbetweenapublisherP andasubscriberS, thenind
maliciousnodes(oneper independentpath)could com-
pletelyblock any communicationbetweenP andS. The
BFT propagationschemeusesm + 1 independentpaths
to propagatethepublicationtherebyensuringthatat least
oneindependentpathis devoid of maliciousnodes.Note
thatusinganarbitrarypeer-to-peertopologyfor thepub-
subnetwork doesnotdirectlyentailtheexistenceof mul-
tiple independentpaths[20].

5.2 Low CostResilientNetworks

In this section,we modify a a� ary treesuchthat it has
ind independentpathswhile increasingthecommunica-
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tion cost by not more than a factor of ind (ind � a).
For simplicity, we illustrateour techniqueby modifying
a binary treenetwork (a = 2) to yield a network with
ind = 2.

Figure4 shows thekey ideabehindconstructinga re-
silient eventdisseminationnetwork G2. For any noden,
let parent(n) denotetheparentof noden andsibling(n)
denoteanimmediateleft or rightsiblingof noden. Event-
Guard's resilientnetwork addsoneadditionaledgeto ev-
ery subscriberandevery nodein thesystem.Concretely,
for every noden we add an additionaledgefrom n to
sibling(parent(n)) . Wenow claimthattheresilientnet-
work G2 hasthefollowing property.

Claim 5.1 TheresilientnetworkG2 hasind = 2 inde-
pendentpathsfrom the publisherP to every subscriber
in thesystem.

We prove Claim 5.1 using Theorem5.2 which explic-
itly constructstwo independentpathsfrom thepublisher
(root) to any subscriber(leaf)on theresilientnetwork.

Theorem5.2 Let Q = hP, n1, n2, � � � , nd, Si denote
a pathfromthepublisherP to somesubscriberS in the
original treebasednetwork.Then,Q1 = Q andQ2 = hP,
sibling(n1), sibling(n2), � � � , sibling(nd), Si are two
independentpathsfromP to S in theresilientnetwork.

For adetailedproofof Theorem5.2referto AppendixB.
Onecaneasilyextendthis network constructionscheme
for any ind � a. We can constructa resilient nework
Gind by connectingeverynoden to parent(n) andind �
1 distinctsiblingsof parent(n) (thesesiblingsindeedex-
ist sinceind � a). The proofs for Claims 5.3 and 5.4
follow from Claim 5.1 andTheorem5.2. Due to space
constraint,wehaveomittedthemfrom thispaper.

Claim 5.3 TheresilientnetworkGind hasind indepen-
dentpathsfromthepublisherP to everysubscriberin the
system.

Claim 5.4 TheresilientnetworkGind incurs ind times
thecommunicationcostof G1.

As weincreaseind , thecommunicationcostincreasesby
afactorind sinceeachmessageis multicastalongall ind
independentpaths. However, we believe that ind = 2
wouldsuf�ce for mostpracticalpub-subnetworks.Let p
denotethefractionof nodesthataremalicious.Theprob-
ability thatpublicationreachesa subscriberis Pr (succ)

= 1 � (1 � (1 � p)h) ind . With p = 0:1 and ind = 2
we would requireh � 3:66 for Pr (succ) � 0:9. For a
pub-subnetwork with eachpublisherhaving N S = 1000
subscribersas the upperbound,this would translateto
a = 7 (7-arytree).Ontheotherhand,achieving thesame
level of resiliencewith ind = 1 would requireh � 1
andthusa = N S. Recall that asa increases,the load
on the publisherand the nodeson the pub-subrouting
pathincreases.This increasein loadconsequentlyaffects
thesystem's scalability. Ideally, we would like to keepa
asa smallconstantwhile providing acceptableresilience
to messagedroppingattackson thepub-subnetwork. In
general,our techniquecanbeemployedto constructa r -
resilientnetwork with Pr (succ) = r by carefullychoos-
ing ind anda.

6 EventGuard Evaluation
We have implementedEventGuardon top of the Siena
pub-subcore[5]. We useda Java basedimplementation
of Siena[4] andaddedEventGuardextensionsto it in the
form of anEventGuard package. No changesweremade
assuchto theSienapub-subcore(e.g.,thecontent-based
routingandeventmatchingalgorithms).For furtherde-
tailsonEventGuardimplementationreferto [21].
Cryptographic Primiti ves.Table1 providesaquickref-
erenceof the cryptographicalgorithmsusedby our im-
plementationof EventGuard.We useMD5 for thehash
function H , HMAC-MD5 for the keyed hashfunction
K H , 128bit AES encryptionalgorithmin cipher-block-
chainingmode(CBC) for E and512bit ElGamalalgo-
rithm for digital signatures.

We evaluateour EventGuardprototypein two steps.
We �rst presentsomemicro-benchmarksto quantify the
overheadof EventGuardmechanisms.Thenwe present
macro-benchmarkstoquantifytheperformanceof theen-
tire system.We measurechangesin throughput,latency
of thepub-subnetwork asaneffectof EventGuardmech-
anisms.We alsoquantify theeffect of EventGuard's re-
silienceto DoSattacks.

6.1 Micr o-Benchmarks

In this section,we analytically estimatethe amountof
computationalandstorageoverheaddueto EventGuard
onthepub-subsystem.All ourmeasurementsweremade
ona900MHzIntelPentiumIII runningRedHatLinux 9.0
usingSunJava 1.5.0. Table1 shows theamountof time
it takes for executingdifferentcryptographicprimitives
usedby EventGuard.Thesetimeshave beenmeasured
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H MD5 2 MB/s-61MB/s
K H HMAC-MD5 1.5MB/s-49MB/s
E AES-128-CBC 10MB/s
sig ElGamal-512-sign 714Sign/s
sig ElGamal-512-verify 588Verify/s

Table1: ComputationTimesfor CryptographicPrimitives
usedby EventGuard

usingthenew nanoTimemethodintroducedin J2SE1.5.0.
All reportedvalueshave beenaveragedover 1000mea-
surements.Notethatthecomputationtimefor hashcom-
putation(MD5 andHMAC-MD5) dependson theblock
size. For instance,MD5 hashescan be computedat 2
MB/s whentheblock sizeis small (16 Bytes)andabout
61MB/s whentheblocksizeis large(1024Bytes).

We performedan analyticalestimateon the compu-
tational time for all pub-suboperations:subscriptions,
advertisements,publications,unsubscriptionsandunad-
vertisements.Weanalyzedthecostof theseoperationsat
all four entities:apublisher, asubscriber, apub-subnode,
andtheM S. Wealsoanalyzedthemessagingandstorage
costat thesefour entities.Tables2, 3 and4 summarizes
theresultsobtainedin this section.For a detaileddiscus-
siononEventGuardmicro-benchmarksreferto [21].

6.2 Macro-Benchmarks

In thissection,wepresenttwo setsof macro-benchmarks
for EventGuard.The�rst setof experimentsis simulation
based.The secondsetof experimentsis obtainedfrom
our prototypeimplementationof EventGuardon Siena
pub-subcore.

6.2.1 Simulation basedExperiments

In thissection,wepresentperformanceresultsfrom sim-
ulationbasedexperimentsonEventGuard.First,wepresent
theimprovementsonmessagecon�dentiality & integrity
dueto EventGuard.Second,we measurethethroughput
of thesystemin thepresenceof maliciousnodes.Third,
we show theaverageloadon theM S, thepublisher, the
subscriberandthenodesaswe vary thesubscriptionand
publicationrate. Fourth, we demonstratethe resilience
of thepub-subnetwork architectureusedin EventGuard
againstmessagedropping-basedDoSattacks.

Simulation Setup.WeusedGT-ITM [25] topologygen-
eratorto generatean Internettopologyconsistingof 4K
nodes.We linkedthesenodesto form abinarytreebased
hierarchicaltopology. The latenciesfor links wereob-
tainedfrom the underlyingInternettopology generated
by GT-ITM. The roundtrip timeson theselinks varied
from 24ms to 184ms with mean74ms andstandardde-

viation 50ms. We simulated32 publishersandN S=8K
subscribers.Thesubscriberswererandomlyconnectedto
oneleaf nodein thepub-subnetwork. We useddiscrete
eventsimulation[9] to simulatethepub-subnetwork. All
experimentalresultspresentedin this sectionwereaver-
agedover 5 independentsimulationruns. We simulated
128topics,with thepopularityof eachtopic varyingac-
cording to a Zipf-lik e distribution [15]. Eachpublisher
publisheson 16 topics(randomlypicked from thesetof
128topics)andeachsubscribersubscribesfor 4 topics.

Con�dentiality and Integrity . Figure5 shows thefrac-
tion of messagesthatviolatetheir con�dentiality andin-
tegrity guaranteeswhen in transit betweena publisher
and its subscriberswith different fractionsof malicious
nodes(p) and different valuesof N S (numberof sub-
scribers).We assumethata messageloosesits con�den-
tiality andintegrity assoonasit transitsonebadnodein
thepub-subnetwork. Observe thatwhenp is small,even
a small increasein p resultsin a heavy lossof message
con�dentiality andintegrity. Also, asN S increases,the
heightof the binary treenetwork increasesandso does
the probability that at leastone bad nodeappearson a
pathfrom a publisherto its subscribers.On thecontrary,
EventGuardis capableof preservingthe con�dentiality
andintegrity of all messagesirrespective of the number
of maliciousnodesin thesystem.

Flooding-basedDoS Attack. Figure6 shows the frac-
tionof networkbandwidthexpendedon�ooded messages
asthefractionof maliciousnodes(p) varieswith N S=8K
subscribers.We assumethat every maliciousnodeper-
formsapublication�ooding-basedDoSattackat therate
of 100messagesperunit time. Weassumethateachpub-
lisher publishesat the rate of 25 publicationsper unit
time. We consideredtwo cases:Caseonewhereinthe
maliciousnodesareuniformly distributedthroughoutthe
pub-subnetwork (EventGuard-sparsein Figure 6); and
Casetwo whereinmaliciousnodesform k clustersin the
pub-subnetwork (EventGuard-cluster-k in Figure6). When
malicious nodesare clusteredtogetheron the pub-sub
network, we foundthat thelossin throughputfor Event-
Guardis relatively muchsmaller. This is becauseEvent-
Guardensuresthatno �ooding attackpropagatesbeyond
onenon-maliciouspub-subnode.Hence,clusteredmali-
ciousnodescannotsigni�cantly affectothernon-malicious
nodesin thesystem(seeFigure3).

Load. Figure 7 shows the relative computationalload
on theM S, thepublisher, thesubscribersanda pub-sub
nodesaswe vary the rateof subscriptions,unsubscrip-
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M S (ms) publisher(ms) subscriber(ms) node(ms)
subscribe 1:44+ 0:00117� jwj - 1:7 1:7

unsubscribe 3:14 - 1:7 1:7
publish - 1:4 + (jpblj + 16m) � 0:0001 1:7 + (jpblj + 16) � 0:0001 1:7

advertise 1:4 + 0:00117� jwj 1:7 - 1:7
unadvertise 3:14 1:7 - 1:7

Table2: ComputationOverheadsfor EventGuardOperations:w is sometopic,pbl is apublication,andm denotesthenumber
of topicsmarkedonmessagepbl

subscription(Bytes) unsubscription(Bytes) publication(Bytes) advertisement(Bytes) unadvertisement(Bytes)
128 128 128+ 16m 128 128

Table3: MessageSizeOverheaddueto EventGuardincludingonly thosemessagessenton thepub-subnetwork: m denotesthe
numberof topicsmarkedon thepublication

tions andpublicationskeepingthe aggregateratea con-
stant(wedonotconsideradvertisementandunadvertise-
mentcostsin thisexperiment).Thecomputationloadfor
basicoperationswereobtainedfrom Table2. We setthe
subscriptionrateto beequalto unsubscriptionratesoas
to ensurethattheaveragenumberof active subscriptions
in the systemis almosta constant. Note that only the
control operationson subscriptionsandunsubscriptions
involvestheM S. Hence,if a pub-subnetwork is largely
dominatedby publications(which is true in mostcases)
thentherelative loadon theM S would bevery small. If
theloadon a M S is not acceptable,EventGuardmecha-
nismseasilypermitsoneto addadditionalmeta-services.
The fact that the meta-servicesdo not have to interact
with one another(they sharethe private key r k(M S))
makesit possiblefor oneto build an ef�cient load bal-
ancingsystemto handletheM S loadandvary thenum-
berof activemeta-serviceson-demand.

Observe thattheloadonanoderemainsalmostacon-
stantasit dependsonly ontheaggregaterateof subscrip-
tions,unsubscriptionsandpublications.Ontheotherhand,
the relative load on a publisherdecreasesas the publi-
cation ratedecreases;this is becausea publisheris not
involved in subscribeandunsubscribeoperations.Sub-
scriberload is typically much smallerthan the average
nodeload becausethe numberof publicationsdelivered
to a subscriberis very smallwhencomparedto the total
numberof publicationssentonthepub-subnetwork. Re-
call thatonly thosepublicationsthatmatchasubscriber's
subscriptionsaredeliveredto thesubscriber.

Selective and Random Dropping Attack. We now re-
port theexperimentalresultsontheeffectivenessof using
an r � resilient pub-subnetwork against messagedrop-
ping attacks.Our �rst experimentmeasurescommunica-
tion costversusa (for ana� ary treenetwork). Thesec-
ondandthirdexperimentsmeasurethenetwork resilience
asa functionof p (thefractionof maliciousnodesin the

network).
Figure8 shows communicationcostfor publishingan

eventundertopic w versusN (w) for differentvaluesof
a with ind = 1, whereN (w) denotesthenumberof sub-
scribersfor topic w. Note that a resilientnetwork con-
structedby modifying ana� ary treeincreasesthecom-
municationcostby a factorind (for some1 < ind � a).
Hence,the communicationcost for an a� ary ind inde-
pendentpathnetwork canbe directly derived from Fig-
ure8. Observe thatthecommunicationcostdecreasesas
a increases.Also note that a = N S (N S denotesthe
total numberof subscribers)minimizesthecommunica-
tion costbut imposesheavy loadonthepublisherandthe
pub-subnodes(loadis proportionalto a).

Figure9 and10 shows the resilienceof the pub-sub
network versusp (fractionof maliciousnodes)for differ-
ent valuesof a andind respectively. Resilienceis mea-
suredin termsof the ratio of the numberof subscribers
thatreceive aneventon topic w to N (w), averagedover
all topics. Observe from Figure9 that onecanimprove
resilienceby increasinga at the cost of publisherand
nodeload.This is equivalentto decreasingthenetwork's
heighth thereby, makingthenetwork shallow andbroad.
Figure10 shows that onecan improve resilienceby in-
creasingind at the cost of the overall communication
cost. A carefulselectionof parametersind anda is re-
quiredto strike a balancebetweenresilience,communi-
cationcostandpublisher/nodeload.

6.2.2 Implementation basedExperiments

In this section,we presentperformancemeasurements
fromourprototypeimplementationof EventGuardonSiena
pub-subcore.First,wepresentmeasurementsontheloss
in throughputandthe increasein latency in publications
due to EventGuard.Second,we measurethe effective-
nessof EventGuardagainst�ooding basedDoSattacks.

Experimental Setup.Ourimplementationof EventGuard
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M S (Bytes) publisher(Bytes) subscriber(Bytes) node(Bytes)
64 180peradv+ H Tsiz e 180persub+ H Tsiz e H Tsiz e

Table4: EventGuardStorageOverhead:H Tsiz e denotesthetotal sizeof thehashtablemaintainedfor detecting�ooding based
DoSattacks(H Tsiz e is atmosta few tensof KBs)
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Figure6: Flooding-basedDoSAttack
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is built on top of Sienapub-subcore.We ranthis imple-
mentationof EventGuardon eight machineseachwith
8-processor(total of 64processors)(550MHz Intel Pen-
tium III XeonprocessorsrunningRedHatLinux 9.0)con-
nectedvia a high speedLAN. We instrumentedthepub-
sub core to simulatethe wide-areanetwork delaysob-
tainedfrom theGT-ITM topologygenerator.

The pub-subnetwork consistedfor onepublisher, 32
subscribers,andoneM S, with thepublisherasthe root
of thetreeandthesubscribersasleaves.We constructed
completebinary treetopologyusingdifferentnumberof
nodes(0, 2, 6, 14,30) andlinkedthesenodesusingopen
TCPconnectionsto form thepub-subnetwork. Thesub-
scriberswere uniformly distributed amongall the leaf
nodes.Eachentity(publisher, subscriber, node,andM S)
wasrunonaseparateprocessor.

Thr oughput. We measuredthe throughputin termsof
themaximumnumberof publicationspersecondthatcan
behandledby thepub-subsystemwith andwithoutEvent-
Guard. We measuredthe maximumthroughputas fol-
lows. We engineeredthe publisherto generatepublica-
tions at the rateof q publicationsper unit time. In each
run of this experiment,the rateq was �x ed. We moni-
toredthenumberof outstandingpublicationsrequiredto
beprocessedat every node.If at any nodethenumberof
outstandingpublicationsmonotonicallyincreasedfor � ve
consecutiveobservations,thenweconcludethatthenode
is saturatedand the experimentaborted. We iteratively
vary q acrossdifferentexperimentalrunsto identify the
minimumvalueqmin = thr oughput suchthatsomenode
in thepub-subnetwork is saturated.

Figure11 shows themaximumthroughputversusthe
numberof nodesin thepub-subnetwork for EventGuard
and basicSiena. The increasein throughputwith the
numberof nodesshows the scalability of EventGuard.

Note that as the numberof nodesincreases,the num-
berof subscribersconnectedto oneleaf nodedecreases,
therebyincreasingtheeffective throughput.However, as
the numberof nodesbecomesincreasinglylarger than
the numberof subscribersthe throughputdoesnot in-
creaseany further, sincethis simply resultsin underuti-
lizednodes.

Theprimaryoverheadfor EventGuardarisesdueto the
veri�cation of ElGamalsignatureswhich is anexpensive
operation(1:7ms).Wealsomeasuredtheoverheadin the
absenceof thissignatureveri�cation ateverynodein the
pub-subnetwork (EventGuard-nosigin Figure11). We
foundthattheoverheadwaslesserthan5%. We arecur-
rentlyexploringfastersignaturealgorithmsto replaceEl-
Gamal.

Latency. We measuredlatency in termsof the amount
of time it takesfrom thetime instantapublicationis sent
by apublishertill thetime it is availableto thesubscriber
(in plain-text). The latency was measuredkeepingthe
throughputatits highest(seeFigure11). Figure12shows
latency versusthenumberof nodesfor EventGuardand
basicSiena.

Observe that the latency �rst decreasesand then in-
creases.Initially, asthe numberof nodesincreases,the
numberof subscribersassignedtoeachleafnodedecreases,
andsodoesthelatency. However, asthenumberof nodes
increasesfurther, theheightof thedisseminationtreealso
increases.An increasein heightby oneincursan addi-
tionallatency of 70ms(network latency), therebyincreas-
ing theoverall latency. While thethroughputalwaysim-
proves(until it saturates)with the numberof nodes,the
latency will �rst improve andthendeteriorate.Thus,a
carefulchoiceof thenumberof pub-subnodesis required
in orderto achievehighthroughputwith acceptablelaten-
cies.
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Figure9: ResilienceVs a with ind = 1
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Observe from Figure 12 that the increasein latency
due to EventGuardis very small. This is becausethe
wide-areanetwork latenciesare of the order of 70ms;
while the overheadaddedat every nodeby EventGuard
is about1-2ms.In fact,themaximumincreasein latency
dueto EventGuardis lesserthan4%.

Flooding-basedDoS Attacks. We measuredthe effect
of �ooding-basedDoS attackson the throughputof the
pub-subnetwork. We picked one of the leaf nodesto
�ood the pub-subnetwork. We vary f l , the rate that
whichthemaliciousnode�oods messagesonthepub-sub
network. Figure13 shows thethroughputasf l increases
bothin thepresenceandtheabsenceof routingguard.

Observe from Figure 13 that in the absenceof rout-
ingguardsthethroughputdeterioratesdrasticallywith the
injection of �ooding-basedDoS attack. In comparison
EventGuardshows a muchgracefuldrop in throughput
asthe �ooding ratef l increases.Note thatalthoughour
guardagainst�ooding-basedDoSattacksinvolvesanex-
pensive ElGamalsignaturecheck(1:7ms),it restrictsthe
DoS attack into a small neighborhoodsurroundingthe
maliciousnode(seeFigure3).

7 RelatedWork
Severalpub-subsystems[5, 3, 7] havebeendevelopedto
provide highly scalableand �e xible messagingsupport
for distributedsystems.Siena[5] andGryphon[3] are

large pub-subsystemcapableof content-awarerouting.
Scribe[7] is an anonymousP2Ppub-subsystem.Most
work on pub-subsystemshave focusedon performance,
scalabilityandavailability. Unfortunately, very little ef-
fort hasbeenexpendedon studyingthe securityaspects
of thesesystems.

Signi�cant amountof work hasbeendonein the�eld
of securegroup communicationon multicastnetworks
(survey [16]). Suchsystemscanleveragesecuregroup-
basedmulticasttechniquesand group key management
techniquestoprovideforwardandbackwardsecurity, scal-
ability andperformance.The key problemin suchsys-
temsarisedueto the fact that IP multicastdoesnot pro-
videany mechanismsfor preventingnon-groupmembers
to have accessto group communication. A signi�cant
restrictionwith securegroupcommunicationis that the
groupmembershipis not as �e xible as the subscription
modelusedin pub-subsystems.In contrast,EventGuard
permits �e xible membershipat the granularityof sub-
scriptions. Also, EventGuardusesan overlay network
anddoesnot rely on IP multicasttechnologyprimarily
becausethe IP multicastprotocol hasnot yet beende-
ployedatanInternetscale.

Wang et al. [23] analyzethe securityissuesand re-
quirementsin acontent-basedpub-subsystem.Theirpa-
peridenti�es thatthegeneralsecurityneedsof apub-sub
applicationincludescon�dentiality, integrity and avail-
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ability. More speci�cally they identify authenticationof
publications,integrity of publications,subscriptionin-
tegrity andserviceintegrity as the key issues. The pa-
per presentsa detaileddescriptionof theseproblemsin
the context of a content-basedpub-subsystem,but fails
to offer any concretesolutions.They identify thatmain-
tainingcon�dentiality againstthepub-subnetwork nodes
fundamentallycon�icts with the pub-submodel as the
pub-subnetwork routesinformation basedon dynamic
evaluationsof publicationsagainstsubscriptions.Event-
Guardshowsthatin mostcases,onecanachievecontent-
basedroutingwhile still maintainingcon�dentiality.

OpyrchalandPrakash[14] analyzesecuredistribution
of eventsin acontent-basedpub-subnetwork fromagroup
key managementstandpoint. They show that previous
techniquesfor dynamicgroupkey managementfail in a
pub-subscenariosinceevery event canpotentiallyhave
a differentsetof interestedsubscribers.They usea key
cachingbasedtechniquethatreliesonsubscriptionpopu-
larity to reducethenumberof encryptionsandto increase
messagethroughput. However, their approachrequires
thatthepub-subnetwork nodes(brokers)arecompletely
trustworthy. EventGuardaimstoprovidingsecurityto the
subscriberswhile maintainingcon�dentiality even from
thepub-subnetwork nodes.

8 Conclusion
We have presentedEventGuard, a security framework
for protectingpub-suboverlay servicesfrom variousat-
tackssuchasauthenticity, con�dentiality, integrity, and
resilienceto DoS attacks. We have describedthe two
maincomponentsof EventGuard:(1) a suiteof security
guardsthat canbe seamlesslyplugged-intoa wide-area
content-basedpub-subsystemand(2) a resilientpub-sub
network designthatis capableof secureandyet scalable
messagerouting,counteringmessagedropping-basedDoS
attacks. EventGuardpresentsa uni�ed securityframe-
work that meetsboth the securitygoal of safeguarding
the pub-suboverlay servicesfrom variousattacks,and
theperformancegoalof maintainingthesystem'soverall
simplicity, scalabilityandperformance.Wehavedemon-
stratedthatEventGuardiseasilystackableonany content-
basedpub-subcoreby presentingaprototypeimplemen-
tationof EventGuardontopof Siena[5]. Ourexperimen-
tal evaluationsshow that EventGuardcansecurea pub-
suboverlayservicewith minimalperformancepenalty.
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Appendix A: Communication Cost

Let N S denotethenumberof subscribersin thesystem
and N (w) denotethe numberof subscriberswho have
subscribedto topic w. In a a� ary treenetwork, we as-
sumethateachpublishercorrespondsto onea� ary tree
and a publisheris the root of the tree, the subscribers
who have matchingsubscriptionsare the leaves of the
treeandthepub-subnodesareintermediateelementsof
thetree.Theheighth of thetreeis givenby dloga N Se.
Let M tr ee(w) denotethe communicationcost(in terms
of thenumberof messages)of propagatinga publication
on topic w from the publisherto the subscribers.Since
thecostof sendingthepublicationto any individual sub-
scriberis lesserthanor equalto h, we obtainthefollow-
ing constraint:

M tr ee(w) � hN (w) (1)

Also, the publicationmessageis never requiredto tra-
verseany link of thetreemorethanonce.Hence,

M tr ee(w) � � h
i=1 ai =

a
a � 1

(N S � 1) (2)

Combiningthetwo constraints1 and2, wehave:

M tr ee(w) � min (hN (w);
a

a � 1
(N S � 1)) (3)

Observe that the maximumcommunicationcost for an
a� ary treeoccurswhenN (w) = N S andM tr ee

max (w) =
a

a� 1(N S � 1). M tr ee
max (w) is minimum whena = N S,

that is, thepublisheris directly connectedto all thesub-
scribers.In general,astheparametera increasestheex-
pectedcommunicationcostdecreases.

TheBFT propagationalgorithmassumesthatthenum-
ber of maliciousnodes(m) is known. A non-malicious
nodeacceptsanevente asanauthenticeventif andonly
if it receives m + 1 identical copiesof e from distinct
m + 1 nodes.In aBFT propagationscheme,irrespective
of thenetwork topology(grid, tree)usedfor propagation
eachsubscriberhasto minimally receivem + 1 identical
publicationmessages.Hencethe communicationcost,
denotedby M bf t (w), satis�es the following condition:
M bf t (w) � (m + 1)N (w). AssumingthatN S = 1000
and about10% of the nodesare malicious,m = 100,
we have M tr ee(w) � min (5N (w), 1332) (assuminga
4� ary tree: a = 4 andh = log4 1000 � 5 and a

a� 1N S
= 1332)andM bf t (w) � 101N (w). This impliesthatthe
communicationcostin any BFT disseminationalgorithm
would be at least20 times (� 101N (w)

5N (w) ) the a� ary tree
basedalgorithm.

Appendix B: IndependentPaths

Theorem8.1 Let Q = hP, n1, n2, � � � , nd, Si denote
a pathfromthepublisherP to somesubscriberS in the
original treebasednetwork.Then,Q1 = Q andQ2 = hP,
sibling(n1), sibling(n2), � � � , sibling(nd), Si are two
independentpathsfromP to S in theresilientnetwork.

Proof First, we show that the pathQ2 exists (pathQ1

= Q exists trivially). We show that for any 1 � i � d,
thereexists an edgefrom sibling(n i ) to sibling(n i +1 ).
From path Q1 we know that n i is the parentof node
ni +1 . Hence,n i is the parentof nodesibling(n i +1 ).
By the constructionof our resilientnetwork, we addan
edgefrom any noden to sibling(parent(n)) . Hence,
sibling(n i +1 ) is connectedto sibling(n i ) (since,n i =
parent(sibling(n i +1 )) ).

Second,weshow thatf n1, n2, � � � , ndg \ f sibling(n1),
sibling(n2), � � � , sibling(nd)g = ; . First, for any 1 �
i � d, ni 6= sibling(n i ). Second,for any two nodesn i

andnj 1 � i; j � d suchthat i 6= j , n i 6= nj sincethe
nodeni is at depthi from the root, while n j is at depth
j from theroot (i 6= j ). Hence,thepathsQ1 andQ2 are
independent.
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